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State of Iowa Enterprise Professional Licensing System – Executive Summary

The State of Iowa executive branch agencies issue a variety of licenses and permits.   At the end of FY 00, only one license renewal process was web enabled.  When surveyed, it was found that the state agencies issuing licenses (of any type) support a fairly conventional range of services.  This includes issuing originals/renewals, documenting continuing education, enforcement/case tracking, handling complaints, and discipline/compliance monitoring. Upon completion of the state agency survey, a web-enabled enterprise licensing system was proposed. The common elements (name, address, etc.) and financial transactions (credit card payments) are handled by a central application.  The specifics of the licensing process are handled by individual agency applications.    

When state agencies were polled, the most requested features of an enterprise licensing application were Internet access, discipline/compliance monitoring, enforcement/case tracking, complaint tracking, and inspection management.  It should also be noted that agencies also requested Interactive Voice Response. 

For public use, a licensee or candidate licensee accesses the Internet using an Internet Service Provider (ISP).  Once online, the Licensing Web server is accessed via Web browser using a search engine, bookmark, or Uniform Resource Locator (URL).  Once the server is accessed, Web page hyperlinks are traversed to reach the appropriate licensing application.  When sensitive data is encountered, a Secure Socket Layer (SSL) session is invoked to secure the entry or transmission of any sensitive information such as Social Security Numbers, Tax Ids, or PINs throughout the session.  

As the Internet application requires, business logic is accessed from the Internal application server and data is accessed from the database server.  When payment is required, the user provides their credit card information and a Cybercash credit card request travels through the Internet to the Cybercash Internet Gateway using Triple Data Encryption Standard (DES).  The gateway routes the transaction to Iowa’s credit card processor: First Data Corporation (FDC).  FDC, over a private banking network, authorizes/drafts funds between the card issuing bank and Iowa’s bank (Norwest Bank).  Once the credit card transaction is complete, the database server is updated to reflect the updated license and the transaction is complete.

Written Justification

a) Description of the Project

ITD Consolidated Licensing System Architecture
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The internal portion of the consolidated licensing system is hosted on a 100 Mbs Ethernet segment that branches off the ITD Campus backbone (reference the right side of the architecture diagram).  The internal side of the system is a three tier architecture:  the first tier is the licensing staff’s workstation where internal personnel perform their daily licensing tasks, the second tier is the application server which hosts internal licensing applications, and the third tier is the database server which provides network access to the system’s consolidated licensing data.  To provide future enhancements to this licensing infrastructure, interactive voice response and imaging servers could also be hosted on this network segment.  

Internal licensing clients are of two types: local personnel with direct access to the ITD Campus Network and remote users that require an Iowa Communications Network (ICN) link to the campus network.  In addition, some of the agency’s security policies and associated routers/firewalls required alteration to accommodate information flow between the two interfacing networks.     

In front of the Internal network (reference the left side of the architecture diagram) is the public access portion of the architecture.  Internet connectivity is provided by the State’s Internet Service Provider (ISP) to the 100 Mbs DeMilitarized Zone (DMZ) Network.  A DMZ Network is a medium security network used to host public Web servers, in this case the Licensing Web Server.  The DMZ Network provides the private ITD network with layered security to prevent Internet intrusion.  The left DMZ firewall (a Gauntlet firewall in this architecture) provides filtering services: denying all traffic not destined for the hosted Web servers in addition to denying any services that are not required to conduct business or are considered a security risk.  Therefore, the filtering firewall is the first line of defense filtering all non-essential traffic from the DMZ before it has an opportunity to pose a security risk.  Once the filtering firewall deems incoming traffic as necessary and appropriate, the traffic is allowed to access the Licensing Web server.  On the left side of the DMZ is another firewall (a Cisco PIX firewall in this case) that protects the internal network with another layer of security.  A very restrictive set of rules on this firewall dictate what traffic is allowed to pass into and out of the internal network.  For licensing, firewall rules are written to allow the Web server to access the application server’s business logic and data on the  database server on the internal network.

When a licensee or candidate licensee accesses the Internet via an ISP, the Licensing Web server is accessed via Web browser using a search engine, book mark, or Uniform Resource Locator (URL).  Once the server is accessed, Web page hyperlinks are traversed to reach the appropriate licensing application.  When sensitive data is encountered, a Secure Socket Layer (SSL) session is invoked to secure the entry or transmission of any sensitive information such as Social Security Numbers, Tax Ids, or PINs throughout the session.  As the Internet application requires, business logic is accessed from the Internal application server and data is accessed from the database server.  When payment is required, the user provides their credit card information and a CyberCash credit card request travels through the Internet to the Cybercash Internet Gateway using Triple Data Encryption Standard (DES) as shown on top of the architecture diagram.  The gateway routes the transaction to Iowa’s credit card processor: First Data Corporation (FDC).  FDC, over a private banking network, authorizes/drafts funds between the card issuing bank and Iowa’s bank (Norwest Bank).  Once the credit card transaction is complete, the database server is updated to reflect the updated license and the transaction is complete.

The enterprise licensing system has been in operation since 2QCY2000.  and has been used for licenses by the Board of Accountancy, Department of Commerce (civil engineer, realtors, and landscape architects licenses), and Board of Nursing.  

b) Significance of the Improvement

The enterprise licensing system provides significant service improvements and convenience to citizens as well as updating many of the licensing systems within state agencies.  Using existing IT infrastructure, we were able to connect to, and automatically update, the back end data sources housed in the agencies.  Internet renewals also significantly reduce the paper usage and postage costs within agencies and allow state agencies to use a smaller number of FTEs to administer and oversee the various licensing functions.  

c) Benefits realized by service recipients, taxpayers, agency, or state

Citizens obtaining licenses online reduce the time spent in this process by between 2 and 10 hours depending on the licensing requirements.  This has been a hidden tax on citizens for many years.  

Agencies, as stated above, can reduce steps in the licensing process in many cases and they can handle a larger volume of licenses with fewer FTEs.  Also, using an enterprise system such as this, agencies automating their licensing process need to pay only marginal cost.  The central intake for name, address, etc; the credit card processing; and use of technologies such as Interactive Voice Response are already integrated and maintained by the Information Technology Department. 

d) Return on investment, short-term, long-term payback

The enterprise licensing system has resulted in the following:

· Standardized professional licensing across the state

· Consolidated efforts in licensing across the enterprise

· Fostered a collaborative environment across agencies in solving common problems and program requirements

· Created a uniform look and interface for professional licensing to the citizens of the State, to increase customer service and accessibility to state government

· Avoided the high costs and inefficiencies of having each state agency create their own system

· Decrease the cost of licensing by eliminating paper processes and helped agencies identify more efficient processes

· Ensured payment collection through credit card payments

· Fulfilled the legislative requirement for digital access to government

Savings for professional licensing is in the following forms:

State Government:

Overall reduction of staff processing time  

Elimination of the opening of envelopes

Elimination of the need for data entry

Improved customer service assistance

Reduced need for office supplies  

Collecting verified payments via credit card  

Licensee:

Reduced application time  

Improved customer service from state agencies
� EMBED Unknown  ���
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