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Securing Kansas Criminal Justice Information 

Kansas Bureau of Investigation

P

roven success

The ability for any law enforcement agency to look up National Criminal Justice Information on the Internet was unheard of prior to October 1998, due to the risks inherent in using an insecure communications protocol.  However, all criminal justice agencies, large or small, must have affordable electronic access to criminal justice information to ensure their officer’s safety.  The Kansas Bureau of Investigation (KBI) championed the idea of using the Internet in 1996 through the Kansas Criminal Justice Information System (KCJIS) project.  Today, the KBI is the first and still the only agency in the nation approved by the Federal Bureau of Investigation (FBI) to use the Internet to transmit National criminal justice information.

Description of project

Identified the need - Connect all Kansas criminal justice agencies to KCJIS.  No more "haves and have nots."

Designed a solution - Designed a VPN over the Internet

Obtained approval - Acquired FBI approval to send National criminal justice information over the Internet in 1998.

Implemented solution - Installed a multi-layer integrated security system.  1998

Proven success - All Kansas criminal justice agencies can electronically access Criminal Justice Information.  1999
In 1998, the KBI built a multi-layer integrated information security system.  The system met Kansas architectural guidelines plus operating objectives that the KBI needed to improve efficiencies in the electronic collection and dissemination of information.  Following are specific guidelines:

· KCJIS would be an open system, but with adequate network security

· Security hardware and software would use national standards

· Redundant hardware for high availability

· Ability to share data electronically with other local, state and federal criminal justice agencies

· Ability to use common Internet service providers 

The security system meets very specific security objectives.  These objectives came from state and federal security and access policies:

· To protect databases stored at the KBI from unauthorized users

· To protect data transmissions over a public network carrier

· To identify the specific devices used in a transmission of criminal history data

· To identify the specific criminal justice user

· To monitor for unauthorized intrusion into the KBI and KCJIS databases

· To evaluate network security



KBI Solution Description to meet our Security Objectives

Network explanation

The state of Kansas operates its own public network called the KANWIN. There are two ways to connect to KANWIN, through a dedicated frame relay connection and dial-up. KANWIN is comprised of state government agencies, local government agencies, K-12 education and universities, and hospitals. The KCJIS project utilizes the existing KANWIN frame relay network to reduce telecommunications cost to the state of Kansas, rather than installing expensive dedicated circuits. The KANWIN network is primarily a TCP/IP network with connection to the Internet.

"Regarding confidential or sensitive data (especially juvenile data), the KBI will always default to security versus access. What good is the data if it has been compromised?"


The KCJIS community consists of single device users, to users connected to a very simple network, to complex networks with multiple protocols and network connections. We have identified them to be: 

· Small agencies with no Local Area Network (LAN) will have one PC/terminal, maybe two,

· Medium to large agencies with a LAN made up of CJIS and non-CJIS users with multiple PC/terminals,

· Metropolitan Area Network (MAN),

· Mobile Data Terminal (MDT), and

· Dial-up users



Understanding the types of users, out of the one KANWIN frame relay cloud that existed, two more dedicated KANWIN frame relay clouds were constructed. We identify them as Open CJIS and Secure CJIS. 

The Open CJIS cloud is comprised of KCJIS and non-KCJIS users connected on the same LAN.  This network was designed for availability, not security reasons. This cloud separates KCJIS traffic from all the other users of KANWIN. These users are required to have adequate protection between their LANs and their connection to the Open CJIS cloud. The KBI recommends that these agencies install a firewall type device between their LAN and any other agency LAN connections.

The Secure CJIS cloud is for KCJIS users only. KCJIS users have dedicated frame relay connections to the cloud. You can not have non-KCJIS users on or connected to the your LAN. This network can not have any modem permanently attached to any PC or network. The cloud is protected by redundant firewalls. All secure CJIS traffic must transverse through these firewalls.

All Kansas criminal justice agencies have the option of using their local Internet service provider as well.  Many smaller agencies use dialup access and many times this access was provided by their local ISP for free.  Larger agencies already had Internet access and continue to use these connections instead of utilizing the state provided Internet connection.

Objective – To protect databases stored at the KBI from unauthorized users.

The KBI purchased redundant CheckPoint Firewall-1s. The KBI chose Check Point’s Firewall-1 because of the Stateful Inspection, open architecture and its Virtual Private Network (VPN) capabilities, as well as its capability to manage multiple firewalls from a centralized location. An important factor in the decision to use Check Point Software Technologies was their work with Open Platform for Secure Enterprise Connectivity (OPSEC). This increased the KBI's options to purchase third party products that would enhance the level of security through layering and integration.

Objective – To protect data transmissions over a public network carrier.

The KBI is using SecuRemote VPN client software with triple DES encryption (168 bit), by CheckPoint Software Technologies, to create a VPN between the user and the KBI firewalls. After the user is successfully authenticated to the KBI firewall, FireWall-1 establishes a secure VPN tunnel. All VPN functionality, including key negotiation and data encryption, is completely transparent to the user. Session keys are updated throughout the duration of the connection at a specified amount of time.

Objective – To identify the specific device used in a transmission.

The KBI became it’s own Certificate Authority. The KBI is using Entrust Technologies PKI solution. KBI uses Entrusts X.509 Digital Certificates. All personal computers accessing KCJIS are required to have a certificate that is issued by the KBI.  This certificate is used to authenticate to the VPN.  Entrust is an OPSEC partner and therefore integrated into Check Point’s SecuRemote.  Through SecuRemote the user obtains signing and encryption keys electronically.

Objective – To identify the specific user.
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The KBI purchased Security Dynamics Ace Server and key fob tokens.   SecurID tokens combine “something you know” with “something you have” to identify each user accessing KCJIS. This is known as strong authentication. There were many advantages and only one disadvantage to using them. The advantages far outweigh the disadvantages.

One of the most important advantages was security. Each password is for one-time use only, making it extremely secure even if the password was stolen by interception. Another advantage was management of user authentication. The policies that the Kansas ASTRA Board approved in August 1998 stated that all passwords for users accessing KCJIS must be six characters in length and consist of both letters and numbers and change every 30 days. A policy like this is needed because most users choose passwords poorly but this would only encourage users to write their passwords down and, more than likely, close to the PC. Passwords are not safe as “hackers” have several tools such as “Cracker” and “Social Engineering” available to steal passwords. KCJIS predicts the user base will grow to 15,000 users. Managing the passwords would be an enormous job for any help desk. SecurID tokens provide not only a very secure method for accessing KCJIS, it also lessens the management of user’s passwords.

The disadvantage was the cost of the SecurID tokens.  Each user is required to purchase a SecurID token to gain access to KCJIS.The use of the tokens broken down is .05 cents a day. 

KCJIS users use the tokens to log on to each system.  Unlike Single Sign-On, which users only sign-on to the system once and gain access to all resources for which they are authorized, SecurID makes users sign-on to each resource separately and provides the KBI with a log of every access attempt to each system. 

Objective – To monitor for unauthorized intrusion.

The KBI purchased RealSecure by Internet Security Systems. Protecting the KBI LAN from intruders and unauthorized activity internally and externally is one of the most critical jobs of security management. RealSecure, by Internet Security Systems, is a real-time attack recognition and response system. RealSecure provides the highest level of protection against attacks. It enables the KBI to dynamically detect suspicious network activity and instantly prevent unauthorized access to the KBI. RealSecure immediately can alert KBI network administrators of any suspicious activity, logs the session and can automatically terminate the connection.

Objective – To evaluate network security.

The KBI purchased Internet Security Systems’ Internet Scanner to assess continuously the KBI firewalls and devices on the LAN to identify vulnerabilities in configurations.  

Internet Scanner identifies security weaknesses in the configuration of operating systems and networks. Internet Scanner utilizes a comprehensive and dynamic database of attacker methods and vulnerability tests. 

Policies and Training

The KBI knows that after spending one half million dollars that we are still not secure.  Security must be implemented in layers.  Employees pose the greatest risk to any system.  If a user brings in or receives an attachment through E-mail that proceeds to delete all the information from our systems; if a user is socially engineered to provide passwords to a caller on the phone; or inadvertently deletes a database or enters in the wrong information, these all pose as much risk as the outlaw hackers. 

"They that can give up essential liberty to obtain a little temporary safety deserve neither liberty or safety."

Benjamin Franklin

"They that can give up essential security to obtain a little temporary access deserve neither security or access."

Kansas Bureau of Investigation


To combat these risks, the KBI turned to policies and training.  We give all the KBI staff the title of information security officers.  We enlist their help, we need their help, and we welcome and reward their help.  The KBI staff wants to be part of the solution, not part of the problem.  We provide quarterly training to staff on current security issues as well as on social engineering.  

The Kansas Bureau of Investigation has developed policies that the employee’s sign and which are kept in their personnel file.  No policy is written that cannot be enforced technically, and all policies are written so that the employee can understand the policy.  Policies are written to train and enlist the help of the employee, not for the purpose of punishing the employee who makes a mistake.



Significance to the improvement of the operation of government

Securing criminal justice information in order to use the Internet safely is paramount in improving the operation of law enforcement, and government in general.

Every criminal justice agency can afford to use the Internet, regardless of how small they are.  Several Kansas agencies are given free Internet access by their local ISP.  By having low cost, fast Internet access to criminal justice information, officer safety is greatly improved.  Court service officers can now obtain electronic criminal history abstracts in minutes over the Internet that used to take six weeks by US mail.   By electronically transmitting mug shots and fingerprints, accuracy in identifying an individual is greatly increased.  Because data is entered at the local level, data is much more accurate.  

Benefits realized by service recipients

The benefits have been enormous to both the local agencies and to the state of Kansas. 

· The state of Kansas invested approximately $675,000 one time, and has cost avoided over $2 million per year.

· Local criminal justice agencies are avoiding well over $1 million per year.

· A single person criminal justice agency can afford to participate in the KCJIS project.

· Over 7,000 criminal justice users now access the system, while approximately 4,000 accessed the prior system.

· The KBI used only existing staff to implement and sustain the new system.   No additional employees were added.

· The KCJIS project can now transmit images such as mug shots and fingerprints

· Token maintenance is much more manageable, less costly, and more secure than static passwords.

The network security concept has been validated. 

· SEARCH, a national criminal justice organization, used a national security training course with 20 agents to infiltrate the KBI’s network, and was unsuccessful.

· Our firewall logs indicate numerous probing attempts daily to the state of Kansas and KBI networks, without a known breech of our security.

· The FBI used the KBI network security system to create the FBI’s network security auditing guidelines.

· A national CPA firm commented that the KBI security system exceeded their security audit requirements.

· The KBI network security system has been fully functional, and secure, for almost three years.

Return on Investment

The KBI invested approximately $500,000 to acquire and install the security hardware and software identified above.  In addition, the KCJIS project purchased security tokens and certificates ($175,000) for each local agency that was using the existing system since our security requirements caught those local agencies in the middle of their fiscal years. All replacement costs have been borne by the local agencies.

By allowing the local criminal justice agencies to access Kansas and Federal criminal justice data through a local Internet service provider, the local agencies were able to reduce their costs significantly.  Where an agency would be spending $17,400 per year for a dedicated 56K circuit, they now were able to access the KCJIS system for the cost of their local Internet service, or the KANWIN at $4,200 per year.  In some cases, the local ISP provides free Internet service to the law enforcement agencies.

The state of Kansas is responsible for the cost of connecting one terminal in each of the 105 Kansas counties.  Therefore, by using the KANWIN (the state backbone) the state recognized a cost avoidance of $1.4 million per year on the 105 mandated sites.

In summary:

Description
FY 1999
FY 2000
FY 2001
FY 2002

Hardware and software purchase
$500,000
$80,000
$33,000
$ 0

Initial tokens and certificates
$175,000
$0
$0
$0

Software and hardware maintenance
$ 0
$ 0
$ 0
$180,000

Consultant maintenance agreement
$ 0
$ 0
$60,000
$60,000







Cost avoidance to the State of Kansas
$600,000
$1.4 million
$1.4 million
$1.4 million

Est. cost avoidance to local agencies
$500,000
$1.0 million
$1.0 million
$1.5 million







Approximate annual cost avoidance
$425,000
$2.32 million
$2.31 million
$2.65 million

Our estimated total cost avoidance for the first three years exceeds $5 million. Our annual cost avoidance for FY 2002 and coming years should exceed $2.5 million per year.   The investment cost was realized in the first year.

Conclusion

“A good security plan will address security objectives and policies.  Our mindset is that we do not want a ‘static security system’, rather an on-going dynamic security plan and employee security training program.  Our ‘security system’ is simply where we are at any given moment.”
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