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Executive Summary

Beginning in late 1999, the Commonwealth of Massachusetts began looking at ways to centralize and standardize the disparate directories and messaging platforms onto the new, emerging Commonwealth standard, Microsoft Windows 2000 Active Directory (AD).  With Exchange 2000 poised to be the first enterprise application to fully leverage the directory, the Commonwealth began to build the foundation for the eGovernment initiative announced by Governor Cellucci.  As a result, the Commonwealth partnered with Microsoft Consulting Services to design and implement a new enterprise system to facilitate the Commonwealth’s migration to a new file, print, messaging, and application environment based on the Microsoft Windows 2000 Platform that would be the core infrastructure to future eGovernment initiatives.  

Then in April 2000, the Commonwealth launched a 4-year phased implementation called Massmail:

· Apr 2000 - June 2000 
Discovery phase.  A comprehensive study of the existing messaging systems throughout the Commonwealth.

· Jun 2000 – Jan 2001
Design Phase.  Microsoft Consulting Services created a system design of the Windows 2000 and MassMail environment.

· Feb 2001 – Mar 2001
Pilot/Proof of Concept.  250 Commonwealth employees from the Information Technology Division migrated to the new system.

· Mar 2001 – Jun 2001
Charter Agency Migration.  Over 6,000 Commonwealth employees from 24 state agencies migrated to the new system.  Each agency contracted a software integration vendor to perform the migration.

· Future Plans.  In Fiscal Year 2002 (FY02), the Commonwealth plans to migrate an additional 15,000 users to the MassMail system.  In FY03, we plan to migrate an additional 10,000 users.

MassMail takes full advantage of the power of Microsoft Windows 2000 Active Directory, enabling system administrators to create an enterprise directory, a single point of management for all users, groups, permissions, configuration data, network login, file, and Web shares. AD is an enterprise-class, directory service that is highly scalable, built using Internet-standard technologies, and fully integrated with Exchange at the operating system level. AD allows a single point of administration for all users, messaging and network resources, including e-mail and mailbox information, configuration information, files, peripheral devices, host connections, databases, Web access, users, other arbitrary objects, services, and more. All MassMail directory information, including information about users, mailboxes, servers, sites, and custom recipients, is stored in AD. While administrators reap the benefits of unified administration, knowledge workers accustomed to accessing the Exchange Server directory, called the Global Address List, experience no user interface changes and require no retraining when switching to AD. 

Although the initial investment for the MassMail project is high, the return on investment (ROI) over the next two years more than makes up for the initial costs.  Whereas the former architecture became increasingly expensive as the Commonwealth added agencies, the MassMail architecture is highly scaleable.  Each Exchange cluster will handle approximately 10,000 users, and as the Commonwealth brings more users on to MassMail, we begin to realize significant ROI--savings of $597,500 within the first two years of production.  

Even better, as we add additional users in FY03, this ROI continues to grow.  At this time we anticipate migrating 10,000 users in FY03, which will yield 3-year savings of over $1 million dollars. 

Description of Project

Beginning in late 1999, the Commonwealth of Massachusetts began looking at ways to centralize and standardize the disparate directories and messaging platforms onto the new, emerging Commonwealth standard, Microsoft Windows 2000 Active Directory (AD).  With Exchange 2000 poised to be the first enterprise application to fully leverage the directory, the Commonwealth began to build the foundation for the eGovernment initiative announced by Governor Cellucci.  As a result, the Commonwealth partnered with Microsoft Consulting Services to design and implement a new enterprise system to facilitate the Commonwealth’s migration to a new file, print, messaging, and application environment based on the Microsoft Windows 2000 Platform that would be the core infrastructure to future eGovernment initiatives.  The major components of this new environment include:

· A Commonwealth-wide AD Forest Root, managed by the Commonwealth.  Agencies were encouraged to participate within the forest by managing their own environments using Secretariat or Agency based domains.  This new Commonwealth-wide approach aided in the creation of an enterprise directory service used for authentication and as a base for agencies to build future applications and services.

· A centralized messaging service (MassMail) hosted in the Commonwealth Data Center in Chelsea using Exchange 2000 and EMC2 Storage.  Agencies participating in MassMail no longer need to manage a messaging server infrastructure, but retain the ability to service local users requests in the form of delegated account administration.

The Commonwealth’s previous messaging system was not designed as an enterprise system, and it had proven to be problematic in facilitating communication among the various state agencies.  The distributed messaging systems experienced problems resulting from the lack of centralized management.  In addition to those problems, the systems lacked the capability and capacity for hosting all of the Commonwealth’s employees.  At the project’s inception less than half of the employees had access to e-mail.

There were several primary problems that the Commonwealth targeted with the messaging portion of this project:

1.  There were many different e-mail systems within the various agencies across the Commonwealth that resulted in ongoing communication issues both within and between individuals, offices and agencies.  These issues included:

· Minor formatting or lack of features issues with messages all the way to the inability to communicate with all the various Commonwealth e-mail users.

· Problematic communications between the systems because of the reliance on older gateways and products.  These gateways often caused a bottleneck for sending and receiving e-mail along with large attachments between systems and contributed to the loss of message formatting between systems and the inability to use collaboration and other features of newer systems.

· Lack of standard features and configurations because of the large number of disparate messaging systems.

· Directory management was an ongoing support issue because of the large numbers of disparate e-mail systems. With each e-mail system came a different directory and the need to have a consolidated Commonwealth wide directory, resulting in customized directory synchronization using the Commonwealth's CDC X.500 directory to accommodate all the systems. 

2.  Total cost of ownership of messaging within the Commonwealth. 

Because of the lack of a central focus on e-mail as a Commonwealth wide service, the various agencies were forced to staff their own e-mail environment resulting in a very inefficient staffing model for e-mail across the Commonwealth.  The grass roots effort for agencies to build and maintain their own e-mail systems had resulted in a large number of servers in comparison to the total e-mail users within the Commonwealth. This model was a highly inefficient use of both hardware and software resources required to maintain the systems. 

3.  In addition to these messaging problems, the Commonwealth and other Commonwealth agencies were informed that ongoing support for the Banyan Vines Operating System was being discontinued by ePresence (formally Banyan).  This news caused great concern among agencies within the state running Banyan to support their file, print, applications and messaging infrastructure.  

As a result, the Commonwealth seized the opportunity to solve these problems with the existing environment and improve over-all service to Commonwealth computer users by

· Creating a new computing environment that allows agencies to replace their older Banyan systems, while taking steps to build an enterprise system to support Commonwealth users.

· Creating a new Commonwealth wide messaging system that is a pooled central resource for all agencies in the Commonwealth to use.

· Offering additional functionality over most of the Commonwealth’s existing e-mail systems at higher degree of reliability.

· Allowing the overall hardware and software resources associated with all Commonwealth e-mail usage to be drastically reduced, resulting in a reduction of hardware/software resources required.

· Centralizing support services and reducing the need for each agency to staff e-mail administrators.

Beginning in April 2000, the Commonwealth launched the Massmail project.  Significant milestones were:


Apr 2000 - June 2000 
Discovery phase.  A comprehensive study of the existing messaging systems throughout the Commonwealth.


Jun 2000 – Jan 2001
Design Phase.  Microsoft Consulting Services created a system design of the Windows 2000 and MassMail environment.


Feb 2001 – Mar 2001
Pilot/Proof of Concept.  250 Commonwealth employees from the Information Technology Division migrated to the new system.


Mar 2001 – Jun 2001
Charter Agency Migration.  Over 6,000 Commonwealth employees from 24 state agencies migrated to the new system.  Each agency contracted a software integration vendor to perform the migration.

Future Plans.  In Fiscal Year 2002 (FY02), the Commonwealth plans to migrate an additional 15,000 users to the MassMail system.  In FY03, we plan to migrate an additional 10,000 users.

Significance to the Improvement of the Operation of Government

MassMail takes full advantage of the power of Microsoft Windows 2000 Active Directory (AD), enabling system administrators to create an enterprise directory, a single point of management for all users, groups, permissions, configuration data, network login, file, and Web shares. AD is an enterprise-class, directory service that is highly scalable, built using Internet-standard technologies, and fully integrated with Exchange at the operating system level. AD allows a single point of administration for all users, messaging and network resources, including e-mail and mailbox information, configuration information, files, peripheral devices, host connections, databases, Web access, users, other arbitrary objects, services, and more. All MassMail directory information, including information about users, mailboxes, servers, sites, and custom recipients, is stored in AD. While administrators reap the benefits of unified administration, knowledge workers accustomed to accessing the Exchange Server directory, called the Global Address List, experience no user interface changes and require no retraining when switching to AD. Features of the integration of Exchange Server and AD include the following: 

Clustering.  Clustering support in MassMail features active/active clustering. This significantly enhances the end-user availability of the Exchange infrastructure, while lowering cost of ownership. Based on the Microsoft Clustering Services of Microsoft Windows 2000 Advanced Server, multi-master clustering enables all of the servers used in a cluster to actively process messaging requests until a failure occurs that triggers rollover recovery. MassMail further utilizes Microsoft Windows 2000 Clustering Services by enabling separate transaction log file sets to be allocated to separate cluster members. The ability to use all servers anytime reduces system costs, but increases reliability, because no dedicated, fail over-only, servers are needed. 

Distributed Services.  Distributed services pertain to the use of front-end and back-end servers.   MassMail enables system architects to host Exchange subsystems, such as protocol, storage, and directory on different servers for scalability of up to tens of millions of users. This configuration flexibility provides new opportunities for enterprise customers to tailor system architecture to meet the demands of corporate acquisition and growth. MassMail is configured as a set of front-end and back-end servers, enabling users to connect to virtual Internet Protocol (IP)-addressable front-end servers, while storing messages and collaboration data on separate back-end servers. This reduces the cost of the servers and prevents SMTP failures and denial-of-service incidents from affecting the messaging store or directory. 

Fault-Tolerant SMTP Messaging.  MassMail includes native support for Simple Mail Transfer Protocol (SMTP), Post Office Protocol (POP), Lightweight Directory Access Protocol (LDAP), Internet Message Access Protocol (IMAP), Hypertext Transfer Protocol (HTTP), Network News Transfer Protocol (NNTP), Secure/Multipurpose Internet Mail Extensions (S/MIME), and X.509 version 3. These protocols enable Exchange to be the Commonwealth’s gateway to the Internet. The robust, high-performance routing of e-mail messages is one of the hallmark features of Exchange Server. In MassMail, SMTP has been implemented as the default transport protocol for routing all message traffic between servers, both within a site and between sites. By using SMTP we have increased performance and opened new opportunities for integration with the Internet for government-to-business (G2B) and government-to-customer (G2C) communication. The message routing algorithms in MassMail have also been significantly enhanced, providing fault-tolerant message delivery and eliminating messages that bounce, even when multiple servers or network links are down. This feature has increased message throughput performance, especially for Internet-bound traffic. 

Security.  By implementing Exchange 2000 Server we have chosen the only messaging system that is fully integrated with the Microsoft Windows® 2000 security model. Administrators use Windows 2000 security descriptors, i.e. access control lists (ACLs), to define the permissions for all messaging and collaboration resources, including public folders. This means our administrators can learn a single permissions model when managing both Windows 2000 Server and Exchange 2000, and can create a single set of security groups to apply to either Windows 2000 resources or Exchange 2000 objects. In addition, Windows 2000 security groups equate to Exchange 2000 distribution lists, simplifying our workgroup administration

Single-Seat Administration With Microsoft Management Console.  MassMail provides single-seat, graphic administration, and monitoring through integration with the familiar Microsoft Windows® 2000 Microsoft Management Console (MMC).  MMC is an extensible, common console framework for management applications that was released with Windows NT® 4.0, and expanded and improved in the Windows 2000 operating system. MMC itself does not supply any management capabilities, but instead provides a common environment for snap-ins that defines the actual management behavior. All Microsoft servers, including Windows 2000 itself, Microsoft SQL™ Server version 7.0, Exchange 2000 and Microsoft Systems Management Server version 2.0, as well as many third-party applications, use MMC as their primary administration console. This allows administrators who are familiar with one of these servers to use their skills and training to quickly come up to speed on any of the other servers. 

Policy-Based Administration.  MassMail provides a powerful and flexible policy model for administration that has enabled our administrators to change administrative options across a set of objects (for example, user mailboxes, servers, and public folders) in a single operation. A policy is defined as a collection of configuration settings that is applied to one or more Exchange configuration objects. Our administrators can define system policies across hundreds of objects and, once implemented, can change configuration options 

or enforce particular settings across these multiple objects in a single operation. Administrators can also define recipient policies across hundreds of thousands of users, groups, and contacts in Microsoft Windows 2000 Active Directory™ using a powerful Lightweight Directory Access Protocol (LDAP) query interface in a single operation. 

Benefits Realized by Service Recipients, Taxpayers, Agency or State

Increased messaging speed and work productivity:  The MassMail architecture is much faster and more reliable than the previous systems.  In the past, agencies have complained of messages taking hours (and in some cases days) to be delivered.  The average delivery time for an intra-system message with MassMail is under 30 seconds.  In addition to this obvious advantage is the ability to manage and share calendars within Outlook 2000.  This group scheduling features enables users to plan meetings, invite attendees, and conduct these meetings on-line from their desktops.

Active Directory Integration. Because Windows 2000 Active Directory is an integral part of MassMail, the Commonwealth created an enterprise directory that now serves as a single point for managing every aspect of the messaging system, from user information to permissions, configuration data, and file sharing.  Engineered from the ground up to use the power of Windows 2000, the new MassMail environment delivers unified management of all messaging, collaboration, and network capabilities and resources. This has resulted in vastly simpler administration and significantly lower cost of ownership. 

Multiple Message Databases.  Exchange 2000 enables the message store to be partitioned into separately manageable databases, each of which can be of unlimited size. This architecture gives administrators the best of both worlds—the opportunity for massive databases, over 100 gigabytes (GB) per database, for large-scale enterprises, and the ability to split a single logical database onto separate physical databases. The benefit of this technology is the opportunity to reduce hardware costs through server consolidation, while increasing end-user availability. Additional benefits include: 

· System reliability is increased, so that when one database stops responding it does not affect users in another database. 

· By using clustering, a single logical database can fail over to multiple servers in the case of hardware failure. 

· Faster and more flexible backup scheduling is possible, as databases are typically smaller. 

· Recovery time is greatly decreased in the event of hardware failure, since each physical database can be restored individually. The restore process proceeds while other databases continue to operate online. 

With an Exchange 2000 database split across separate servers, our administrators can stop a single instance of the database and restore it from the transaction logs associated with that database, even while the other databases continue running. Administration is performed at the logical level, providing a unified view of all databases. This feature is critical for repair situations and means that only those users whose data is stored on a particular server are affected during repair and restoration. This feature also enables more flexibility in strategies for backing up Exchange data, allowing shorter backup times. Multiple databases can be backed up simultaneously, reducing administration costs. For example, administrators can create two databases on one server (such as one database for top-level executives and one for the marketing staff), and because Exchange has control over both databases, if one database becomes corrupted, Exchange continues to respond to the other database. The corrupted database can be dynamically dismounted and restored from backup while the working database continues to allow user access. 

Return on Investment; Short-Term/Long-Term Payback

Although the initial investment for the MassMail project is high, the Commonwealth of Massachusetts will realize monetary benefits from the project within the first two years.   Many of the expenditures for the MassMail project were due to updating the supporting infrastructure within the Commonwealth that will also serve as a foundation for eGovernment.

The greatest ROI comes from the centralized mail architecture of MassMail.  This allows for lower administration and support costs while improving system performance and customer problem resolution timeframes.

Prior to MassMail, from a hardware prospective only, each agency was required to have at least one mail server, with some agencies having as many as four or five.  With MassMail these agencies have been able to eliminate their distributed servers and now share the centralized mail server cluster.  So, just counting the Charter Agencies we already have eliminated seven mail servers (a ratio of 1 mail server to every 1,000 users).  At the cost of approximately $20,000 per server, this represents an immediate savings of $140,000.  The pattern within the Commonwealth seems to have been approximately one mail server for each 1,000 users.

Another area of savings centers on the Active Directory (AD) architecture.  With the prior systems environment, state agencies needed to have both a Primary Domain Controller (PDC) and a Backup Domain Controller (BDC) at each location.  However, with AD the agencies can reduce this requirement to a single server.  In this year’s phase, we were able to decrease our domain controller requirement by 40 servers (a ratio of 1 domain controller server to every 160 users).  At a cost of approximately $10,000 per server, we realized an additional savings of $400,000.

The savings listed above are offset in the near-term by the costs of establishing Exchange Clusters and the Active Directory production environment.  In this fiscal year we spent approximately $1 million establishing the MassMail/AD production environment.  So, the bottom line on hardware costs for the MassMail system versus the previous system for FY01 is:

$1,000,000 new production hardware costs – ($140,000 savings on mail servers + $400,000 for domain controllers) = a enterprise cost of $460,000 for FY01

While that is a significant expenditure, the ROI in the years to come more than makes up for the initial costs.  Whereas the former architecture became increasingly expensive as we added agencies (each agency requiring a new server for mail and both a PDC and BDC), the MassMail architecture is highly scaleable.  Each Exchange cluster will handle approximately 10,000 users, and as we bring more users on to MassMail, we begin to realize significant ROI.  In Fiscal Year 2002, we are migrating an additional 15,000 users.  Using the formulas stated above, we can project the following savings.

(15,000 users/1,000 users per mail server) * $20,000 per server = a savings of $300,000 on mail servers

 (15,000 users/160 users per domain controller servers) * $10,000 per server = a savings of $937,500 on domain controller servers

The 15,000 new users in FY02 will require an additional mail cluster at the cost of $180,000, so the net savings through FY02 will be

 ($300,000 for mail servers + $937,500 for domain controllers) – ($180,000 for new mail cluster in FY02 + $460,000 left-over costs from FY01) = a savings of $597,500 within the first two years of production.  

As we add additional users in FY03, this ROI continues to grow.  At this time we anticipate migrating 10,000 users in FY03.  Following the formulas from above increases the ROI by another $645,000 bringing the 3-year savings to over $1 million dollars. 
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