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Executive Summary

The common payment service, as indicated below, is one in a number of shared technology infrastructure services that is being developed by the state as part of our commitment to an enterprise approach.
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The aggregating of similar e-government transactions from all agencies through common technical resources spreads the fixed costs of this infrastructure over high volumes to reduce unit costs.  In addition, reusable technical components are being used in all e-government applications to reduce redundancy and increase reliability of processing.  Common business and technical models, best practices, and best procedures are being shared to the greatest extent possible to leverage past experiences and statewide knowledge.

The electronic payment program, a statewide common payment services initiative is designed to implement management of cash management and a statewide accounts receivable program as described in North Carolina General Statutes.  Payments include payments by charge card, credit card, debit card, or by electronic funds transfer.  The program provides benefits in terms of improved cash management, lower payment processing costs, enhanced operational efficiencies and better risk management.  

The electronic payment program is the first implementation of family of shared technical infrastructure services that are being developed for use across the enterprise of North Carolina State government.  The establishment of these services is based on the philosophy that there are services that can appropriately be provided at an enterprise level, thereby reducing costs and development times for individual entities as they develop e-government applications as well as increasing consistency and efficiency.

Description of project, including length of time in operation

North Carolina has adopted a cost-effective approach for meeting the challenges of e-government. We are  developing and implementing shared technology infrastructure services that will be shared across the business needs of multiple agencies.  The state is using an enterprise perspective for implementing e-government to build applications faster, more economically, and with better results.  Where possible, individual agency and program needs are met by technology investments and resources that can be used by all.  As a result, aggregation of demand lowers purchase prices and economies of scale reduce unit costs.  In addition, specialized, scarce, and expensive resources that are not affordable by individual organizations or initiatives can be made available by combining funding sources and sharing resources

The aggregating of similar e-government transactions from all agencies through common technical resources spreads the fixed costs of this infrastructure over high volumes to reduce unit costs.  In addition, reusable technical components are being used in all e-government applications to reduce redundancy and increase reliability of processing.  Common business and technical models, best practices, and best procedures are being shared to the greatest extent possible to leverage past experiences and statewide knowledge.

In July 1999, the General Assembly passed Senate Bill 222 which allows government agencies acceptance of credit cards, debit cards and electronic funds transfers for payment of taxes, fees, and licenses. This legislation provides the legal framework for the State government to conduct business with its constituents electronically.

Common Payment Services was established as a shared technology infrastructure service to establish a shared service that enables state applications to interface with and access through the Internet or interactive voice response (IVR) unit, the payment processing services provided by the credit card vendor  

To use common payment services, in a typical deployment, the North Carolina Service Broker is used by the front-end web application to integrate to legacy application components.  Usually, this interface is necessary to validate the information provided by the customer.  Where this validation requires access to database information and the business rules from the back-end application.  The agency web application will locate the appropriate Common Payment Service component and provide the payment date to the CPS for processing.

CPS will perform the following basic functions for credit cards, debit cards, Electronic Funds Transfer and Automated clearing house.  Currently, only the credit card function is implemented.  

1. Authorization -- An application passes payment information to the CPS.  The CPS, through the payment processing service, obtains an authorization or decline response from the cardholder’s issuing bank.  The transaction amount reduces the available limit on the cardholder’s credit line but the account does not yet incur any charges. 

2. Reversal -- If the transaction is cancelled by the cardholder or by the agency merchant prior to the fulfillment of a sale (i.e., goods not yet delivered, services not yet rendered), a reversal transaction will remove the encumbrance of the previous authorization transaction from the cardholder’s credit line.

3. Capture -- A capture tags the transaction as being a “sale” transaction that may be submitted to the payment processor during the daily settlement to initiate the movement of funds from the cardholder’s issuing bank, to the agency merchant’s bank account.  A capture may only be done if the good is considered to have been delivered or the service is considered to have been rendered.

4. Void -- A cancellation of the transaction after capture and before settlement may be done using the void function.  

5. Settlement -- Settlement is the process of pulling all the day’s captured and returned transactions into a batch file and transmitting the file to the payment processor.  This initiates a funding request to the processor and triggers the movement of monies from the cardholder’s issuing bank into the agency merchant’s bank account.  For “return” transactions, the refund amount is credited back to the cardholder’s account during this process.

6. Return -- When settlement has occurred on a transaction, and a purchased item is returned to the agency merchant for full or partial refund, or an erroneous charge has been made, the “return” function is used to generate a refund transaction that is included in the day’s batch settlement processing.

Currently, the common payment service is being used for credit card applications within two state agencies.

The State pursued the development of a single Master Service Agreement (MSA) for processing electronic as part of its enterprise approach to implementing e-government.  The statewide Master Service Agreement leverages the anticipated credit and debit card volumes across North Carolina State government for the most favorable pricing for payment processing services. Economic and operational benefits may be realized through a consistent financial reconciliation and reporting procedure that is enabled by standardized reporting tools available through the MSA.

Program participants may use the card brands Visa and MasterCard. The State uses the payment processing service provided by Wachovia Merchant Services, a partnership between Wachovia Bank and First Data Merchant Services (FDMS) to process credit card payments. FDMS's reporting facility, MONETA, provides daily detailed and summary level transaction reports via the internet, while Wachovia Bank's Wachovia Connection Plus is used to verify daily funding activity. View the credit card payment capture solutions available through the program. The statewide Master Service Agreement (MSA)  with Wachovia Merchant Services is effective for 3 years from July 26, 2000 with two 1-year renewal options.  Some of the attributes of the MSA are detailed below:

1.Credit Card Processing -- WMS can provide transaction processing (i.e., authorization and capture) for various card types through a common processing platform (FDMS). Card types that are supported by this platform include  Visa, MasterCard, Discover/Novus, American Express, Diners Club, and JCB.

While the statewide MSA includes WMS pricing for various card types, the State, by policy, will only accept Visa and MasterCard at the present time.

2.Debit Card Processing -- Debit cards will be processed by WMS in the following way:  

· PIN-entered transactions will be processed through the online debit networks and charged at the online debit rates specified under the Pricing section. 

· Non-PIN transactions (check cards with the Visa or MasterCard logos) will be processed through the same network used by credit cards (offline debit), and will be charged at specified rates 

3.Electronic Checks Processing -- While WMS has the capability to process electronic checks through TeleCheck's Electronic Check  Acceptance or Internet Check Acceptance services, the State is currently not enabled to accept electronic checks.

4.Funds Settlement -- WMS will settle Visa and MasterCard transactions that are batched out by 11:00 PM EST:  within the next business day provided the State agency's depository account is with Wachovia Bank within 2 business days if the depository account is not with Wachovia Bank 

5. Reporting -- MONETA contains the following reporting features  

· Transaction detail information 

· Funding information 

· Monthly sales history 

· Chargeback information 

· Outlet statement 

· Downloadable raw data for customized analysis 

· Digital certificate required for authentication 

· User ID and password required for access control 

· SSL used to secure connections

Additional information about the program is located at; http://btsweb02.its.state.nc.us/EPP/Program/Overview.asp 

Significance to the improvement of the operation of government

The common payment service was developed with the following rules in mind that provide the capability to improve the operations of government

1) Reusability -- Credit card payment processing requirements and business rules are fairly standard.  A reusable payment service or component reduces development time, redundancy, and maintenance efforts that would otherwise be duplicated for each application that develops or implements payment code

2) Vendor independence -- Agency applications call a state-developed object that carries out the direct interface to payment processing software. This promotes vendor independence on two levels

· It reduces or eliminates agency application impact hat may result from a replacement or changes in the processing software or payment gateway

· A change in payment processing vendor relationships will be transparent to agency applications. This enables the state to have the flexibility to develop a contractual relationship with vendors that provide for the best value payment processing service.

The state has established policies regarding security, privacy and non-disclosure of information relative to electronic payment so that the operations of government are not impeded, but enhanced by this service. The existence of this policy is significant in that it allows the state to move forward in this area from an enterprise perspective and without having to re-invent policies with each separate implementation.  This policy in part reads “The public and the vendor community expect secure financial transactions in all electronic transactions with state government.  Accordingly, each participating agency/institution shall exercise management oversight and controls to ensure the confidentiality and integrity of financial transactions within their scope of electronic payment processing activities.“

Therefore, the significance to the improvement of the operations of government is twofold.  The service and its associated policies, procedures, and processes enable the state to provide increased convenience to its citizens by accepting additional forms of payment and not requirement the use of the US mail or an in-person visit.  Secondly, the implementation of a shared technology infrastructure service enables the state to benefit from all of the efficiencies associated with this type of service.  Because state entities do not need to independently establish the service, they can be provided less expensively and more quickly and effectively than could be possible with a more disparate approach. The nature of these shared services enables state entities to use the service in a cost effective manner and relatively easily and to focus their efforts on meeting their unique business needs.

Benefits realized by service recipients, taxpayers, agency or state

The Common Payment service provides the following benefits:

· Improved cash management -- Electronic payments such as credit and debit cards dramatically reduce the collection risks and delays otherwise associated with payment such as personal checks

· Lower payment processing costs -- Combined statewide transaction and dollar volumes have been leveraged and have encouraged suppliers and vendors to provide favorable rates to the state

· Enhanced operational efficiencies -- Standard reporting facilities such as the vendor MONETA reporting, as well as repeatable procedures based on statewide policies lead to smoother back-office operations

· Better risk management -- Consistent operations, common services, and stringent implementation requirements enable better risk identification and mitigation.

Return on investment, short-term/long term payback

The ROI on the CPS will be realized by the individual applications as they are implemented rather than the service itself.  Therefore, while this is clearly a cost effective approach and the fees associated with it are demonstrably less than they would be if individual applications established the service, it is difficult to identify the true savings at a macro level.  Costs for the service are recouped through a transaction or convenience fee that is dependent on a number of variables regarding the particular application.
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