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Executive Summary

Moving beyond the illusion of service integration which is created when state agencies list applications on an Internet portal presents unique challenges for governments.  Agencies have historically worked autonomously, with few requirements to offer citizens a common entry point to integrated information and services.  Yet, as requirements for security and privacy become more critical, and costs for supporting interconnected networks and data bases escalate, it becomes apparent that building separate infrastructures to support secure services does not meet the full potential of digital government.

Need for a shared infrastructure

Washington state recognized the need to develop policies, standards and procedures for protecting sensitive data and confidential business transactions, and preventing unauthorized data access, misuse of data, viruses and component failures. The state adopted policies, standards and guidelines to ensure an enterprise approach to the integrity of transactions and establish a trusted, secure environment for information. These policies, standards and guidelines require agencies to operate in a common security architecture that protects sensitive data and transactional applications.  

Meeting state security requirements

In order to meet the requirements in these policies, the Department of Information Services developed Transact Washington, an authentication gateway to secure government services. Transact Washington is an extension of the state’s Internet portal, Access Washington http://access.wa.gov and leverages Public Key Infrastructure (PKI) and digital certificate technology to identify and authenticate users.  Using a single digital certificate, users can access numerous secure services offered by multiple state agencies in a single Internet session. Agencies locate their secure services behind the Transact Washington gateway, and maintain control of their own applications while relying on the gateway to manage identification and authentication.

Leveraging external best practices and internal core competence

The state developed its own Certificate Policy, but outsourced Certification Authority and PKI functions to a trusted third party. In this way, the state is able to define the process by which certificates are issued and managed, while at the same time leveraging the knowledge, resources and expertise of the private industry, thus freeing agencies to focus on service development.  Agencies maintain control of their own applications, and determine the level of security required to access a particular application based on the state’s policy.  

Eliminating duplicate efforts

Every agency must ensure their online services meet the requirements set forth in the state’s IT Security Standards. Without the common security framework available throughTransact Washington, each agency would be required to dedicate resources to ensure that updates in technology and new coding requirements remained current in each application.  By placing applications behind the Transact Washington gateway, agencies can rely upon Transact Washington to remain current with technology, thus eliminating constant, duplicate development efforts.

One-stop shopping

 Prior to the deployment of Transact Washington, citizens and businesses using the Internet to conduct secure transactions with the state were required to sign in and out of multiple agency Web sites, using different user IDs and passwords, often with different procedures for using those IDs and passwords.  With Transact Washington, a user presents his or her digital certificate once, and when identity and authenticity is determined, can access many applications from different agencies in a single sign-on Internet session.  Users can access these applications at their convenience, around the clock. 
A.  Description of the project, including length of time in operation 
Adopting an enterprise approach to security architecture is essential for the development of digital government. Policies, standards and guidelines that require common approaches to user authentication offer a trusted environment that protects sensitive data and business transactions. Requiring a common security architecture and authentication process for confidential interactions with state agencies ensures consistent and adequate network, server, and data management, appropriate uses of secure network connections, and elimination of unauthorized pathways into the network and data.  

This shared approach to infrastructure development is key to maintaining system security, data integrity and privacy. Washington state has developed a uniform standard for protecting the integrity of information, preventing misuse and unauthorized viewing of sensitive information, attacks by unauthorized persons, viruses, fraud and component failure. 

Transact Washington implements this common approach for a statewide security infrastructure in the state of Washington. Transact Washington is an authentication gateway that allows state agencies to provide secure services to their customers over the Internet using digital certificates to identify and authenticate users. Transact Washington relies on Public Key Infrastructure, digital certificates and internal access control, to allow citizens to seamlessly access ( based on authorization from agencies ( multiple services from autonomous state agencies during a single Internet session. 

Public Key Infrastructure (PKI) is a framework of applications, policies, standards, practices and laws, and enables secure, enforceable and legally binding electronic transactions via the Internet. A digital certificate is an electronic piece of identification that enables the subscriber to prove his or her identity in online transactions. Digital certificates are issued, registered and guaranteed by a trusted third party called a Certification Authority (CA), and contain, among other things, a subscriber’s name and public key, as well as the name of the issuer and the expiration date of the certificate. 
The state of Washington has contracted with a third party provider, Digital Signature Trust (DST), to issue digital certificates under the Washington state Certificate Policy for use in Transact Washington. DST is a CA licensed by the Secretary of State’s office. The state adopted a procedure for licensing CAs through the Electronic Authentication Act (EAA), passed by the legislature in 1996.  The EAA establishes a number of stringent requirements for becoming a CA, including a thorough review of the company’s security and operating procedures, an audit of its computer systems, testing and certification of its operating personnel, and a bond or other guarantee of up to $50,000.  These requirements insure public confidence and trust that appropriate levels of identity verification were sought before the digital certificate was issued. 

DST offers users of Transact Washington digital certificates issued in accordance with a Certificate Policy developed and owned by the state. Certificates are issued under this policy with three different levels of security assurance: standard, intermediate and high. The certificate assurance level required to access a service is determined by the agency offering the service, based on its security requirements.  For example, a certificate with a high level of assurance might be necessary for high-dollar transactions, while a certificate with a lower level of assurance may be all that’s needed when purchasing certain types of permits.

Access to applications is granted only by the agency offering the service. This allows the agency to maintain control of the service, while Transact Washington manages identification and authentication of the certificates used to access the application. 

Transact Washington went into a live production mode in December 2000.  Currently nine applications are in live production to date, with seven more planned in next three months.

Architecture

The Transact Washington gateway has been developed with strong security and simplicity of use.  Trading Partners identify themselves at Transact Washington using a digital certificate. Valid holders of state of Washington certificates register to use the applications, and agencies authorize this access.  The architecture of Transact Washington is one of a single sign on for access to multiple state secured applications. Following the registration process, users present their certificates online when attempting to use the registered applications, and the gateway checks the validity of the certificate with the certification authority.  If the certificate is valid, the gateway checks the access-control policy pertaining to that certificate.  User name and certificate assurance level information from the certificate are passed on to the agency application and received via a listener process. No direct access is provided to the agency application server from users' browsers; rather, the application is accessed from a Transact Washington proxy agent. 

The architecture supports an interface for the Trading Partner as they work with the applications to which they have access.  The architecture supports an interface for agency application owners to manage their applications and constituents using those applications.

B.  Significance to the improvement of the operation of government

Prior to establishing a common, shared security infrastructure, each state agency offering secure services over the Internet was obligated to develop their own security infrastructure, which required appropriate security policies, protocols, hardware and software resources, development resources, budget resources and training procedures. Deploying individual infrastructures would have resulted in delayed time to market for some services, as the security framework was built out. The state Department of Health has determined Transact Washington will meet the agency’s highest security and privacy requirements for the delivery of health related digital government applications. This speaks to the robust nature of the external PKI and digital certificate infrastructure, as well as the reliability and savings resulting from deploying services behind the Transact Washington gateway.

Autonomous infrastructures did not meet the requirements set forth in the state’s IT Security Standards.  These standards, in part, required that each agency: 

· Operate in a manner consistent with the maintenance of a shared, trusted environment for the protection of sensitive data and business transactions,

· Interact with other agencies through a common security architecture and authentication process, 

· Review its IT security processes, procedures, and practices at least annually and make appropriate updates after any significant change to its business, computing, or telecommunications environment, 

· Conduct an IT Security Policy and Standards Compliance Audit once every three years. 

Transact Washington meets all the requirements of the state’s IT Security Policy, standards and guidelines.  By placing services behind the Transact Washington gateway, agencies can:

· Take advantage of a shared security environment that protects from unauthorized access to data, misuse of data, viruses and component failures without having to spend resources building their own infrastructure and insuring it meets state guidelines,

· Maintain control over their own applications, while relying on Transact Washington to perform the identification and authentication,

· Redirect resources from authentication and identification responsibilities into actual service application development,

· Rely on coding for identity and authentication common to all applications managed by Transact Washington, without having to write individual codes for each application,

· Focus on providing direct service, not on writing security, identification and authentication applications,

· Take advantage of an interrelated relationship between agencies, when making secure services available to the public,

· Follow established security standards for selecting appropriate assurance levels for specific application or data access without having to focus resources on developing individual specific standards, and assuring that those standards meet the IT Security Policy, 

· Recognize and support the state’s standard means of authenticating external parties needing access to sensitive information and applications,

· Follow established security standards for securing servers and data associated with the secure application, 

· Follow established standards for creating secure sessions for application access,

· Adhere to an enterprise view of government among autonomous agencies,

· Recognize an interdependent relationship among agencies, such that strengthening security for one strengthens all and, conversely, weakening one weakens all,

· Leverage public trust and confidence resulting from a robust PKI and digital certificate infrastructure,

· Interact with the external PKI and digital certificate infrastructure without having to build a separate, supporting architecture that interconnects with the existing PKI infrastructure and other state agencies, while meeting state standards for IT security,

· Offer citizens and businesses the convenience of accessing multiple, secure applications in a single sign-on Internet session,

· Provide long-term savings to taxpayers and citizens, but consolidating infrastructure and eliminating duplicative development efforts and costs,

· Reduce costs by making internal government processes more efficient, and lower operating costs.

· Implement security “best practices” for use of Internet-based technologies in the delivery of systems housing sensitive data.  The Department of Health has indicated Transact Washington will play a primary role in preparing their systems for the security and privacy requirements of the newly developing Health Insurance Portability and Accountability Act (HIPAA).

C.  Benefits realized by service recipients, taxpayers, agency or state

 Prior to Transact Washington deployment, citizens and businesses were required to access secure services from autonomous agencies using multiple sign-ons, multiple user IDs and passwords, and adhere to different requirements governing the use of IDs and passwords. For example, one agency might require upper and lower cases on passwords, another might require a combination with numbers, etc. All this amounted to a complicated process for the user needing to access more than one service. Additionally, a common, robust security infrastructure, allowing citizens to have complete trust in the safety of their transactions, was lacking. Transact Washington allows citizens to:
· Conduct business with the state at their convenience, around the clock from any desktop.

· Conduct multiple secure transactions with different agencies, using a single sign-on.

· Enjoy trust and confidence in the secure infrastructure that enables instant online transactions,

· Rely with confidence on existing PKI and digital certificate technology,

· Take advantage of the speed of the Internet and e-mail communication for instant business transactions in a secure environment,

· Take advantage of increased business efficiencies by eliminating paper copy follow-up to online transactions,

· Realize long-term advantages from the opportunities to make internal government processes more efficient,

· Realize long term advantages from lower government operating costs,

· Benefit from reduced time to market for new services.

D.  Return on investment, short-term/long-term payback (include summary calculations).  Projects must exhibit measurable operational benefit.

Application development duration for the December launch was ten months with an equivalent of two-and-one-half person.

The Transact Washington secured gateway and use of digital certificates for authentication establish a key infrastructure in Washington State.  The ROI for the secured gateway is properly seen through the applications that use it, not Transact Washington itself. By building this framework once, agencies can connect applications into the structure without having to recreate the infrastructure for each agency or for every new application that is deployed.  At this time in early spring of 2001 there are 9 applications deployed behind the Transact Washington secured gateway.  Another 7 are planned in next couple of months.  To review a conservative total of 16 applications in the initial 7 months of operation, each is able to leverage the investment such that each application does not have to design and develop the infrastructure.  This is only the initial wave of applications planned.  

The primary return on investment will be to the businesses and citizens of Washington.  In those cases where confidential information is required, no previous combination of technologies were available to guarantee confidential and private transactions with highly authenticated partners over the Internet. Constituents have the convenience of a single sign-on gateway to conduct secured transactions with government.  This saves time for constituents and provides a citizen-centric delivery of government services. 

Security and trust are at the forefront of every government transaction. A digital certificate helps build this trust and provides a method for making payment. Return on investment will include fewer mistakes in data entry, meaning greater operational efficiencies to those state agencies that are participating in Transact Washington. Digital certificates are now used to electronically file state business taxes, to file workers’ compensation claims, and to access workers' compensation information by key groups.  Direct access to this data helps companies control workers' compensation costs and helps get injured workers the services they need and to return to employment.

