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Executive Summary

This summer, the Information Security Office of the North Carolina Office of Information Technology Services (ITS) launched NCSecurity@YourService, a secure website dedicated to the rapid broadcast of confidential information technology security alerts and the delivery of the latest standards, requirements and news of information technology security to the state’s information technology security officers.  Access to the site is limited to those government officials and employees charged with protecting the state’s technology assets.

In 2001, 550 viruses, worms and other destructive code attacked North Carolina’s computer systems, according to incident management statistics maintained by the ITS Security Office.  Timely distribution of information related to these attacks reduces the opportunity for destructive codes and other harmful events to disrupt the state networks.  Through NCSecurity@YourService, information security professionals receive notice of the latest software patches and upgrades necessary to protect their systems.

ITS developed the site after the North Carolina General Assembly passed legislation requiring the State Chief Information Officer (CIO) to establish enterprise wide information technology security standards.  Because the standards are confidential under state law, the CIO needed a secure distribution method.  The new legislation, coupled with an increased awareness for information technology security at the Governor’s office, resulted in the award of $160,000 in funding for the portal.

NCSecurity@YourService was born.  Using ITS resources already in place, the dynamic web site pushes the necessary information to the front lines of information technology security employees in state government.  Access to the site is restricted and requires authentication using the Authentication and Authorization Service developed by ITS, keeping those who have a need to know apprised of security conditions.  Once admitted to the portal, users can readily retrieve the latest research and analysis from subscription services such as SANS, IBM and METASeS.

ITS established the secure portal in-house to broaden the reach of its capabilities to deliver secure communications over the Internet.  Already, ITS had developed applications for secure credit card transactions and the delivery of tax data over the Internet.  The portal concept demonstrates to other agencies the use of the Internet for secure communications.

In times of emergency, the ITS Security Office continuously updates the site to provide the latest details of patches and software upgrades necessary to protect government systems.  Users are e-mailed when critical information is uploaded to the site.  The restricted access allows the free exchange of information necessary for the enterprise’s prompt response to security threats.

A.   Description of Project.

Before NCSecurity@YourService, the ITS Security Office staff broadcast alerts through open e-mail and had no effective way to disseminate critical research reports and standards across the enterprise.  In addition, the North Carolina Information Resource Management Commission (IRMC), North Carolina government’s governing body for information technology, lacked the ability to electronically circulate in a secure manner confidential documents addressing information technology security to its members.

NCSecurity@YourService delivers breaking news on security issues facing North Carolina information technology to those who need to know – from the Governor and legislative leaders to front-line technical support staff.  The portal also provides research on a range of information technology security issues such as DNS configuration, the state’s security architecture, and the latest virus software updates.

When the state network experiences a denial of service attack, NCSecurity@YourService posts real time information of the event.  When a virus threatens, NCSecurity@YourService alerts security staff throughout state government to take precautions.  When a security vulnerability is identified, NCSecurity@YourService posts the location for the patch.

Modeled after North Carolina’s award winning portal, NC@YourService, the security portal site has a central marquee style window for placing alerts and, through color-coding, notifies the reader of the corresponding seriousness of the threat.

The portal is housed on a secure server in a secure server farm.  A newly developed Authentication and Authorization Service provides the gateway to the secure portal, verifying user credentials and controlling access to technology resources based upon those credentials.

Access to the portal is limited to key government officers and the information technology staff charged with maintaining a secure, healthy and functioning network.

Records that are confidential under state law because they address information technology security are made available through NCSecurity@YourService, creating a secure, inexpensive and simple delivery method.  All a user requires is access to the Internet.  Logging on to the site through the state’s authentication and authorization service establishes a secure socket layer connection 

B.   Significance to the Improvement of the Operation of Government.

NCSecurity@YourService delivers emergency information quickly, cheaply and securely.  Studies have shown that the quicker information is circulated, the less likely an incident will significantly affect an organization.  

It also serves as a prototype for the safe, simple and inexpensive delivery of confidential information between and among government agencies and their business partners.  Standing alone, the secure portal offers instant communication when time is of the essence.  As a model, it has simplified the development of other Internet-based communication systems that require the dissemination of confidential information.

The portal functions as a centralized resource for information technology security standards and best practices as well.  The ITS Security Office was able to expand readership to its existing subscriptions to SANS, IBM, and METASeS at no additional cost.  The easy availability of material selected for improving government security means agency security liaisons can rely on one source for their information technology security needs.

C.   Benefits Realized by Service Recipients, taxpayers, agency or state.

When confronted with threats to the state network’s viability, security professionals and government officials receive information quickly, at no cost to them, allowing them to take immediate action to protect their agency’s information technology systems.  

When faced with the need to develop policies or review best practices, users are able to go to one centralized stop and access a broad range of security related material.  The material on NCSecurity@YourService is tailored to the needs of government information technology and current issues are highlighted in the various news boxes on the front page.

The benefits are many.  The alert function of the portal means that crucial information is broadcast in a timely fashion, reducing the threat a virus attack can pose.  The continuing education opportunities mean that those individuals charged with maintaining the security of the network are constantly apprised of the latest developments.

D.   Return on Investment

Measuring return on investment for security programs is difficult.  In many ways, security investment is like insurance, protection against risk.   At the same time, the University of Idaho developed a formula for calculating the return on security investments that comes close to quantifying the financial savings a security tool can provide.
  The formula is:

(R – E) + T = ALE.   R – (ALE) = ROSI

Under the formula, R represents the cost per year to recover from any number of intrusions.  E is the dollar savings gained by stopping any number of events through the introduction of a security device.  T is the cost of the tool.  The equation provides ALE, or Annual Loss Expectancy.  R – ALE provides the ROSI, or Return On Security Investment.

For NCSecurity@YourService the formula results in a ROSI of up to $940,000.  The calculations and their explanation are below:

R:
Agencies on the state network encountered 550 incidents for the 2001 calendar year. Based on statistics obtained from the Computer Security Institute (CSI) 
, the average computer incident costs approximately $4,000 per incident.  Therefore, the total cost associated with the 2001 incidents on state networks is $2,200,000 (550 X $4,000).

E:
The dollar savings gained by stopping any number of incidents with the advent of the Security Portal was estimated to be a percentage of R.  Although ITS estimates the dollar savings will be approximately 30%, a range of percentages was used to determine the breakeven point.  The breakeven point is reached at the prevention of 7% of an attack and any percentages in excess of 7% will yield a positive Return On Security Investment (ROSI)
.

T:
The direct cost associated with the portal is $160,000.

In days of tight budgets and limited training opportunities because of those fiscal constraints, the NCSecurity@YourService portal is, simply, a big bang for the buck.  Its cost is minimal and its impact considerable.

� Scott Berinato, “Finally, a Real Return on Security Spending,” CIO, 15 February 2002.


� Richard Power, “2002 CSI/FBI Computer Crime and Security Survey,” Computer Security Issues and Trends, Vol. VIII, No. 1, Spring 2002.


� 


Computation of ROSI for 2001





R


2001 Incidents = 550; Avg cost/incident = $4000				      		  $2,200,000





E					a		50.00%                    	  $1,100,000


(% of R)					b		40.00%                           	     $880,000


 					c                     	 30.00%                            	     $660,000


 					d		20.00%		            	     $440,000


					e		10.00%		            	     $220,000


f                     	    7.27%                           	     $159,940





T									             	      $160,000


(portal direct costs)





ALE					a					 $1,260,000


(R-E) + T					b					 $1,480,000


					c	                              		                 $1,700,000


 					d					 $1,920,000


 					e					 $2,140,000


f	                                      	 	 $2,200,060





ROSI					a					   $940,000


R - ALE = ROSI				b					   $720,000


					c					   $500,000


 					d		                                                   $280,000


 					e					     $60,000


 					f					           -$60
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