INFORMATION TECHNOLOGY GOVERNANCE IN PENNSYLVANIA
Executive Summary

The Commonwealth of Pennsylvania has launched a comprehensive IT management transformation.  This transformation is evolving the IT governance from a traditional IT organization that focuses on application, data and infrastructure services to a fully functioning IT organization that aligns technology projects with business needs.

In late 2002, the Commonwealth operated a Federated IT model with over 43 IT entities under the Governor’s jurisdiction.  The role of the central IT organization was mainly to provide infrastructure services and to establish technology policy.

In the past two years the Commonwealth has launched several significant governance initiatives that are bringing technology in Pennsylvania to a centrally controlled and locally delivered model.  The model is centralizing infrastructure, strategic planning and procurement, while allowing the agency technology organizations to focus on business solutions delivery.

These initiatives include:

· Creation of an Enterprise Governance process by establishing an IT Governance Board

· Establishment of Communities of Practice to coordinate technology projects across agencies with similar lines of business

· Establishment of an Enterprise Project Management methodology and training

· Establishment of more controlled and coordinated IT procurement

· Creation of an Enterprise Architecture Governance structure that is based upon the NASCIO model of domains.
· Establishment of a governance structure to more effectively coordinate the increasingly important area of geospatial technologies
· Implementation of SAP as the core engine of the Commonwealth to track expenditures, budgets and human resource numbers

The benefits are significant:

· IT projects are prioritized in line with the Governor’s priorities

· Agencies are working together to solve common business problems including an integrated work force development system, offender management system, HIPAA privacy training, point of sale systems for hunting and fishing licenses, first responder credentialing, and an integrated justice system

· Enterprise architecture standards are allowing for enterprise training opportunities, reducing project costs and creating employee opportunities
· The coordination of IT procurement has led to more than 56 million in savings in the purchasing of IT hardware, IT staffing services and software

· Improved geospatial capabilities and shareable architecture and services are available for homeland security, land use planning and emergency response activities

In summary, the past two years have changed the way technology in Pennsylvania is governed, saving taxpayers millions and improving IT service offerings.
Description of Project
The Commonwealth of Pennsylvania has launched a comprehensive IT management transformation.  This transformation is evolving IT governance from a traditional IT organization that focuses on application services, data services and infrastructure services to a fully functioning IT organization that aligns technology projects with business needs.

The start of the transformation began over a decade ago.  In 1994, all aspects of Commonwealth technology were provided by more than 40 separate IT organizations.  There were few standards and the role of the central technology organization was mainly to run the payroll, budget and financial systems.  Each individual agency was completely responsible for its network, email, mainframe operations and telecommunications activity.  This created significant communication challenges as agencies had different standards for email, telecommunications, desktop software etc.  In fact, only one out of four Commonwealth employees had a PC on their desk.
In 1995, the first CIO of the Commonwealth was announced and thus the IT transformation began in Pennsylvania.  The first seven years of the Office for Information Technology were mainly based on coordinating infrastructure services.  The Office was tremendously successful as the Commonwealth now has a very robust, consolidated infrastructure including a centralized facility to house mainframe and mission critical applications, email, telecommunications, and desktop standards.  The success of Pennsylvania’s infrastructure consolidation has been well documented and is the basis for the ongoing improvements in IT governance in Pennsylvania.

Around the year 2000, the Commonwealth had also launched two other significant initiatives:

· Implementing an integrated justice network to allow criminal justice agencies to share data both horizontally across state agencies, and vertically with Federal and local partners

· Implementing SAP software as the key back office solution for human resources, payroll, budget, finance and procurement processes.

These projects were the Commonwealth’s most significant foray into enterprise applications and they foreshadowed much more coordinated IT activity.

Despite the tremendous success of the infrastructure initiatives in Pennsylvania, IT planning and project prioritization did not occur at the enterprise level.  Each agency would request their own individual IT funding for new projects with little or no incentive to coordinate their activities with other agencies.  This lack of integrated planning has created situations where applications with similar business functions have been duplicated across agencies.
Additionally, the role of the central IT organization was focused on providing 2 major services: application services and infrastructure services.  The IT organization was staffed with outstanding technicians who developed a very robust infrastructure, but these individuals did not understand the business needs of their customers.  Additionally, most of the IT resources in the agencies also supported application, data and infrastructure services.  Key value added activities such as strategic planning, enterprise architecture, strategic procurement, project management and business solutions delivery were hard to find in the Commonwealth.

Building upon a robust and stable architecture, in early 2003 Pennsylvania began its next steps to improving IT management through a series of strategic planning and governance processes.  It became apparent, that technology skills in Pennsylvania must expand to continue to add value.  In Figure 1 below, the yellow boxes depict the basic employee skills that existed in the Commonwealth.  The blue and green boxes outline the new functions that must be implemented to move IT to a more strategic level in the Commonwealth.  These areas include IT Governance, Strategic Planning, Project Delivery, Enterprise Architecture, Strategic Procurement, Business Process Integration, Customer Service and Human Resource improvements.

Figure 1 - PA IT Framework  
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The following areas of IT process improvement have been launched within the Commonwealth in the past two years.
IT Governance
The Commonwealth initiated an IT governance process that created an enterprise IT Governance Board and installed more controls with the Office for Information Technology including project prioritization and centralized procurement approvals.

The IT Governance Board consists of the CIO, the CFO, the COO, the Governor’s Chief of Staff, the Deputy Chiefs of Staff and the Chief Procurement Officer.  The Board establishes strategic technology direction and approves technology projects to be included in the Governor’s Budget.

The project approval process is three steps.  First, the projects are approved and prioritized by the Cabinet Secretary of the requesting agency.  Each Secretary (or designee) is asked to force rank their technology projects if they have multiple requests in a given year.  The projects are ranked on a series of factors: return on investment, risk, alignment with strategic business priorities and collaboration across agencies.

Once projects are prioritized by an agency, they are discussed and prioritized within a community of practice.  The Community of Practice model is explained later but basically it is the grouping of agencies with similar business missions to encourage integrated technology solutions across agencies.  Each community of practice then force ranks each project.  Representatives from the Governor’s Office facilitate the process.  

Upon prioritization by the Communities of Practice, the IT Governance Board reviews the projects and makes funding decisions as to what will be included in the Governor’s Budget.  
Business Process Integration

In 2003, the Communities of Practice program was implemented in Pennsylvania.  The concept of the communities of practice are 1) to encourage cooperation and collaboration across agency IT organizations 2) to facilitate the project prioritization process outlined above and 3) to begin to identify common business processes and solutions.  There are four communities of practice in Pennsylvania – Health and Human Services, Public Safety, Environment and Government Operations.  These are outlined in Figure 2 below.
Figure 2 - Communities of Practice Model
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The community of practice program is paying tremendous dividends.  Some examples of multi-agency projects that have begun through the Community of Practice process include: integrated work force development system, integrated offender management system, homeland security solutions, HIPAA privacy training, point of sale systems for hunting and fishing licenses, integrated remittance processing across agencies, common applications for social services and first responder credentialing.  In addition to solving business processes through common projects, agencies are starting to share infrastructure.  Two examples of this are 1) the sharing of telecommunication circuits between the Justice network and the Statewide Uniform Registry of Voters and 2) agencies that are starting to serve as infrastructure providers for other agencies.  In particular, larger agencies are offering services to small and mid-sized agencies that may not have the capabilities or resources to efficiently manage their infrastructure.

Yet, the current success of the Communities of Practice has just scratched the surface.  As the program matures and agencies become more comfortable working together, more and more common business processes will be discovered.  That is why Pennsylvania has also launched a business reference model project to map out the common business processes across agencies.  This model will become a tool that will be used for ongoing integration activities.

Our vision is to enable an IT organization that understands the business of government to most effectively deploy solutions that meet the business needs.  The success of the communities of practice is the future success of technology.
Project Delivery 

Governance and Planning are irrelevant if one cannot deliver.  Therefore the Commonwealth recognized the need to improve its delivery capabilities.  Using internal resources and existing agency methodologies, the Commonwealth developed a tailored enterprise methodology.  Prior to the release in October 2004, the Commonwealth had no enterprise methodology.  In addition, the Commonwealth has delivered project management training based upon that methodology to over 300 people.  The Commonwealth has future plans to develop requirements definition training, establish more standard project tools and templates and to select project/portfolio management tools for the Enterprise.
Enterprise Architecture

Another key governance activity is the enterprise architecture program.  This program is staffed by Commonwealth agency and central technology resources.  These resources staff ten enterprise architecture domain teams that are based loosely on the NASCIO model.  These teams examine the business requirements of the Commonwealth, research existing products and standards and make recommendations for enterprise standards.
The domain teams make their recommendations to an Enterprise Architecture Standards Committee (which also is staffed primarily by agency resources).  The EASC is the standards recommending body to the CIO.

The overall direction for EA and the standards to be addressed is established by the Enterprise Architecture Advisory Board which consists of agency CIOs.  This body meets bi-monthly to review progress of the standards establishment process.

Two years ago, there was no enterprise architecture initiative in the Commonwealth.
Strategic Procurement

The Commonwealth spends over $1 billion on IT personnel, goods and services.  Therefore the Commonwealth launched an initiative to receive improved pricing on the goods and services that we procure by leveraging our buying power.  This resulted in a partnership between IT and Procurement to save over $56 million annually in IT hardware, software and staffing services.  In addition, through strategic procurement and enterprise architecture, the Commonwealth is now positioned to further reduce support costs because of common deployment of PCs, servers and software across agencies.

Additionally, the Governor signed Executive Order 2004-08, which requires the Central IT office to review and approve all IT procurements over 100K.  This has created more visibility into the agency IT spend and has allowed OIT to enforce standards and ensure that the technology dollars are being spent on the priority projects as approved by the Governance Board.

The Commonwealth is currently working on improving procurement for IT services by deploying a central model for releasing all IT services procurements.  This approach will use standard IT terms and conditions, a common RFP template and a risk based approach to liability and damages.  The centralized procurement will also ensure that skilled technology procurement attorneys will be involved in contract negotiations.
Significance to The Improvement of the Operation of government
The IT transformation activities outlined above are saving taxpayers in Pennsylvania millions of dollars annually but most importantly they are ensuring that the highest priority activities are addressed first.  Governance, Enterprise Architecture, Project Delivery and Business Process Integration are the keys to reestablishing technology as adding value to the organization.  As the traditional technology functions continue to be outsourced or commoditized, these strategic IT functions will be the IT of the future. Organizations that can effectively navigate this IT transformation will thrive.

Benefits
The Enterprise Governance Activities have created numerous benefits for Commonwealth taxpayers.  Some examples of benefits are outlined below:

· Over 56 million dollars annually has been saved in strategic procurement of IT hardware and software

· Over 30 million dollars in duplicate projects have been avoided through communities of practice

· Over 20 million dollars of IT projects that were not priorities were not allowed to begin

· IT agencies are working together to solve problems and to reduce IT costs through shared infrastructure and application services

· Enterprise architecture is establishing common standards that support enterprise training, reduced costs and more career enhancement and paths for Commonwealth employees

· Improved citizen services by integrating activities across agencies

Return on Investment (ROI)
The enterprise activities have been accomplished with no additional costs.  The governance model was developed and implemented by Commonwealth employees.  During this period of time the budget of the central IT organization was reduced from 140 to 106 million annually.  Internal resources were used to replace consultants and other operational improvements have led to the reduction in spending.  Therefore the payback on this initiative has been immediate!
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