Pennsylvania’s National Electronic Disease Surveillance System


Executive Summary

PA-NEDSS is a secure Internet-based tool used by the medical and public health professionals of Pennsylvania for disease surveillance, outbreak tracking, case management, and health alert and advisory distribution as part of the integrated, online Health Alert Network. 

The application incorporates the following:

· A web-based disease reporting and case management component

· A semi-automated electronic lab reporting (ELR) module, and

· A data warehouse that facilitates analysis and reporting functions (A&R).  

These technologies enable the Pennsylvania Department of Health to make faster, more informed, and comprehensive public health decisions to better serve the citizens of the Commonwealth of Pennsylvania.  By re-engineering old processes and enabled by current technologies, PA-NEDSS has increased the timeliness of collection and dissemination of data, set the standard for online disease surveillance and reporting, and furthermore achieved the following goals:

· Enhanced disease prevention and intervention capabilities resulting from information sharing with business partners and other state agencies 

· Improved online emergency response via the implementation of the Health Alert Network 

· Real-time data access has improved public heath decision making capabilities

· Increased efficiency and effectiveness in reporting, investigating, and tracking reportable diseases have reduced heath care treatments.

· Enhanced disease (including cross-disease) analytics have improved bio-terrorism preparedness and the public health of Pennsylvania.

As the first fully integrated disease surveillance system in the nation, PA-NEDSS is a pioneer in the public health domain.  Pennsylvania is leading the country with PA-NEDSS, celebrating many pioneering and original achievements:

· First state to achieve online disease reporting by hospital infection control practitioners, laboratory staff, and physicians

· First fully integrated disease surveillance system in the nation

· First state to integrate an online Health Alert Network (HAN) with an online disease reporting application

· First to provide a morbidity mortality weekly report data extract out of a (CDC) NEDSS compliant system

· First to incorporate advanced (digital certificate / PKI) security mechanisms

· First to incorporate Tuberculosis and STD case management functionality

· First to enable online data entry by providers for 56+ reportable conditions

PA-NEDSS provides secure, web-based disease reporting and surveillance capabilities for over 2,000 laboratories, hospitals, individual medical practices, and public health staff in the Commonwealth of Pennsylvania. Over 170,000 disease reports have been submitted in the application. Overall, PA-NEDSS has improved the timeliness and accuracy of disease reporting in the Commonwealth of Pennsylvania and expanded the public health infrastructure to improve response to disease outbreaks and possible emergencies. 
A) Description of the project, including length of time in operation

Background

The Centers for Disease Control and Prevention (CDC) established a vision for a NEDSS (National Electronic Disease Surveillance System) Base System in October 1999.  This vision included use of the Internet and other advanced information technologies to improve the systematic collection, analysis, interpretation, and dissemination of data regarding health-related events. Pennsylvania’s National Electronic Disease Surveillance System (PA-NEDSS) is the Pennsylvania’s Department of Health’s (DOH) long-term, comprehensive, and secure solution to the NEDSS initiative. 

Implemented in April 2002, PA-NEDSS established a near real-time, secure, government-to-business (G2B) communication link between laboratories, hospitals, individual medical practices, and the DOH.  Before PA-NEDSS was implemented, disease reports were mailed or faxed to local health departments in Pennsylvania.  Today, PA-NEDSS leverages the Internet to facilitate improved data exchange between the DOH and its business partners.  The application has provided the DOH with more timely, complete, and useful data that is needed by public health staff as they act to reduce morbidity and mortality and improve public health.  In addition to improved data exchange, the data collected from medical professionals and disseminated by PA-NEDSS is used for addressing immediate public health issues, program planning and evaluation, and formulating research hypotheses. 

PA-NEDSS provides secure, web-based disease reporting and surveillance capabilities for over 2,000 laboratories, hospitals, individual medical practices, and public health staff in the Commonwealth of Pennsylvania. Over 170,000 disease reports have been submitted in the application. Overall, PA-NEDSS has improved the timeliness and accuracy of disease reporting in the Commonwealth of Pennsylvania and expanded the public health infrastructure to improve response to possible emergencies. 

PA-NEDSS consists of three subsystems:

· Disease Reporting and Surveillance: Labs, hospitals, and physicians can report diseases on-line via the Internet. The Epidemiology (EPI), Tuberculosis (TB), Sexually Transmitted Disease (STD), and Elevated Blood Lead Level (Lead) program areas have case management functionality.  Targeted users receive critical messages via the integrated Health Alert Network (HAN). Morbidity and Mortality Weekly Reports (MMWR) and report extracts are generated for CDC. 

· Electronic Laboratory Reporting:  The electronic lab reporting (ELR) system enables PA-NEDSS to automatically receive lab results into the integrated data repository via a semi-automatic process.  By incorporating ELR into PA-NEDSS, a three week manual paper process (laboratories mailed reports to the Bureau of Epidemiology which were sorted and resent to the appropriate district or county/ municipality) was reduced to a three day semi-automatic process.  PA-ELR, the next phase of electronic laboratory reporting in Pennsylvania, will further reduce the reporting cycle to a next day process.
· Analysis & Reporting:  Public health professionals can utilize web-based graphical capabilities and analysis and reporting capabilities through the data warehouse
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Technical Architecture & Security

PA-NEDSS was built with a combination of commercial and custom-developed software. The system runs on Microsoft Corporation’s Windows 2000 Server and relies on Internet Information Services to serve Web pages to end users. The business logic for PA-NEDSS is encapsulated in custom-developed Visual Basic components, and the Web interface is built with Active Server Pages and dynamic HTML. Authentication and identity management services are provided by Microsoft Active Directory and Digital Certificate Server. 

Database software from Oracle Corporation provides an integrated data repository for all incoming reports and for data analysis. Data transformation software from Informatica Inc. is used to propagate the data from the transactional data repository to the data warehouse. From the Oracle database, Business Intelligence software from Cognos Corporation provides users with data analysis and reporting tools.   

Electronic transmission and storage of patient information over the Internet involves many risks.  Mitigating these risks was an integral part of the PA-NEDSS design architecture. The technology solution enforces:

· Identity Authentication:  PA-NEDSS requires a username and password as well as a digital certificate to access the system.  The password must be changed every 42 days. Digital certificates are implemented through Public Key Infrastructure (PKI) – a system of digital certificates, Certificate Authorities, and other registration authorities – to verify and authenticate the identity of each party involved in the Internet transaction.
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· Data Integrity: Digital certificates are used to electronically sign the data entered into PA-NEDSS. When signing the data, a special digest message is created for the user and is included with the data submission. PA-NEDSS compares the special message digest to the rest of the submission to ensure the data captured is the same as the data sent.

· Message Privacy. Transmission of data between end users and PA-NEDSS is protected during transit using the same strong encryption technology, Secure Socket Layer (SSL), employed by banks and other organizations to protect Internet transactions.

· Information Access Restriction. PA-NEDSS uses a sophisticated roles and rights system that ensures users only have access to records they entered or that fall within their program area and regional jurisdiction.

B) Significance to the Improved Operation of Government

One of the key objectives of PA-NEDSS is to provide the DOH with an improved public health surveillance system that enhances the decision making process. Through PA-NEDSS, the DOH has access to accurate and timely information from medical providers that enables it to focus on disease intervention and prevention programs. Deployment of PA-NEDSS has increased the timeliness of collection and dissemination of data and helped the DOH achieve the following goals:

· Faster intervention through electronic reporting: The DOH transitioned from a card- and fax-based method of disease reporting to Internet-based reporting. Public health investigators also converted to electronic case management and follow-up from their previous paper-based method. These changes have resulted in cost-savings, and have the potential to result in life-savings. The impact of these changes is significant.  The length of the reporting cycle was reduced from weeks to days.  This drastically shortened timeline is critical to the DOH’s objective to sustain and potentially prevent disease outbreaks.  

· Centralized reporting: The majority of users can report all of their public health data into one, integrated application. In the past, public health providers were forced to use multiple applications to report. Nearly all independent reporting applications have now been consolidated into PA-NEDSS. Centralizing reporting not only saves users time and reduces confusion, but it also provides cost savings to the DOH. As fewer systems are required to report and track diseases, data inconsistencies and maintenance costs are reduced because multiple silo systems do not have to be supported.  

· Ready access to information:  Users have greater access to data than before PA-NEDSS. Because PA-NEDSS is a Web-based application, (valid and authenticated) users can access the site wherever an Internet connection is available, and at whatever time they wish. In the past, users could only access their critical data from their offices during regular business hours. Now, users can download a digital certificate on any machine and then start using PA-NEDSS.  Downloading the certificate is a painless process and does not require active IT support.  Providing users with ready access to the system is a key advantage, especially in times of outbreaks and emergencies. 

· Accurate information sharing: PA-NEDSS provides an environment where multiple jurisdictions can share data in real-time. Before PA-NEDSS was deployed, jurisdictions shared data primarily using faxes; therefore, it was common for one of the teaming jurisdictions to have outdated information. By making critical public health data available to all appropriate public health professionals, and by ensuring that all parties have accurate and current data, PA-NEDSS improves the disease prevention and intervention capabilities of the DOH.  

· Private storage of confidential information: Patient data is now entered and stored electronically, advancing patient confidentiality to a new level. In the past, paper reports were stored in filing cabinets which could be tampered with. In addition, reports would pass by numerous people before being entered into the appropriate system, making it somewhat difficult to ensure information confidentiality. PA-NEDSS employs digital certificates, unique user names, complex passwords, and a public health program area and geographic jurisdiction filter to close security gaps and protect patient data.

C) Benefits Realized by Service Recipients

PA-NEDSS has made a positive impact on the DOH, institutional and private disease reporters in the PA-NEDSS user community, and ultimately the residents and visitors of Pennsylvania.  The implementation of PA-NEDSS resulted in four key benefits; each of these benefits was integral in improving the efficiency and effectiveness of the DOH.  

· Improved communication between medical professionals and the DOH:  Information sharing capabilities between the DOH and providers have improved as well. Instead of completing a disease card, mailing it to the local health department, and then waiting to receive additional forms for the patient, the disease reporters can log on and report all patient information immediately.  Also, Health Alerts, Health Advisories, or Health Updates are distributed to the disease reporting community via PA-NEDSS.
· Consistent and up-to-date data sharing between health jurisdictions:  PA-NEDSS connects local public health departments across the state to each other and to the CDC via the Internet.  Previously, local departments used paper reporting forms.  Now, within Pennsylvania, multiple jurisdictions affected by an investigation or outbreak can share data in real-time. By making critical public health data available to all appropriate public health professionals via the Internet, and by ensuring that all parties have accurate and current data, PA-NEDSS improves the disease prevention and intervention capabilities of the DOH.
· Improving public health of Pennsylvania: PA-NEDSS provides real-time data access and expands the disease surveillance capabilities of the DOH across Pennsylvania.  PA-NEDSS was instrumental in tracking and managing a Pennsylvania Hepatitis A outbreak in early [image: image3.png]“PA-NEDSS has changed
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November, 2003.  The real-time reporting capability in PA-NEDSS allowed public health staff to identify the cause and monitor the progress of the outbreak. 74% of patients were reported to PA-NEDSS within two days of the patient’s first positive IgM anti-HAV result. Outbreak-specific questions were added to the Hepatitis A questionnaire in PA-NEDSS on the seventh day, including whether or not the particular restaurant had been patronized.  SAS datasets were extracted out of the PA-NEDSS database containing the current provisional case count by county, epi-curve, demographic breakdown, frequency of hospitalization and death. The updated counts were transmitted to CDC and DOH executive staff and press office daily.  

· Enhanced disease tracking and analysis: PA-NEDSS provides health professionals with analysis and reporting capabilities that give them more effective ways to view and evaluate public health data in near real-time. Users can view data across various program areas and jurisdictions and perform trend analysis on diseases and outbreaks. Using the analysis and reporting tools, program users can accurately determine the relationships between disease cases and provide a comprehensive treatment plan for patients with multiple diseases.  Equipped with the ability to perform statistical calculations and analysis, public health staff can make programmatic and policy decisions more quickly and accurately. 

D) Return on Investments, Short-Term/ Long Term Payback

The purpose of PA-NEDSS is to provide greater efficiency and effectiveness in reporting, investigating, and tracking reportable diseases.  The DOH, its business partners, Pennsylvania residents have already benefited from the implementation of PA-NEDSS.

· PA-NEDSS has reduced the disease reporting cycle from more than 5-21 days to 1-2 days.

· Pennsylvania has realized several hundred thousand dollars in cost savings by maintaining one system instead of several “stovepipe” disease surveillance systems.

· Pennsylvania has realized staff time savings by requiring staff to use a single system for all reporting instead of entering data in multiple systems.

· PA-NEDSS has eliminated mailing/ faxing of forms to local and state health departments.

· PA-NEDSS helped manage a large-scale Hepatitis-A outbreak and investigation in Western Pennsylvania

In the long-term, the DOH aims to use PA-NEDSS to prevent and manage outbreaks within the Commonwealth of Pennsylvania.  In addition, Pennsylvania’s investment in PA-NEDSS will benefit other states.  Several states, having expressed interested in the application, will be able to learn conceptually and technically from the implementation of PA-NEDSS. This knowledge will enable the deployment of an effective and efficient solution for their citizens.  
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