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ONE-PAGE EXECUTIVE SUMMARY

Section 282.318, Florida Statutes, authorized the State Technology Office (STO) to create an enterprise approach to information security.  Previously, computer security efforts were the exclusive franchise of the respective agency heads.  Now, the STO is responsible for developing comprehensive computer security plans in conjunction with state agencies.  

The goals of the STO’s Office of Information Security (OIS) are:

· Develop minimum information security standards for all State agencies;
· Protect the MyFlorida.com portal from intrusions and denial-of-service attacks; 

· Bring all information security officers to an equivalent level of competence;
· Determine the information security competence of each agency; 

· Provide for ongoing and thorough security testing of each agency; 

· Prepare state agencies in advance for HIPAA security compliance;

· Determine deficiencies in each HIPAA-impacted agency; 

· Coordinate the information security audits for all governmental agencies in accordance with Section 282.318, Florida Statutes;
· Coordinate background checks on IT staff and contractors;
· Establish IT Disaster Recovery requirements for state agencies; and
· Identify security tools required to help secure the IT infrastructure.
Since March 2001, information security managers from all executive and cabinet agencies have met on a regular basis and worked on a number of consolidations initiatives.  This marks the first time in the history of Florida state government that these security professionals have ever been under the same roof at the same time. The Office of Information Security, within the STO, has met this challenge by taking an enterprise approach to information security, which in turn focuses on the state network. This action greatly assists decision-making, since determining the security impacts to the enterprise as a whole should be a prerequisite to any project implementation. If an enterprise implements its strategy without taking into account security issues, applying security enhancements will grow on an average by a factor of 10.  Since risks are inherent in business, security risks will have to be factored into business decisions. As business takes an enterprise approach, security must follow the same path. An enterprise approach to security is particularly suited to identifying and removing weak links across the enterprise. For instance, it is virtually impossible for any two state agencies to study their interrelationships and interdependencies without having the big picture supplied by the enterprise approach.
Written Justification

a) Description of Project, including length of time in operation.

The Office of Information Security (OIS) is currently working with security vendors to perform the following functions.

· Perform a penetration analysis of all agencies;
· Attempt to penetrate core systems, data centers, and networks;
· Scan all ports for potential security breaches;
· Map existing data networks to determine points of weakness;
· Place all CIOs and Information Security Officers on an alert system to protect against viruses and worms;
· Generate detailed reports for the agency to examine and evaluate;
· Work with the agency to remediate and close loopholes in their computer security;
· Certify the entity once the remediation has been proven successful; and
· Retest periodically to determine ongoing compliance.
Additionally, the follow activities have been initiated:

Enterprise Information Security Audits and Reviews - Information Security Audits and Reviews began with the executive-level agencies in August 2001, cabinet agencies in January 2002, and legislative and judicial agencies in January 2003.  All agencies will have completed over 100 specific tasks contained in this audit process by June 2003.
Enterprise Information Security Standards - The OIS is charged with developing minimum information security standards for all State agencies. Enterprise policies and procedures continue to be developed and updated to provide guidance to all State agencies.
Enterprise Disaster Recovery Standards for State Agencies – The OIS, in partnership with the Executive Office of the Governor’s Chief Inspector General’s Office, will initiate disaster recovery standards and specifications for all agencies and assure compliance with those specifications.
Enterprise Background Checks on IT Staff - The OIS is responsible for overseeing the security of the IT assets in the agencies.  As such, background checks will occur on all IT employees, to include contractors.
Enterprise Training for Information Security Officers – The OIS is charged with developing standardized training for information security staff to supplement existing training within each agency.


b) 
Significance to the improvement of the operation of government.
Much has been written recently regarding “hacking,” cyberterrorism, and related acts of computer intrusion aimed at businesses and governments.  These acts must be taken seriously and the State of Florida has embarked on an ambitious program to make Florida the most technologically secure state in the Union.  Florida’s State government, through the vision of Governor Jeb Bush and the Florida Legislature, is prepared to lead the rest of Florida into a greater understanding of computer, network, data, and Internet Security.

Through coordination or the enterprise approach to information security, government can operate more efficiently and effectively.  By attaining the OIS goals, communication, training, standards and policies will be consistent across the state, enabling Florida to be prepared in any event.

c) Benefits realized by service recipients, taxpayers, agency or state.

The OIS will coordinate and assist the Governor, Cabinet Legislature, and the Judiciary with information security on an enterprise basis which will result in a cost savings to the citizens of Florida.  In addition, the OIS will coordinate comprehensive training for state agency Information Security Managers on the use of firewalls, writing and implementing policies and procedures, and securing various state systems against intrusions.

d) Return on investment (ROI), short-term/long-term payback (include summary calculations).  Projects must exhibit measurable operational benefit.

The STO has contracted with TruSecure Corporation as its information security partner.  TruSecure performs the following functions:

· Performs penetration analyses of all agencies under the Governor and Cabinet;
· Places all agency CIOs and Information Security Officers on its exclusive TruSecure alert system;
· Generates detailed reports for the agency to examine and evaluate;
· Works with the agencies to remediate and close loopholes in their computer security;
· Retests the entity to determine the quality of their remediation effort;
· Certifies the entity once the remediation has been proven successful.
TruSecure is currently conducting these information security audits, with HIPAA-impacted agencies going first.  Finally, TruSecure will use its NSA-quality tracking system to alert Florida if any specific threats are detected on the Internet against it.

TruSecure will work with the OIS to push information security concepts and best practices into the local infrastructure of the state, both public and private.  They include an ongoing awareness program designed to educate Florida’s local governments, critical infrastructure and major industries of the threats to their information security posed by cybercriminals and cyberterrorists, as well an all-hazard disaster recovery and business continuation planning effort, conducted in conjunction with Enterprise Florida, the Florida League of Cities and the Florida Association of Counties.

Cost avoidance for security is virtually impossible to pinpoint, as denial of service and other attacks can cost millions of dollars.  The best means of avoiding these costs is by protecting information technology assets.  This implies that measuring security risk is by nature different than calculating other operational aspects that seem to be more deterministic in terms of ROI.  Security, being largely intuitive, is more likely to resist the best of our efforts to estimation.  In fact, up to this point, any efforts to quantify security have been at best just theories.  The results have produced little to no value at all.  However, banks have used safes, cameras, sensors, security guards, etc. for years because they intuitively know the business value of such measures.  Statistics associated with benefits derived from such measures may vary at any particular point in time, yet in the long run it is by far beneficial to employ these measures to lower risks.  State agencies and other private corporations are no different; it is only the currency that has changed.  In fact, since assets of the State of Florida can themselves be translated into currency, there may be more commonalities than differences as compared to the banking model described above.  

In terms of short term/long term payback, the same argument applies. If the proper security measures have already been implemented, it is much more likely that both short-term and long-term cost avoidance can result.  Even cost savings can be produced for processes that become automated as a result of needed security measures.  Automation usually drives productivity and profits upward. 
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The Federal Government estimates that recovery cost from reported cyber attacks in 2001 was $13 billion nationwide and that reports have doubled every year since 1997.  The best means of avoiding these costs is to protect resources.  The work being done by the OIS will result in the detection and prevention of cyber-related crimes that would otherwise have occurred within Florida's state government.  Preventing these crimes will not only keep critical state information and services available, it will also save a considerable amount each year in lost productivity and data recovery costs. T o give some idea of the magnitude of potential financial costs avoided due to the services provided by the OIS, the 2002 Computer Crime and Security Survey conducted by the Computer Security Institute and the FBI reported that the average responding organization experienced nine cyber-crime incidents in 2002, with associated financial losses of over $6.4 million.  This average amount of potential losses is actually quite conservative - some organizations reported financial losses from cyber-crime as high as $50 million.
To summarize, information security is forcing us to change the way we perceive or evaluate our business processes. This is particularly true in those instances where we end up with more sound business processes. This realization should provide the motivation needed to face this challenge. This action must be sufficiently implemented at the organizational level before it is declared a success at the state or federal levels.
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