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2.
Executive Summary

An independent Enterprise Security Assessment provided numerous valuable recommendations. 

The most critical issue was an “absence of a cohesive, comprehensive approach to establishing, implementing and communicating security policy and procedures.” The efforts to correct this concern led to the development and implementation of the Idaho Tax Commission’s Enterprise Security Model.

Early discussions focused on establishing philosophy on critical security issues and provided key goals for the Enterprise Security Model:

a.) Protect (a) employees, (b) information, and (c) physical assets.  Artificial organizational “silos” would compromise a system approach needed for security.

b.) Include an improvement process for management.  The vision was to create an organizational security process that would improve over time.   

c.) Enforcement would be through existing management structure.  No independent “enforcement” group would be employed.

d.) The protection of assets would be everyone’s’ job.  The protection of assets depends on day-to-day decisions of employees more than any particular security gadget.

e.) The model would be governed by security policy and guidance.  A security coordinator would 

      take responsibility for the evolution of the program’s governing materials.

f.) Program Managers would be responsible for security improvements within their program, while 

      office space and communication network “perimeter” security improvements would be the 

      responsibility of the administrative staff within the agency.  This vision translated into the 

      Enterprise Security Model.


There are seven major components to the Enterprise Security Model.

(1) Enterprise Asset Security Charter – Outlines security philosophy, scope of authority, management planning model for continual improvements, and individual roles in the improvement process.

(2) Strategic Plan for Enterprise Security – Outlines current strategy for improving security within the
Tax Commission.  The focus is long term over multiple budget cycles to assist management retain
a spotlight on needed security improvements.

(3) Enterprise Security – A Model for Success – A presentation that outlines the core security 
processes: (1) Risk Assessment, (2) Prevention, (3) Detection, (4) Response, and (5) Awareness.  
The model allows employees to understand the meaning of security.

(4) State Tax Commission Security Policy – Identifies specific “rules” that govern the protection of assets, and provides a reference point to Statutes and other external regulations affecting Tax Commission security requirements

(5) Security Features Users Guide – Provides all employees with guidance on how to use security features.  It provides a reference point for employees when they have questions on how to adhere
to the State Tax Commission Security Policy.

(6) Trusted Facilities Manual – Provides builders/administrators/contractors with guidance on the security features desired by the Tax Commission when constructing new buildings, 
communications networks, computer systems, etc.

(7) Risk Assessment Guidelines – Outlines a process for conducting a risk assessment.

The Enterprise Security Model has provided the foundation required for the Tax Commission to 

improve security practices.  It acknowledges that security is an on going process and not a single

project that makes us secure.   

3.
Description of project, including length of time in operation

The Enterprise Security Model has provided the foundation required for the Idaho Tax Commission to 

improve security practices.  It acknowledges that security is an on going process and not a single

project that makes us secure.   The initial project started in late 2001 with the creation of a planning

team to address the issues within the Assessment.

Components of the model where implemented over time:

1. Strategic Plan for Enterprise Security – July 2001

2. Enterprise Asset Security Charter – Adopted October 24, 2001
3. Strategic Plan for Enterprise Security – August 2002
4. Risk Assessment Guidelines – October 10. 2002
5. Tax Commission Security Policy – Adopted April 16, 2003

6. Security Features Users Guide – Adopted April 16, 2003

7. Trusted Facilities Manual – October 25, 2003

4.
Significance to the improvement of the operation of government

The Enterprise Security Model has provided a foundation for the improvement of the security processes within the Tax Commission.   When discussing benefits, it is very difficult to separate the benefits of the process created from the materials produced.

Some benefits worth considering:

1. Clarification of roles as they relate to the security of the Tax Commission.

2. Processes for improvement as new issues become known.

3. “Security” is more often a part of the decision making process in the Tax Commission.  This has led to other improvements including an initiative to improve internal controls that is outside the scope of the security program.

4. It has improved security within the Tax Commission.


There are times when it seems the process of creating this material had a greater benefit then the resulting materials on improving the Tax Commission.  For this reason, we continue the process outlined in the model. 

c) Benefits realized by service recipients, taxpayers, agency or state

The benefits from protecting the assets placed in our custody by the citizen’s of Idaho cannot be under estimated.   Taxpayers expect us to maintain the privacy of the information they provide, and all citizens expect us to protect the assets entrusted to us.  We see the security program as part of our obligation to the citizens of Idaho.

d) Return on investment, short-term/long-term payback (include summary calculations). Projects must exhibit measurable operational benefit.

It might be possible to project numbers concerning the ROI for a “security program”, but these numbers do not really address the real issue.  Security is a “cost” of doing business in the world we live in.  No one would consider trying to determine the ROI for the door locks on a car.  They are assumed a necessary cost when purchasing an automobile.

Today’s information technology shares many similarities with automobiles of 100 years ago when it comes to security.   The real emphasis today is attempting to determine how many locks and where should they be placed on this thing called information technology.

The security model provides a better focus on where to spend our security budget.   Instead of being driven by the latest IT security salesperson, it is now driven by Tax Commission security needs.

This ultimately delivers higher quality security for the Tax Commission at a lower price to the citizens of Idaho.  Ultimately, that is the real return on investment.

