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CIMS - The Emergency Management Division of the Michigan State Police (EMD/MSP) in conjunction with the Science Applications International Corporation (SAIC), designed, developed and implemented an integrated Geographic Information System (GIS) and an enterprise-wide Critical Incident Management System (CIMS) for the State of Michigan.  The benefits to the State of Michigan have been outstanding for the critical functions of disaster assessment, resource management, executive decision-making, response coordination, public information, and recovery field operations that are empowered to the State Emergency Operations Center (SEOC).  Michigan’s CIMS will be the nation’s first statewide deployment of a GIS integrated emergency management system and will be a model for all other states.   

History - In mid 1998, the EMD/MSP examined alternate operational arrangements for the SEOC.  The SEOC operated with a paper based information management system developed in the early 1980’s.  Major disasters in 1997 and 1998 stressed the system when trying to keep pace with both response and recovery operations while using manual processes and paper documents.  Key SEOC functions were severely hampered by the sheer volume of circulating data. In addition, emergency response digital data was dispersed on multiple computer systems without an integrated mapping database.  

To address these issues the EMD contracted with SAIC to analyze the SEOC operations.  Development of the GIS mapping program using the ESRI suite of applications was initiated after a needs assessment of state emergency response operations was completed.  The implementation “road map” was planned in release phases, with initial deployment in the SEOC during early 2003.  It included using a commercial off the shelf application, called E Team, for the CIMS functions. The E Team web-based CIMS software application was selected for a first project phase in 2003 as the preferred information management tool and was installed on computers in the SEOC in conjunction with the GIS mapping software.
Implementation -  Following a successful phase-one evaluation, EMD purchased an Enterprise Level License for the CIMS for deployment to the governor’s executive office, all 20 state agencies, over 110 local emergency management programs, numerous local police, fire, emergency medical technicians, medical facilities, other emergency responders, and critical infrastructures within Michigan.  Because E Team is a web-based application, users can access the system regardless of their location.  E Team enables the State to easily share disaster response and recovery information in real time with affected response organizations, federal agencies, neighboring states, the Province of Ontario, or appropriate non-governmental response and recovery organizations such as the American Red Cross. 

After the six month pilot, a decision was made to implement phase-two deploying the CIMS to four additional state agencies that have extensive responsibilities in emergency response and recovery. During the power blackout that affected a large portion of the northeast United States in August 2003, the CIMS proved invaluable and was used extensively by state agencies within the SEOC and at individual agency response and coordination centers.  The SEOC and various state agencies within the security perimeter used the CIMS as the primary tool to coordinate Michigan’s response to the disaster.  The State of Michigan is currently in the process of bringing cities, townships, and county level units of government onto the Critical Incident Management System to improve the coordination and delivery of emergency response statewide. 
 

The challenge to the Michigan State Police Emergency Management Division (EMD) was to automate its manual paper-based operations with an easy to use web-based, real-time mapping, documentation and collaboration toolset to improve key State Emergency Operations Center (SEOC) functions.  Disaster assessment, resource management, executive decision-making, response coordination, public information, and recovery field operations were severely hampered by the sheer volume of circulating documentation.  Information sharing and management of data and record keeping of incidents and exercises was previously done manually.  Only small portions of digital data was collected and stored on multiple user computers and in multiple paper file folders.  Data included copies of faxes, hand written notes and fill-in forms, spreadsheets, word processing documents, photographs, phone messages and hand-made cut and paste maps.
 
A project was undertaken to address the issues of these overwhelming manual processes and paper generated operations during crisis management situations.  The initial undertaking was the implementation of a geospatial system for the SEOC. This task was expanded in 2003 to include Global Positioning System (GPS) technologies for locating positions and velocity using satellite and ground support and integration of real-time incident and event management software with the Geographic Information System (GIS).
 
The EMD of Michigan State Police contracted with Science Applications International Corporation (SAIC) in 1999 to analyze the SEOC operations and develop a concept of operations that identified the resources required to move the SEOC from a manual, paper-based operation to an online, real-time, digital and paperless operation.  SAIC began the implementation of the SEOC's Critical Information Management System (CIMS) in 2001.  Key technology mapping components of the system included ESRI's geospatial ArcIMS, ArcSDE, ArcGIS, and ArcView applications, E Team's incident and event management system, and SAIC's Consequences Assessment Toolset (CATS) and will eventually include real-time messaging, alerting and collaboration, and data management toolsets.
 
The need to have a single integrated and coordinated mapping database is vital because detail mapping of an area affected by an emergency event improves response abilities.  By the end of 2002, the geo-spatial component was fully functional with the online mapping services. The next task was to integrate E Team's emergency incident and event record and resource tracking system for SEOC operations.  A first phase E Team and GIS project was successfully deployed in 2003. Based on these successful results, the State of Michigan decided to expand the CIMS project toolset to all state, county and local emergency operations by purchasing an Enterprise-wide E Team unlimited users' license and a 25-site server E Team license.  This license also allows local, county, and other state agencies, and public, commercial and industry companies that provide support to the local, county and Michigan government agencies, the ability to purchase additional E Team server licenses.  The toolset’s ability to scale is an essential requirement for responding to crisis and emergency events.  In cases of disaster, whether terrorist or natural, removing the political and environmental boundaries will improve communications and response capabilities.   
 
With the use of the Michigan state government’s secure local and wide area networks, all Michigan government emergency operations and supporting commercial, private and industry agencies will have the ability in real-time and online, to: 
1.) Add and update resource data such as facilities, manpower and critical
 infrastructure

2.) Schedule events, exercises and resources 

3.) Complete action planning  

4.) Provide intelligence gathering and dissemination

5.) Request and collaborate on services and resources from each other

6.) Perform what-if scenarios for disasters and events

7.) Create real-time and what-if maps

8.) Produce real-time costs associated with an exercise or disaster

9.) Link documentation to events and exercises

10.) Share information from one server to another server

11.) Generate ad hoc and after action reports
The toolsets in the CIMS have been used successfully for State planned exercises such as CBRNE (chemical, biological, radiological, nuclear and explosive) monitoring and evacuations, Michigan Department of Community Health medical stockpile and Michigan Department of Agriculture foot and mouth disease drills, and cyber terrorism exercises.  The Michigan Department of Information Technology (MDIT) recently used the E Team system as an integral part of its planned Cyber Emergency Drill.  The CIMS allowed the Emergency Coordination Center participants to record and monitor exercise events as they were injected into the scenario.  Although MDIT’s executive management team was dispersed over a large geographic area, they were also able to view and monitor events as they occurred and provide input and direction into the decision processes.
CIMS is an essential part of the Michigan’s management of emergency situations.  It is used for unplanned emergencies such as flu outbreaks, Mad Cow disease, SARs and West Nile virus coordination, storm damage from tornados, snow and floods, tracking hazardous materials passage, dam breaks, and last year's regional power outage. Once phase three of the CIMS project is complete, this will be the nation's first statewide deployment of a GIS integrated emergency management system.

Implementation of the E Team software has dramatically improved the processes used by all Michigan state agencies during emergency preparedness, response and recovery, and mitigation of threat activities.  Statewide emergency preparedness exercises and specific agency emergency management training have used the new CIMS.  By electronically tracking incidents, activity logs, and other important information, paper intensive processes were eliminated and multiple areas of government are able to see all relevant information as needed without sifting through stacks of paper and folders.  The significance of this improvement allows decision-making and appropriate response actions to be more effective and efficient.
The Michigan Department of Information Technology used the CIMS to display information generated by the SEOC and other state agencies in MDIT’s Emergency Coordination Center during the blackout event, proving the system’s value for internal communications.  This provided tremendous operational benefit and greatly improved service to statewide stakeholders involved in the recovery process demonstrating the ability to:
1. Add, update, and track resource data on affected facilities, available manpower, and critical infrastructure that required immediate attention
2. View and monitor affected geographic areas using the integrated GIS projected onto a screen that allowed for improved decision-making
3. Link related documentation to the blackout emergency producing real-time cost reports and after action reports
The E Team tool allows detailed input reporting during an actual event or an emergency preparedness exercise.  It is often too chaotic during these events to digest all the actions and responses that are happening.  Through examination of the detailed reports created during the emergency or exercise, a “lesson-learned” tool is realized.  We now have the ability to closely examine what was done correctly and what can be improved upon.  For example, in the recent MDIT cyber terrorism drill, primary contacts at the Client Service Center Helpdesk for Michigan state agencies were not notified in a timely manner.  By reviewing the logs and discussions in the exercise aftermath we were able to identify problems with the notification process and will be better prepared for any future real emergencies.        

The adoption of an enterprise CIMS provides additional noteworthy improvements to emergency operations of government.  Local and state agencies can more effectively coordinate across agency lines and efficiently allocate limited resources and eliminate the need for multiple redundant capabilities.  Prior to the implementation of the CIMS, local agencies needed to develop their own capabilities for disaster response and recovery.   Now, regional response teams can be deployed in a coordinated manner that provides enhanced capabilities while reducing individual jurisdiction costs.
Government processes historically generate large volumes of paper that are difficult to organize and manage.  Since the Government Paperwork Elimination Act in 1998, there has been a continual effort within government to reduce the amount of paper and reengineer the processes to take advantage of IT capabilities in the form of digital documents.  Reducing print loads through digital information technology that is offered within E Team crisis management software provides us the opportunity to maximize our resources and improve efficiency.  The electronic collection, organization, processing, and dissemination of the digital information using E Team improves the State of Michigan’s government operations and assists us in meeting the demands of consistency and completeness in reporting. 
With the implementation of phase-three of the CIMS project, Michigan will be the only state in the Nation to have implemented an integrated statewide emergency response system of this magnitude.   The improved sharing of information and communications between county, local, and state government entities through CIMS will allow better response time with more accurate and real-time information in case of an emergency or disaster. 


During the major northeast blackout of August 2003, Michigan Governor Jennifer M. Granholm declared a state of emergency and activated the SEOC. The E Team software was used extensively during this emergency by all state agencies.  The CIMS gave State agency emergency response personnel the ability to:

1. View and analyze the affected blackout areas
2. Track incidents and response needs in priority order
3. Allocate resources in response to the changing needs of the situation   

The Michigan Department of Information Technology utilized the system at both the SEOC and MDIT’s Emergency Coordination Center (ECC) to improve internal operations. Over a four-day period, hundreds of actions and requirements were logged and tracked by MDIT staff.  The ECC staff constantly displayed the status of incident logs and problem resolutions onto a big screen at the command center. Utilizing this tool and associated processes allowed MDIT to quickly restore critical systems and allowed the restoration of desktop services in an orderly manner.  The improved operational response benefited the citizens of Michigan by bringing State services back online in the most expedient approach possible while keeping citizen information secure.
The benefits and value of the system went beyond the requirements of fine tuning management and response to emergencies.  Additional benefits included:

1. Value added from work flow standardization
2. Functional process improvements
3. Common approaches to problem resolution
4. On-the-fly training in the use of the system
5. Rapid feedback during the emergency allowed for improving the quality and timeliness of the next required response cycle. 
 
The method of calculating return on investment for savings made from effective emergency response and recovery operations can be measured through lost business sales, lost government services to the citizens (e.g. e-commerce, lottery sales, hunting and fishing licenses, driver licenses, vehicle registrations, child welfare services, family assistance, campground reservations, etc.), and other forms of revenue or service. There is no quantitative statistical way to measure the benefits and joy of saving lives, however, medical costs can be calculated that compare early response to delayed response operations.
The CIMS return on investment in the short and long-term is demonstrated through:

1. Improved emergency response to save lives and protect public and private property

2. Mitigate or prevent lost government services to State of Michigan citizens

3. Mitigate or prevent lost revenue to the State of Michigan government and business
4. Improved security and emergency response operational reliability
5. Workflow standardization and consistency of tracking and responding to emergency events in priority order

6. Detailed reports for cost analysis and process improvements

7. Compliance with the Government Paperwork Elimination Act
The extensive power outage of August 2003 resulted in millions of dollars of lost sales revenues for goods and services which far exceeded the cost of the deployment of the CIMS hardware and software.  This is a recent example of return on investment from CIMS where the response operations brought about the earlier return of electrical service to state services resulting in reductions in outage costs and restored the revenue streams of commercial enterprises and state sales taxes.  Collectively, the State of Michigan and the affected local governments in this emergency expended nearly $20.4 million on emergency measures to save lives, protect public health and safety, and prevent collateral damage to public and private property.  

During the blackout of August 2003, the use of E Team and associated emergency processes which were developed in drills and exercises enabled MDIT staff to restore systems in record time following power and cooling systems restoration. Using very conservative estimates, State of Michigan computers and systems were restored with at least four hours less downtime than would have been possible without the CIMS and the associated timely emergency response processes.  Note that this one emergency represents only a single department during the blackout and only one state emergency.
· Calculating (4 hours downtime) X (50,000 state desktop users) X ($25.00/hour average salary and benefit) = $5,000,000 in productivity gain and reduction in outage costs
An additional return on investment from the emergency experience of the August 2003 power outage included the elimination of countless faxes, phone calls, and site visits.   After the power was restored and the emergency was under control, the consolidated data set of information from the CIMS eliminated much of the arduous task of filling out the Federal Emergency Management Agency forms that would have occurred from a paper-based record system.   Information collected in CIMS was captured and brought into the federal reimbursement forms making the reporting effort more efficient with fewer resources needed to complete the task. 

Effective response to potential natural and technological disasters and the full spectrum of homeland security threats requires that the State of Michigan continuously examine its response organization, processes, and capabilities.  The deployment of the integrated statewide CIMS and GIS systems offers improved security and operational reliability for the State of Michigan and efficient use of all response personnel and resources in a way not possible with paper-based operations. 
The Critical Incident Management System is effectively bringing the State of Michigan’s emergency response operations into the 21st century using scaleable technology that improves the efficiency of government processes while allowing collaboration and improved communications between emergency response entities.  

A.  Description of Project





B.  Significance to the Improvement of the Operation of Government





C.  Benefits realized by service recipients, taxpayers, agency or state





D.  Return on investment, short-term/long-term payback








 Critical Incident Management System: Executive Summary








5/3/04

Page 3 of 7




