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Executive Summary

North Carolina executive branch agencies have embraced information technology as fundamental for conducting the public’s business.  Technology now deposits tax refunds into citizens’ bank accounts and collects sales tax over the Internet.  Child support payments are seamlessly delivered from the courts to recipients.  Universities post student grades on web sites where access is granted with a user ID and password.  Agencies purchase equipment and supplies through on-line vouchers.  Employees are paid electronically.  Development of new applications and programs that rely on technology to meet public needs has proliferated over the last 8 years.

The ever-growing reliance on technology delivered services, and the expanded access to information through the Internet, carries an increased risk that information be compromised.  The types of data that are at risk include Social Security Numbers, individual’s medical records, environmental reports, community development applications and child welfare files.  Also at issue is the integrity and availability of public data.

North Carolina’s focus on information technology security has been uneven compared to its service innovations.  So, in recognition of the critical need for an increased emphasis on security, the North Carolina General Assembly passed two laws to strengthen the state’s information security posture.  The first, enacted in 2001, requires the State Chief Information Officer (State CIO) to establish enterprise wide information security standards.  The second, enacted in May 2003, directs the State CIO to perform an information technology security assessment of the executive branch agencies and to report the results of those assessments to the General Assembly in May 2004. Additional provisions of the law require that the CIO provide annual updates on the security posture of the agencies each January.

Using the security standards established under the first statute as a basis, in conjunction with the state’s adoption of ISO 17799, the security assessments of the second statute have been performed. 

The assessments measure the rate of compliance with existing enterprise-wide security standards, evaluate each agency’s security organization, its network security architecture, and business continuity planning, as well as current expenditures for information technology security.  Further, the assessments estimate the cost to implement the security measures needed to improve the overall statewide security posture.

The assessments provide a clear view of the current information security posture, a baseline for security needs across state government, cost estimates for improvements, and will provide a basis for funding new information technology security projects.  The assessments provide the information needed to give letter grades for each agency and to prioritize funding for projects to correct deficiencies. The assessment tool will be reused for future assessments and has been developed to allow agencies to use the information in the tool as a work plan against which to make their improvements.  The tool has been developed to facilitate modifications as information technology security requirements change.  

	A.   Description of Project.


In late May 2003, the North Carolina General Assembly mandated that the State CIO assess the security posture of executive branch agencies and report the results of that assessment to the legislature by May 4, 2004.  The undertaking was the first of its kind to assess an entire branch of  state government and one that required tight organization and individual agency support.

Critical to the assessment of the 25 disparate agencies was the development of a methodology that would allow the assessment teams to evaluate each agency in fair and comparable terms. A team of subject matter experts developed a 237-question assessment tool based on the ten domains of ISO 17799.  To make certain all areas of information technology security where fully covered the ISO access control domain was divided into two parts: access administration and access technology.  Teams of security experts from various vendors were trained on the use of the tool to help ensure that the results would be consistent.  A project management team oversaw the effort, reviewing assessment team results to normalize any irregularities in scoring.  Agency representatives were kept informed of the process and the importance of their active and timely participation.

The agency assessments included a quality review for completeness of agency policies, standards and procedures (PSPs) as well as an execution review for the application of agency PSPs. Staff from all levels of the organization participated in interviews. In addition, the assessment teams performed a limited eyes-on inspection to verify that what the agency reported was, in fact, accurate.  

The assessed agencies were divided into three categories and phases, based on the number of full time employees.  The amount of time allotted for each assessed agency was as follows:  small agencies – 200 hours; medium agencies – 300 hours; and, large agencies – 400 hours.

To maintain the stringent time line from August 2003 to May 2004 and to prevent cost overruns, the project management office (PMO) held weekly status meetings with the assessment teams.  Upon the completion of each assessment, the PMO held assessment team debriefings where each report was reviewed.  After approval from the PMO, the agency reports were further reviewed by ITS senior management.  Once ITS senior management had signed off the reports were delivered to the agencies for review.  The agencies were given time to ask questions and provide comments with regard to their assessments. All agencies agreed that the results of their assessments were substantially correct.

	B.   Significance to the Improvement of the Operation of Government.


The North Carolina General Assembly recognized that a broad view was necessary to determine the depth of the state’s information technology security.  Legislators also knew that without a detailed assessment, the health of the state’s network would be at risk. Improved information technology security mandated an assessment that would provide state government with a starting point for improvement.  

The assessment has allowed the executive branch to embark upon enterprise wide improvements that reduce costs across the board while improving information technology security.  For example, a recommendation that desktops be upgraded in several agencies will result in a $776,400.00 savings if the computers are bundled into a single purchase. 

The assessment also has identified potential risks and has prioritized them for correction.  Improved firewalls at the agency level will have the dual effect of protecting the individual agency’s network and of protecting the state’s larger network.

Agencies must ensure that their information technology security adequately protects the confidentiality, if applicable, integrity and availability of their data.  Any breach that threatens their information betrays the trust that the public has placed in government.  

The assessments and resulting reports provide North Carolina agencies with a roadmap for improvement, as well as estimates and priorities for legislative funding to meet the information security requirements of the enterprise.  The assessments included careful review of existing security policies, standards, and procedures.  Agencies now have the gaps identified and prioritized to embark on a systematic improvement of their systems.

Security risk reduction furthers the mission of government by protecting both the public and confidential assets it is charged with safeguarding.  By approaching security risk reduction across a broad area of government, immediate improvement is widespread and targets the most severe threats to the network.

	C.   Benefits Realized by Service Recipients, Taxpayers, Agency or State.


The benefits to the state and its constituents are subtle.  Improved information technology security is a quiet sentry for state resources.  The long-term benefits, however, include an increased awareness of the importance of security and the state’s willingness to address security gaps.  A secure foundation for the state’s programs allows agencies the freedom to expand their service programs without fear of jeopardizing the public trust.

Additionally, the independent view of the state-wide security posture provides a solid set of recommendations that address the immediate needs to better protect state information. Each agency report provides a series of recommendations that, when implemented, will significantly reduce the potential for security breaches that would otherwise not have been addressed. 

By using independent experts in information security to review the agencies, the assessments are inherently credible.  The assessments provide a clear view of the current information security posture, a baseline for security needs across state government, cost estimates for improvements, and will provide a basis for funding new information technology security projects.  The assessments provide the information needed to give letter grades for each agency and to prioritize funding for projects to correct deficiencies. The assessment tool will be reused for future assessments and has been developed to allow agencies to use the information in the tool as a work plan against which to make their improvements.  

In addition, the assessment tool has been developed to facilitate modifications as information technology security requirements change.  The ability to modify the assessment tool means that North Carolina will not have to reinvent the wheel when it reviews agency information security programs in the future and will be basing future measurements on comparable requirements, allowing agencies to mark their progress over time.

	D.   Return on Investment.


The human cost of downtime is difficult to calculate, as is the loss of public trust.  A government that cannot deliver its public services has failed its mission.  When food stamps cannot be issued, children go hungry. When confidential medical records are inadvertently released, the privacy of the individual is compromised. When police cannot check criminal records, criminals go undetained.  Information technology is so interwoven with government’s delivery of human services, that any outage affects the public.

Still, measuring return on investment for security programs is difficult.  In many ways, security investments are like insurance – protection against risk.  A project of this type – an assessment – is not a direct countermeasure to a specific set of security incidents.   The assessment provides both an overview of the current information technology security within the executive branch and a framework for strengthening the state enterprise against a panoply of information security problems. 

The return on investment comes as a result of the assessment:  The findings show that an enterprise approach to key areas of information technology security will cost less than if each agency implemented its own security framework.  For example, estimates to develop enterprise wide policies, standards and procedures that are tailored to individual agencies show a savings of 25% when developed at a central office:  $520,800 compared to $651,000.  Similarly improved firewalls at an enterprise level are estimated to cost $1.4 million, compared to $1.8 million on an agency-by-agency basis.  As shown on the attached chart and using the recommended enterprise approach, North Carolina would experience almost $7 million in savings by implementing the information security recommendations from the assessment.  

	Savings
	
	
	
Ongoing

	
	
	Total Initial
	Operating

	Complete Statewide Security Framework
	
	
	

	Complete Policies from the Gap Analysis
	
	 96,800* 
	 8,750 

	
	
	
	

	Improve Enterprise Security Awareness and Training
	
	
	

	Develop Training Materials
	
	 52,800* 
	 1,400 

	Develop Enterprise Level Awareness Program
	
	 73,200* 
	 50,000 

	
	
	
	

	Improve Risk Management and Business Continuity Plans
	
	
	

	Conduct BIA/ Risk Analysis
	
	 160,600* 
	 -   

	Develop Agency Specific BCP / DR plan
	
	 193,500* 
	 -   

	Implement Recovery Solutions
	
	 127,600* 
	 326,998 

	
	
	
	

	Totals
	
	 704,500 
	 387,148 

	
	
	
	

	
	
	
	

	
	
	
	

	Improve Agency Security PSPs
	
	
	

	Tailor policies to the Agencies
	
	 130,200* 
	 18,200 

	Develop Agency Specific Procedures
	
	 268,400* 
	 72,800 

	
	
	
	

	Improve Agency Security Awareness and Training Program
	
	
	

	Tailor Training to agencies
	
	 46,200* 
	 18,200 

	Conduct end user Train the Trainer
	
	 28,000* 
	 18,200 

	Conduct Security Professional Training
	
	 36,400* 
	 72,800 

	
	
	
	

	Replace Outdated Desktop Operating Systems
	
	 776,400** 
	 -   

	
	
	
	

	Improve Agency Border / Perimeter Defense
	
	
	

	Improve Firewalls
	
	 364,200* 
	 68,500 

	Remove Modems
	
	 3,500* 
	 -   

	Improve Wireless (Monitoring for rogue wireless hubs)
	
	 18,100* 
	 25,200 

	
	
	
	

	Improve Risk Management and Business Continuity Plans
	
	
	

	Conduct BIA/ Risk Analysis
	
	 235,100* 
	 36,400 

	Create BCP / DR Planning Templates
	
	 26,400* 
	 -   

	Develop Agency Specific BCP / DR plan
	
	 269,300* 
	 85,400 

	Implement Recovery Solutions
	
	 382,800* 
	 2,821,178 

	
	
	
	

	Totals
	
	 2,585,000 
	 3,236,878 

	
	
	
	

	Grand Total
	
	 3,289,500 
	 3,624,025 

	*Assume it would cost agencies 25% more to complete tasks
	
	
	

	**Assume savings of 2 % for agencies
	
	
	


In addition, cost savings are available to others.  The State CIO is making the assessment tool and methodology, which cost about $400,000 to develop, available at no cost to all governments both within and outside North Carolina.

Further, the project, estimated to cost $2 million, was delivered with a savings of about $200,000.  Had it been conducted at individual agencies, the project would not have the consistency, and it would have cost approximately $112,000 more.   

Finally, the increased focus on information security across the state enterprise and at the highest levels of the executive branch has resulted in an increased awareness throughout the agencies of the importance of information technology security, as shown below.

	Improved Awareness by virtue of the enterprise project communications

	2%
	Expected reduction in Security Incidents

	740
	Number of Incidents in 2003

	$ 4,000 
	Average Cost to recover from an Incident

	$ 59,200 
	Estimated cost avoidance from a projected reduction in incidents

	
	

	$ 171,200
	Savings including the cost avoidance realized by a reduction in incidents 

	9.3%
	ROI including the cost avoidance realized by a reduction in incidents
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