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Executive Summary

Ensuring the security and privacy of digital assets is one of the key concerns facing the State of Nevada today. The need to safeguard these assets from both internal and external threats has never been more urgent. At the Public Employees Benefits System (PEBS), it became clear that introducing more secure password policies was not an option due to the consequences it would have on their operations. Eliminating the use of passwords among end-users while increasing security and lowering cost were the drivers for implementing their fingerprint-based, Total Password Automation solution on Desktops 50 units; include Server side software (with active driectory). Now, PEBS has secure access to the desktop PCs and their network, they have eliminated user dependency on passwords and have cut support costs associated with passwords.

Project

As the Public Employees Benefits System (PEBS) improves its information infrastructure, it is tasked with protecting access to sensitive information. Government agencies are under constant pressure from auditors to maintain high security  standards. Furthermore, mounting Federal Privacy Act legislation and increased access to public records are escalating the demands for improved access security.


Initially, it was considered to enforce stricter password policies to prevent the use of trivial passwords—ones that could be easily guessed or susceptible to software-based “dictionary attacks.” Password policies dictate parameters, such as the minimum length, alphanumeric complexity and the expiration period of the user passwords. But, introducing more secure password policies would have severe consequences to their operations. First, the policies would burden users with complex passwords. Second, the increased complexity would further raise the volume of calls to PEBS’s Help Desk, 25%-35% of which were already related to lost or forgotten passwords. Third, there was concern that security may actually drop as more users would be motivated to post their written password on or near their computer.

Determined to meet their goal of improving their State services and cutting costs, the Public Employees Benefit System looked for alternatives. Increasing industry coverage of biometrics and a recommendation prompted the PEBS to evaluate biometrics-based authentication solutions.

After evaluating several solutions, PEBS deployed DigitalPersona Pro’s fingerprint-based, Total Password Automation solution on Desktops 50 units; include Server side software (with active driectory) which takes passwords out of the hands of the end-users, improves security, reduces help-desk costs and simplifies life for end-users and administrators. Usable and functional – the cost ran $100 per desktop. 

DigitalPersona Pro works with Microsoft Active Directory to create an "out-of-the-box" password and identity management solution improves security by eliminating end-user based password vulnerabilities, provides users with simple one-touch fingerprint logon to Windows, legacy and web applications and allows an administrator to shut down access to all applications with a single action. 

PEBS users now simply touch a small USB finger sensor to log on to Windows and other applications and Web sites—no more passwords to remember or type. PEBS has already reduced its administrative costs by improving service via faster access to information. PEBS employees can service customers much faster and are never held back by forgotten passwords. The reduced support costs were brought about by eliminating passwords for users which reduced the Help Desk call volume. PEBS now has tighter control over access to its information.
http://pebp.state.nv.us/index.htm
