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Executive Summary

The Web Access Management System provides a single system to manage citizen and business security and access to state web-based systems that require authentication.   The goal was to provide increased ease of operation for taxpayers at a lower cost by developing a single reusable system to manage security and access to citizen-facing applications.  The 85 systems using this access management system have proven just that - an effective consolidated system can successfully provide a service via the web at a lower cost.

WAMS allows citizens - both individuals and businesses - to manage their access to a wide variety of state programs through a single, coordinated system.  It also provides a big step towards a uniform approach to security and access management across the enterprise, and with each system that implements WAMS the state gets closer to that goal.

Description of project, including length of time in operation

The Web Access Management System, (WAMS) developed by the Wisconsin Department of Administration, was first conceived in 1999 and completed in 2001.  WAMS coordinates security and access to state systems on the web which require authentication for over 22,000 users.  Since then over 85 systems have started using WAMS and new systems integrate WAMS into the development process.

This system allows citizens and businesses to simplify their interactions with government by managing their identity for multiple systems in one place and then it is invisible.  They no longer have to remember a different log-in and password for every state function.  WAMS moves interacting with state government to a new level by making systems easier to use.  It removes a source of potential frustration and simplifies their security.

The State of Wisconsin, in its effort to implement "borderless government" has put in place a key component to being able to deliver services to it constituents seamlessly across agencies.  WAMS provides the ability for State agencies to delegate the administration of both internal and external online applications to the appropriate audience, be it state employees, organizations, businesses, or citizens.  It provides stable 24x7 http firewalling for state owned online applications, and also has the capabilities to provide single sign-on. It uses an LDAP directory that enables the State to stay flexible with regards to vendors and industry standards.  Because the WAMS infrastructure can provide a standardized security model for agencies to use with their web applications, it saves hundreds of thousands of dollars, due to the fact that the security no longer has to be written into each application.  It provides the basis for a common look and feel for the end users of the system and in the future, the system will also provide a custom/personalized common user interface to all State online applications the user is authorized to use.  It is the goal that this infrastructure will provide a "one stop shop" for online users to interact and conduct business with the State of Wisconsin Government.

Significance to the improvement of the operation of government

The biggest benefits from WAMS are not financial, rather they come in the form of service to the taxpayer.  Easing interaction with many different government programs is the overarching goal.  WAMS provides it through:

· The removal of appearance of "silos" in government by promoting cooperation across agencies,

· Enabling the web as a "one-stop-shop" for both citizens and businesses,

· Eliminating the cost of repeatedly developing a system to manage the same function.  Using a single system for a common function eliminates the cost of developing it over and over again.  WAMS provides the security up front and can speed application development time with reusable code, avoiding that time and expense and avoiding taking a different approach with every application.

Benefits realized by service recipients, taxpayers, agency or state

The benefits achieved through WAMS should be invisible to the end users.  WAMS facilitates easy-to-use systems by other Wisconsin state agencies, such as:

· Better security through a uniform approach

· Agencies can reduce project timelines, delivering a new service to taxpayers sooner,

· Easier and lower maintenance, both for taxpayer and government.  Changes and updates to WAMs are done once and everyone benefits,

· Increased taxpayer satisfaction - approximately 22,000 users can do business 24x7,

· Greater privacy - user id is customizable, also reducing the need for password resets, 

· Reduces the hours of operation and locations required to meet taxpayer needs.  For example the Department of Transportation implemented WAMS as part of its overweight trucking permit system which is now available around the clock from anywhere, even on the road.

Return on investment, short-term/long-term payback 
The system was initially developed in 1999 at a cost of $1.5 million including the hardware to house it.  Support and maintenance costs for additional development and testing by four full-time equivalents has amounted to just under $500,000 annually for the past four years.  Future support will be accomplished by two FTE reducing the annual support costs to approximately $230,000.

Since 2002, over 85 systems have started using WAMS.   These systems were able to avoid approximately 240 hours of development each, for a total cost savings of $1.1 million.

The state avoided renewing a $2.5 million contract for a product to provide access and authentication as well as 3270 emulation.  Instead, the state was able to purchase a less expensive package to use in conjunction with WAMS to allow access to mainframe applications for half the cost, meaning that WAMS was able to achieve a return on investment in the first year of production.

The long-term payback grows with each system that incorporates the use of WAMS.   It is expected that an additional 30-35 systems per year will begin using WAMS making the annual savings (avoided development costs minus maintenance) $232,000.

Savings such reduced costs because of fewer Help Desk calls for password resets and assistance with coordinating various systems accrue to the agency providing the service and cannot be shown here.   Also, additional, expected savings due to closing remote locations because the service can now be provided on-line, around the clock, are yet to be realized.
