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Executive Summary

Colorado State Government, like many of its peers across the nation, is at a crossroads in its evolution of improving government performance through the use of information technology (IT).  The state faces a choice, to either:

· actively reach for the next level of organizational maturity by embracing an enterprise approach to realize significant collective improvement; or

· passively maintain the status quo of fragmented use of limited resources resulting in excessive IT costs and lost opportunities to streamline government in Colorado.

The Governor’s Office of Innovation and Technology (OIT) has established an enterprise management framework for the state to capitalize on the effectiveness and efficiency improvement potential of e-government.  e-Government refers to a new collective focus by all government organizations on sharing their information and technology assets to improve both constituents’ retrieval of and government’s delivery of public information and services.

The Governor’s vision is to establish Colorado as a technology leader – through its citizens, its economy, and its government.  OIT’s goal is to streamline government through the use of technology:

· to maximize the effectiveness of government information and service delivery meeting constituent needs; and

· to maximize the efficiency of government operations’ allocation of resources.

Colorado has established a comprehensive framework to govern the acquisition, management, and use of communication and information resources in Colorado state government.  This enterprise-level, management framework for coordinating and directing technology investments is comprised of four strategies:

1. Policy Structure – will address “Are we doing the right things?”

2. Enterprise Architecture – will address “Are we doing them the right way?

3. IT Risk Management – will address “Are we getting them done well?”

4. Portfolio Management – will address “Are we getting the benefits?”

The nature of technology advances presents Colorado with the opportunity to provide higher quality, more timely, and more cost-effective government services.  E-government success requires improving both how government interacts with its constituents (front office) as well as how government uses its resources (back office).

It is time to respond with strong leadership and bold action that builds upon a growing number of individual agency successes to accelerate performance improvement across all of Colorado state government.

Project Description

The fundamental challenge is to make government fit into the lives of citizens and the patterns of business while bettering the quality of both.  e-Government is about using technology to transform government to be more citizen-centric and business driven.
e-Government success requires improving both how government:

· interacts with constituents (front office) – collaboration across all agencies in designing the delivery of all services from the customer’s perspective; and

· uses its resources (back office) – collectively allocate resources across internal operations to produce priority-driven results.

The immense scope and complexity of both government and technological advances requires a comprehensive governance framework to balance accountability for efficient technology investment with innovation for effective service delivery.  In Colorado, this balance will be achieved through the following comprehensive framework:

· Policy Structure – will address “Are we doing the right things?”

· Enterprise Architecture – will address “Are we doing them the right way?

· IT Risk Management – will address “Are we getting them done well?”

· Portfolio Management – will address “Are we getting the benefits?”

Policy Structure – “Are we doing the right things?”

Policy represents the glue that secures alignment of agency projects and investments with the enterprise’s vision and goals.

Opportunity

The task is to pursue enterprise achievement in a way that empowers the agencies, leaving to their creativity and innovation as much latitude as possible.  The broader a policy statement, the greater is the range of interpretation that can be given to it.  Working with other stakeholders, OIT must determine whether it is comfortable with any interpretation that is reasonable.  If not, the governance structure must further define its guidance – moving into more detail one level at a time – with additional policies.

Enterprise Architecture – “Are we doing them the right way?”

Management in every enterprise is under pressure to improve performance.  Change starts with the descriptive representations of the thing you want to change.  This is the role of enterprise architecture and why it is a key enabler of enterprises managing increasing complexity and an escalating rate of change.  Since the beginning of his administration, Governor Owens has communicated his belief that the State of Colorado must implement contemporary technologies and management efficiencies.  Applying an enterprise perspective to the State’s management approach is key to achieving this goal.

Enterprise architecture (EA) is comprised of the areas depicted in the table below:

	EA Layers
	Focus

	Business Architecture
	What are the lines-of-business and how do we process the work?  Where do we do business, with whom, and when?

	Information Architecture
	What kind of information is needed to support the layer above?  By whom, when, and how do they use such data?  Who owns it and where is it kept?

	Technical Architecture
	What technology equipment, facilities, and people are needed to support the layers above?  When and where?  Who owns and operates such?


Opportunity
Every day the State does not build something redundant we are starting to generate benefit, and every time a piece of data is reused, the enterprise gets a 100% return on its investment.

Working with other stakeholders, OIT will facilitate cataloging information and technology resources into principal service categories:


By identifying the technology areas where the State excels and bringing together those experts (independent of organizational boundaries) into virtual Centers of Excellence, the State will progress on its path of simplification and standardization.

IT Risk Management – “Are we getting them done well?”

Statistics show cyber-security incidents are growing exponentially.  Equally threatening is data revealing that a majority of IT projects come in late, well over budget, and with less functionality than planned.  Institutionalizing IT risk management – by adopting a set of disciplined (repeatable, defined, managed) control programs – reduces overall organizational risk by enhancing predictability and effective response.

During the first year in office, Governor Owens stated that it is essential Colorado transform state government so that we too are prepared for the digital age.  Balancing improved access with vigilant stewardship is critical to achieving this goal.

Opportunity

To achieve the benefits offered by the new era of computer connectivity, government too must find ways to address the associated demand and security implications.  The good news is that most of the reasons IT projects and security fail are management related rather than technical.  Information security and technology investments have become too important to handle on an ad-hoc basis.  Additionally, these disciplines usually involve issues either identical to those solved at other agencies or beyond the control of one individual agency.

A central focal point is essential to spotting trends and seeing that implementation is handled in a consistent manner.  OIT is leading the focus on establishing controls for project oversight and security management that reorient these activities from relatively low-profile operations to integral components of enterprise-wide business operations.

Portfolio Management – “Are we getting the benefits?”

In state government there are many IT spenders operating under different “drivers”.  Portfolio management will help ensure the money we do spend gets earmarked for those investments with the highest value.

Since first establishing OIT, Governor Owens envisioned using technology and innovation to streamline and simplify government in terms meaningful to Colorado taxpayers.

Opportunity

Most leading organizations manage their IT portfolio by leveraging the strategic planning, budgeting, and procurement processes to ensure portfolio management is integrated throughout the enterprise.  Likewise, OIT believes this will ensure steps used to formulate and maintain the IT portfolio are consistent and repeatable.

In the end, operational excellence is achieved as organizations pursue and devote resources to only those projects offering high quality, reliable, and predictable outcomes.

Colorado is entering into its second year of operation with this framework and has realized several benefits as identified below.  More information can be found at  http://www.oit.state.co.us/ 


Significance to the improvement of the operation of government

Colorado’s e-Government framework begins with strategy.  OIT defines the strategic direction via the Statewide Information Technology Plan (SITP).  The SITP is a four-year strategic view to inform constituents (citizens, business partners, employees, and other governments) of the State’s plan to improve government performance using e-government strategies.  The Commission on Information Management (IMC) establishes a one-year view, called the Strategic Communications and Data Processing plan (SCDP), detailing the objectives and focus for enterprise IT initiatives.  Each department uses the SITP and the SCDP to create their Department IT plans (DITP), detailing their department initiatives and alignment to the enterprise IT initiatives.

Colorado is experiencing operational improvement and better decision-making by working more closely with the departments and establishing a clear direction and vision.  In addition, OIT has achieved the following:

· Created 38 enterprise IT standards

· Implemented a statewide Program Management Office (PMO)

· Formalized an IT Procurement process for tracking and approving all IT procurement over $25,000 

· Established an enterprise portfolio management framework 

· Redesigned the annual statewide IT Planning process to focus on identifying immediate aggregation opportunities

Benefits realized by service recipients, taxpayers, agency or state

As a result of implementing this framework, Colorado is beginning to realized many benefits as listed below: 

Overall Benefits

· ensure alignment of IT investments with agency and enterprise business goals

· leverage a common set of standards for more robust (open, stable, secure) service delivery 
· provide business cases to support potential cost savings via optimization of the enterprise
· employ economies-of-scale for maximizing performance and minimizing costs

· leverage best practices and lessons learned across the all agencies
· make fairer, more informed investment decisions via structured, repeatable approach

· improve communications and alignment between IT and business leaders

· encourage greater business accountability for investments

· visibility allow comparison for more efficient allocation of human resources

· expose redundancy, share resources, and eliminate duplicate projects

Return on investment, short-term/long-term payback 

Because of OIT’s strategic focus and enterprise approach, Colorado has realized initial savings and benefits as follows:

· Dollars impacted this past fiscal year was over $200 million on IT initiatives.  

· OIT is actively tracking over $100 million in IT investments and over $75 million in program oversight.  

· OIT has enabled the State to establish a relationship with the Department of Defense (DoD), for IT security and governance, resulting in a cost avoidance of approximately $855.000.  

· OIT initiated the Colorado Multi-Use Network (MNT), a statewide telecommunications infrastructure initiative, four years ago.  The state invested $37 million, $60 million was  from telecommunications companies.  To date, the successful implementation of MNT has resulted cost savings to the state of  approximately $10 million .

OIT is very committed to achieving the Governor’s vision of establishing Colorado as a technology leader, by streamlining government through the use of technology to:

· maximize the effectiveness of government information and service delivery meeting constituent needs; and

· maximize the efficiency of government operations’ allocation of resources.

Definition





e-Government – the use of shared information and common technology across agencies to extend access to and streamline delivery of government services to constituents anywhere, anytime. 





Definition





policy – a set of principles (capable of adequate control without micro-management) that is used as a guide for defining organizational success.





Definition





Enterprise architecture – a set of aligned business and IT reference models of an enterprise designed to facilitate cross-organizational analysis and the identification of duplicative investments, gaps, and opportunities for collaboration within and across the enterprise.





e.g.�custom applications





e.g. CRM, GIS





e.g. Internet, Intranet,�help desk, messaging, procurement, security, web hosting, WAN (MNT)





Specialized services





required by only one entity resulting in custom solutions and/or specialized technology





Shared services





required by groups of entities resulting in community solutions





Common services





required by all entities resulting in an enterprise solution and/or commodity technology





Definition





Risk management – the technique of measuring, monitoring, and controlling the possibility a particular threat will exploit a particular vulnerability with a particular harmful result.





Definition





Portfolio Management – direct a purposeful prioritization and balance among all initiatives and resources to best achieve organizational goals.
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