Vulnerabilities
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Continual Vulnerability
Management Service for
Public and IT Networks

Motorola Security Services offers network service providers, government
agencies and enterprises a robust approach to risk management and operational

security.

Introduction vulnerability management specifically, this translates
Although most organizations are using some form into an initial, short-lived improvement with each

of vulnerability, risk or security assessments, in project. In time, new and repeat vulnerabilities

most cases, these are isolated measures that leave  appear, and security teams are forced to go back to
security teams struggling to achieve any significant the starting point again to achieve yet another short-
and enduring improvements. With regard to term improvement.

Figure 1. Vulnerability Life Cycle
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Typical Vulnerability
Issues Identified in
MSS Engagements
(Multiple Verticals)

e Standard subscriber access
to PDSN/GGSN and other
critical infrastructure

o Administrative access
obtained

o Configuration
compromised

¢ |neffective perimeter
defense, intrusion detection
and prevention

o Improper
configurations, lack of
updates and
management

o Ineffective or no use of
logs and security event
data

e Malfunctioning antivirus
security measures

o Viral files present on
critical devices/
elements

o Ability to transmit viral
files between
subscribers

* Network segmentation and
OA&M vulnerabilities

o Access to confidential
customer information

o Database server
requests

o Access into ‘enterprise’

IT environments from
cellular and
government
communications
networks
e Key applications and
customer billing
environments at risk
o Unauthorized access to
service provider
application servers
o Unauthorized access to
billing systems
¢ Network management and
monitoring
o Lack of intrusion
detection/prevention
capabilities and
centralized log
management
® Reactive behavior from
service providers
o Firewalls and IDS only
define occurrence
o Service providers have
incorrect, unmonitored
and misconfigured
devices
o Providers are
unprepared for new
technologies and data
services

In its extensive work with network service
providers, government agencies and enterprises,
Motorola Security Services (MSS) has observed that
larger organizations typically have various project
teams that follow different processes (or no
process), use different tools, and report information
to different managers and operational personnel.

This approach enables a host of potential vulnerabili-
ties that can negatively impact strategic programs,
network availability, privacy and compliance goals.
This is exactly the type of scenario in which
Motorola can help a customer transform
fragmented efforts, information sharing and
investments into a more effective, cohesive and
robust Continual Vulnerability Management strategy
and program.

On the left is a list of typical issues MSS has identi-
fied in various engagements across multiple indus-
try verticals. The majority of problems that cause
outages or privacy issues are internally driven and
result from misconfiguration, inadequate processes
or unaddressed vulnerabilities.

Figure 2. Resilient Operational Security Framework
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The Motorola Solution

A continuous and proactive approach is required to
address these issues. Integrating Continual
Vulnerability Management into operational
processes is a key component of a resilient security
framework. Leading network service providers are
implementing vulnerability management capabilities
into their operations using a variety of approaches.
In some cases, service providers are outsourcing
this operational capability. In others, they are out-
tasking—a security partner develops the capability,
integrates it into operations, and then transitions
daily operation to the service provider. Other service
providers are developing vulnerability management
and Security Operations Center/Security Event
Information Management (SEIM) capabilities
in-house, building on current security expertise in
existing operations. Motorola can assist in any of
these scenarios to help customers integrate this
critical component of a resilient operational security
framework into a strategic security program.

e Technolo

IDS/IPS/AV
Firewall &
Monitoring
(SCC)

The Motorola approach begins with a framework that aligns robust security capability with business goals

and operational needs.



A Sample Engagement

In a typical initial MSS engagement, the service
provider has most likely already performed a vulner-
ability assessment with the help of an IT security
company. Usually what happens next is that the
findings and list of vulnerabilities overwhelm the
internal security team, which then chases false
positives and multiple repeat issues, burning many
hours of engineering and management time. In
some cases, only a few vulnerabilities are cleared—
and not in a prioritized manner that addresses the
most critical elements and vulnerabilities first.

After the initial assessment and vulnerability
reduction activity, engineers and operational staff go
back to their “day jobs,” and the focus on security
reverts back to pre-assessment levels—that is, until
the next security event or questioning from senior
management. Then the cycle begins again.

In some instances, MSS has revealed new vulnera-
bilities by performing multiple security assessments
for a particular customer. In one case, MSS applied
its External Network Vulnerability Assessment
(ENVA) service, which is based on attack and
penetration testing. Excellent network defenses
were identified—better than almost all the networks
MSS had assessed globally to date. After the
service provider implemented a major network
upgrade and redesign, MSS was asked to perform
the assessment again for the same customer. The
network defenses that were best-in-class before
the network upgrade, redesign and reassessment
were nowhere to be found, and therefore no longer

Figure 3. Continual Vulnerability Management Phases

protecting the network. The attack and penetration
test engineers were able to breach the network in a
matter of minutes. Unfortunately, this is not a
unigue scenario.

A Practitioner’s Approach

As a practitioner of security—operating a global
security program on a daily basis—Motorola
Security Services understands the challenges
involved in developing and implementing
operational security best practices. Security is not a
collection of appliances and tools. It is not about
just technology. Instead, security encompasses
people, process, policy and technology in a holistic
approach to solving technical and business
problems that enables the successful pursuit of
strategic and tactical opportunities.

Motorola’s Continual Vulnerability Management
Program

Motorola's Continual Vulnerability Management
Program is a continuous and vigilant process
designed to help customers proactively identify and
remediate vulnerabilities before they impact
networks, customers and reputations. Continual
Vulnerability Management is an approach enabled
by technology that supports processes and
procedures that allow the operational team to
cost-effectively manage the security environment.
Also, the approach drives awareness, ownership
and responsibility to a broader and deeper group of
operational personnel, effectively increasing the size
of the “security staff.”

Motorola Continued Vulnerability Management relies on a defined, phase-based approach to enable an

effective and customized program.



Foundational Network Security Assessment:

e Provides detailed, in-depth security
assessment

e Delivers prioritized findings based on potential
risk and business impact

e Supplies critical inputs to the Continual
Vulnerability Management Program design

Development of Automated Scanning Support
Environment:

® Documents known customer network and
system owners

e |dentifies remediation process gaps

e Customizes the service to customer needs
considering placement, scope and frequency
of assessment and scans

Pilot Scan and Process Readiness Test

e Validates scan infrastructure design

e Develops automation and processes

e Tests response processes and prepares
customer for scheduled scans

Automated Scan - 60-Day and Optimized:

e Starts with 60-day cycle of automated scans,
reporting, metrics, and vulnerability
remediation process validation

e Moves to ongoing regular scans after 60-day
optimization cycle

Conclusion
Motorola's Continual Vulnerability Management

Program offers customers a wide range of benefits.

Among the most important are:

e Proactive rather than reactive

e More effective in closing security gaps

e | ess expensive and more effective than
periodic vulnerability assessments

e Augments staff or reduces the need to
acquire, train and retain qualified security
expertise and personnel

e Analyzes and prioritizes huge volumes of
security-related data, allowing focus on
remediation and organizational goals and
mission

e Motorola security experts focus on
vulnerabilities, help drive remediation, and
support existing processes and personnel
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About Motorola Security Services

» Proven expertise in voice and data security for
service providers, governments and enterprises

» Established track record of delivering design and
implementation of complex infrastructure
networks that are supported by a full range of
professional and managed security services

« Holistic security framework that operationalizes
security across the people, process, policy and
technology foundations of each organization

« Practical hands-on experience with vulnerability
assessment and mitigation, as they relate to
threats associated with converged networks

» Onsite Security Assessments: Two-Way Radio
Network, WLAN, WWAN, UMA, IMS, CDMA,
GSM/GPRS, wi4 WIMAX, UMTS, Physical and
Facilities

» Defense-in-Depth Threat Management (Design,
Managed Service, Integration) expertise

« Policy Design and Related Services (Incident
Response Planning, Risk Management,
Compliance)

About Motorola Services

Motorola Services, based on innovative
technologies, delivers optimal solutions and
managed services for service providers,
governments and businesses. Motorola offers a
comprehensive portfolio of cost-effective, high-
performance services and applications that are
robust and operational in critical multi-vendor,
multi-technology environments. \We leverage deep
expertise in mobility, security and systems
integration to deliver seamless communications.
Motorola Services collaborates with customers to
understand their needs and help them achieve their
organizational objectives.

To learn more about Motorola’s Continual
Vulnerability Management Program, please contact
your Motorola representative.
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