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Oklahoma CISO:  Ken Ontko; ken.ontko@osf.ok.gov

Oklahoma IT Security Webpage:  www.ok.gov/OSF/Information_Services/Security.html

NASCIO 2009 SURVEY RESPONSE:

1. Executives/Public Officials
An event for this group is being planned, but has not yet been scheduled.

2. State Workforce
Oklahoma is in the early stages of implementing the MS-ISAC’s Cyber Security
Awareness Training Application.

3. Citizens
No direct contact other than through involvement with organizations such as
InfraGard, ISSA, ISACA and similar groups; additionally addressed with Web presence;

4. IT/Security Staff
Activities include:  
a) Three Quarterly Cyber Security Focus Group half day meetings;
b) 5th Annual Cyber Security Awareness Seminar (2 day event planned for December

this year, using a “Crawl, Walk, Run Approach”)
1) Crawl: Includes two primary course tracks — one focusing on Technology Staff

and Administrators and the second on Management and Supervisors; 
2) Walk: Provides a “Table Top Exercise” that focuses on “Incident Response”, with

specific scenarios taken from actual events during the year; 
3) Provides a  “Hands-on Lab” that leverages the use of mobile labs to support

training and experience with actual malware and tools to identify and mitigate
problem scenarios.

Oklahoma’s 2009 NASCIO Recognition Awards submission describes their extensive
progress in developing cybersecurity training and education programs.  E.g., 

In 2008, Oklahoma worked to consolidate, leverage and advance its security initiatives
with the formation of a comprehensive Information Security Training & Education
Program (I-STEP), see Figure 1 on page 6. This program fuses together and builds upon
the already established components of cross-organization teaming, synchronized
communications, law enforcement partnerships, coordinated incident response, risk
identification and mitigation, and information dissemination. The vision is to facilitate an
increased conceptual awareness of information assurance issues and objectives while
implementing effective planning and management practices to achieve compliance
with State and Federal statutes. In short, I-STEP seeks to leverage and develop existing
education and administration programs to ensure compliance with defined policies,
procedures, standards and guidelines through effective governance and accountability.

OKLAHOMA



2008
Proclamation signed by Governor Brad Henry.  Awareness activities included distribution
of literature (MS-ISAC posters and local government cyber security booklets, and iKeepSafe
Parent Resource CD) to all participants of quarterly InfraGard meeting in October. MS-ISAC
Toolkit materials were distributed at the statewide Cyber Security Conference. Audience
for Awareness Month activities included hundreds of participants from State and Federal
agencies, Higher Education, InfraGard and other public and private sectors. (MS-ISAC
After-Action Report, 2008)

2007
Proclamation signed by Governor Brad Henry.  Awareness Month activities included:
distribution of literature (MS-ISAC posters and local government cyber security booklets,
and iKeepSafe Parent Resource CD) to all participants of quarterly InfraGard meeting in
October.  Presentation of MS-ISAC Toolkit materials at statewide Cyber Security Conference
on December 7, 2007 to all attendees. Audience for Awareness Month activities included
more than 500 individuals from state agencies, higher education, Infragard and others.
(MS-ISAC After-Action Report, 2007)

RESOURCE GUIDE FOR STATE CYBER SECURITY AWARENESS, EDUCATION, AND TRAINING INITIATIVES 51



52 RESOURCE GUIDE FOR STATE CYBER SECURITY AWARENESS, EDUCATION, AND TRAINING INITIATIVES

Oregon CISO:  Theresa Masse; theresa.a.masse@state.or.us

Oregon Enterprise IT Security Webpage: www.oregon.gov/DAS/EISPD/ESO/index.shtml

Oregon Information Security Resource Center: http://secureinfo.oregon.gov/

Oregon’s 2009 recognition awards submission details the security risk assessment initiative
the state has implemented over the past three years.  It describes 2007 and 2008 reviews
and analysis that established baseline risk assessments in various categories, among which
was security awareness and education.  Thereafter, the submission describes significant
progress in awareness and education once risks were identified.  See the submission for
further details; Oregon Department of Administrative Services – Enterprise Information
Security Business Risk Assessment, May 11, 2009.    

2008
Proclamation signed by Governor Ted Kulongoski.  Awareness activities included the
distribution of toolkit materials to all State agencies. (MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Ted Kulongoski.  In an effort to raise awareness, the
MSISAC Toolkit materials were distributed to stakeholder groups and a new Information
Security Resource Center Website was launched. Materials were made available to other
state agencies through the Website and materials provided by MS-ISAC were distributed.
Oregon conducted outreach through the information security officers and CIOs at
approximately 20 state agencies. (MS-ISAC After-Action Report, 2007)

OREGON



Pennsylvania CISO:  Robert Maley; rmaley@state.pa.us

Pennsylvania IT Security Homepage:
www.portal.state.pa.us/portal/server.pt?open=512&objID=337&mode=2

Pennsylvania Cybersecurity Awareness Webpage:
www.portal.state.pa.us/portal/server.pt/community/security_awareness/494

Enterprise Security Architecture—Commonwealth of Pennsylvania: Awareness and
training are included as a critical part of Pennsylvania’s overall Enterprise Security
Architecture.  (Source:  NASCIO IT Security Awareness and Training:  Changing the
Culture of State Government, 2007; Baseline (?) p. 4)

Legislative Awareness—Commonwealth of Pennsylvania: To build awareness among
legislators and citizens, Pennsylvania conducts an annual “Security Awareness Day” at the
state Capitol to raise awareness.  (Source:  NASCIO IT Security Awareness and Training:
Changing the Culture of State Government, 2007; Awareness,  p. 6)

Commonwealth of Pennsylvania also holds CISO Roundtables as learning sessions with
guest speakers.  (Source:  NASCIO IT Security Awareness and Training:  Changing the
Culture of State Government, 2007; Use Agency CSOs,  p. 8)

Pennsylvania Security Awareness Posters:
http://www.portal.state.pa.us/portal/server.pt?open=512&objID=494&&PageID=205259&
mode=2

The Commonwealth held a cross-agency cyber security training exercise in which eleven
agencies participated over two days in the table-top exercise.  A lessons-learned
discussion followed resulting in a formal report.  Pennsylvania also participated in the MS-
ISAC’s Cyber Tempest (a regional effort with five states participating).  In addition, the
Commonwealth will be participating in DHS’s Cyber Storm II in 2008.  (Source:  NASCIO IT
Security Awareness and Training:  Changing the Culture of State Government, 2007;
Training, p. 12)

2008
Proclamation signed by Governor Edward Rendell.  Awareness activities included the
distribution of a new security awareness course to all Commonwealth employees via the
learning management system. It is mandatory that all commonwealth employees take the
course. During the month of October over 45,000 Commonwealth employees successfully
completed the course. In mid-October the Commonwealth cyber-security conference was
held at the Keystone building in Harrisburg, Pa. Andy Purdy was the keynote speaker. Over
20 different security vendors participated in the event in 26 different security sessions. A
vendor exposition was also held in the main atrium of the building. Over 200 security
personnel from most commonwealth agencies as well as county and local security
professionals attended the conference. (MS-ISAC After-Action Report, 2008)

PENNSYLVANIA
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2007
Proclamation signed by Governor Edward Rendell.  The following activities were
undertaken: the First Annual Cyber Security Conference was held at the Commonwealth
Technology Center in Harrisburg. Six subject matter experts collectively held a total of 23
educational sessions throughout the day. Audience for the Conference were
Commonwealth Agencies (over 22 state agencies). Additionally, members from NSA and
Homeland Security attended. All Presentations and Power Points have been made
available for download on our CyberSecurity site. The MS-ISAC Toolkit materials were
distributed to all attendees of the Conference as well as distributed throughout the month
for agencies to use. Posters were prominently displayed in all areas of the buildings. (MS-
ISAC After-Action Report, 2007)



Puerto Rico Security Contact: Juan E. Rodriguez de Hostos (CIO);
jerodriguez@fortaleza.gobierno.pr

PUERTO RICO
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Rhode Island CISO:  Ernest Quaglieri; equaglieri@doit.ri.gov; 401-462-9202

Rhode Island IT Security Home Page:  www.doit.ri.gov/security/

Rhode Island Cybersecurity User Awareness Webpage:
www.doit.ri.gov/security/identity.php

NASCIO 2009 SURVEY RESPONSE:

1. Executives/Public Officials 
Materials from MS-ISAC including a guide to firewalls, Internet and Acceptable Use
templates, Local Government Cybersecurity and Guide to properly Disposing of Media. 

2. State Workforce 
Specialized training is provided where required for users of federal or specialized
systems. Cyber-Security posters are displayed throughout the state footprint.

3. Citizens
There is no citizen training or awareness at this time.

4. IT/Security Staff 
IT Security Staff members have a number of industry recognized certifications, such as
CISSP, MCSE, SANS GSEC, GCIH and GSNA. Also, two staff are Certified Computer
Examiners.

2007
The MS-ISAC Toolkit materials were distributed to partner agencies and schools reaching
approximately 6,000-7000 employees across 40 agencies. (MS-ISAC After-Action Report,
2007)

RHODE ISLAND



South Carolina CISO:  James MacDougall; macdoug@cio.sc.gov
South Carolina ISAC: https://sc-isac.sc.gov/
South Carolina IT Security Homepage:
www.cio.sc.gov/productsandservices/securitymain.htm
Security Training, Awareness and Policy Services:
www.cio.sc.gov/productsandservices/securitytraining.htm

2008
Proclamation signed by Governor Mark Sanford.  Governor Sanford signed the
Proclamation. Awareness activities included an all day Cyber Security conference on
October 16 at the SC State Museum auditorium with state, local, higher education, and K12
security representatives attending. The featured presenters included SC Chief Security
Officer, SC Law Enforcement Division (SLED), FBI Cyber Squad, US Secret Service, and
several security vendors. We distributed MS-ISAC Toolkit materials and South Carolina SC-
ISAC materials to all attendees. Working with the Department of Education, we initiated a
project to install IDS devices in 85 school districts to provide ongoing monitoring and
support and to register them with the US-CERT web site to share information and raise
awareness. This project is 85% complete. Cyber Security information is now included in bi-
monthly newsletters sent to all agency directors, the security website was enhanced, and
weekly conference calls were initiated for SC-CSIRT members. (MS-ISAC After-Action
Report, 2008)

2007
Proclamation signed by Governor Mark Sanford.  (MS-ISAC After-Action Report, 2007)

SOUTH CAROLINA

RESOURCE GUIDE FOR STATE CYBER SECURITY AWARENESS, EDUCATION, AND TRAINING INITIATIVES 57



58 RESOURCE GUIDE FOR STATE CYBER SECURITY AWARENESS, EDUCATION, AND TRAINING INITIATIVES

South Dakota CISO:  Jim Edman; jim.edman@state.sd.us; 605-773-4861

South Dakota Bureau of Information Technology Cyber Security Website:
www.state.sd.us/bit/bitservices/standards/cybersecurity.htm

NASCIO 2009 SURVEY RESPONSE:

1. Citizen awareness – distribute MS-ISAC toolkit material at ‘Capital for a Day’.
Government events that are held at various cities around the state, whose focus is on
the community and its citizens.

2. State workforce and Citizen awareness – South Dakota now maintains a Cyber
Security web page located at:
www.state.sd.us/bit/bitservices/standards/cybersecurity.htm

Newsletters:
www.state.sd.us/bit/Services/CyberSecurity/newsletters/MSISAC%20Cyber%20Tip%20July
%202007.pdf

This state’s online security training system includes an Information Technology User
Security Guide with IT security policies and procedures for state employees and
contractors.  All current state employees were required to take this course and each new
state employee takes the course at his or her new employee orientation period.  (Source:
NASCIO IT Security Awareness and Training:  Changing the Culture of State Government,
2007; Online training, p. 12)

2008
Proclamation signed by Governor Mike Rounds.  Awareness activities included the creation
of a new cyber security page for the state. (MS-ISAC After-Action Report, 2008)

SOUTH DAKOTA

www.state.sd.us/bit/Services/CyberSecurity/newsletters/MSISAC%20Cyber%20Tip%20July%202007.pdf


Tennessee CISO:  Jason Gunnoe; jason.gunnoe@state.tn.us

Tennessee Office for Information Resources Webpage:
www.state.tn.us/finance/oir/security/

Tennessee OIR Cyber Security Awareness Month Webpage:
www.state.tn.us/finance/oir/security/cyber_security_month.html

This state’s Cyber Academy is an online tutorial that includes lessons on all types of
computer security issues with quiz questions interspersed throughout.  Anyone can take
this online quiz, although it is geared to state employees.   (Source:  NASCIO IT Security
Awareness and Training:  Changing the Culture of State Government, 2007; Online
training, p. 12)

2008
Proclamation signed by Governor Phil Bredesen.  Awareness activities included issuing
Weekly Cyber Tips, and developing three short webcasts. The State also utilized the SANS
partnership and offered Defensible .NET to 54 students. While the theme was not strictly
Cyber Security Awareness, the State conducted meetings with client agency management
to promote the security program. Developers and system administrators were the target
audience for the class. End-users were the target for the Cyber Tips and webcasts.
Information about the webcasts and the Cyber Tips were sent to approximately 42,000
employees. (MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Phil Bredesen.  Awareness activities included
participation in the MS-ISAC cyber security webcast, including the First Lady’s Assistant;
conducted a password poster campaign, posted in more than 200 locations during the
month of October; hosted a SANS partnership class with more than 120 students. (MS-
ISAC After-Action Report, 2007)

TENNESSEE
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Texas CISO:  Bill Perez; Bill.perez@dir.state.tx.us

Texas Dept. of Information Resources – SecureTexas Website:
www.dir.state.tx.us/securetexas/

Risk Assessments Regarding Social Engineering—State of Texas: The State’s
Department of Information Resources conducted penetration testing of many agencies to
determine if agency employees were vulnerable to phishing and other types of attacks
that use social engineering.  This helped to identify agencies’ training needs and build the
business case for funding that training.  (Source:  NASCIO IT Security Awareness and
Training:  Changing the Culture of State Government, 2007; Baseline (?) p. 4)

[Texas] provides periodic cyber-security forums and conferences, including an Annual
Cyber Security Forum, and information on security-related educational opportunities that
might interest agencies’ Information Security Officers.  (Source:  NASCIO IT Security
Awareness and Training:  Changing the Culture of State Government, 2007; Use Agency
CSOs,  p. 8)

2008
Proclamation signed by Governor Rick Perry.  Awareness activities included the launch of
the TX-ISAC Secure Portal, which was aggressively publicized during this period resulting
in over 100 state entities enrolling/registering for access to the site; extra editions of the
Cyber Security Tips newsletter were distributed each week during the month of October;
co-sponsored a three-part webcast series, hosted by Verizon Business Security Solutions,
on October 8 & 21, and November 18. The series addressed the many security challenges
associated with the extended enterprise – data breaches, data loss and identity
management. Publicized the Cyber Security National Webcast Initiative on Phishing during
October; Supported the fourth annual workshop on cyber security education and training
for states and communities hosted by the Center for Infrastructure Assurance and Security
at the University of Texas at San Antonio; Sponsored additional high quality training, such
as SANS Web Application Security two-day workshop, a Secure Web Programmer course
and a Carnegie Mellon/SEI course on Computer Emergency Response Team development.
(MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Rick Perry.  (MS-ISAC After-Action Report, 2007)

TEXAS



Utah CISO: Michael Casey; mcasey@utah.gov

Utah Enterprise Information Security Office Webpage: http://dts.utah.gov/security/

Utah DTS Security Awareness Webpage:
http://dts.utah.gov/security/awareness/index.html

In 2006, Utah initiated an online training program for state employees, in conjunction with
Cyber Security Awareness Month.  In that year, more than 16,000 state employees
completed online awareness training (over 90% of Executive Branch employees). In
addition, the Judicial and Legislative branches also had significant participation—resulting
in more than 75% of all State employees completing the training. By the end of 2006, 96%
of all Executive Branch employees had completed the training. Since that time, annual
training has regularly exceeded 95%.  

A record that employees have passed the online training is entered in employee’s
personnel records.  

The 2009 program covers the following categories of information: 
1. Authentication and Password Management 
2. Security Threats and Menaces 
3. Internet Security and Malicious Code 
4. Awareness of Social Engineering 
5. Identity Theft and Fraud 

More detailed information can be found in Utah’s 2009 Recognition Awards nomination at
the following address:  
www.nascio.org/awards/nominations/2009/2009UT9-nasciosecurity2009.pdf.

Business Case for Online Training Tool—State of Utah: Utah has supported its business
case for an enterprise online IT security training tool by citing the time that would be
saved by employees in terms of travel time to in-person training and reduction of time
spent by agency security personnel providing awareness and training and answering
employee questions.  In addition, online training saves costs in terms of travel, facilities and
dedicated trainer costs.  (Source:  NASCIO IT Security Awareness and Training:  Changing
the Culture of State Government, 2007; Business Case,  p. 7)

Forging New Partnerships—State of Utah: Through its new online training tool for IT
security, Utah’s CIO forged new relationships with the state’s Risk Management and Surplus
Property Departments, and the Bureau of Criminal Identification.  (Source:  NASCIO IT
Security Awareness and Training:  Changing the Culture of State Government, 2007;
Partnering with other agencies,  p. 8)

UTAH
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2008
Proclamation signed by Governor Jon Huntsman.  Awareness activities included the
Department of Technology Services inviting a speaker each Wednesday and conducting
two sessions and streamed it out to all state employees. After the sessions were over the
streaming was edited and put on our security site for all to view. This made it possible for
those not attending to see the events at a later date. The target audience was state
employees, city and county employees, State Board of Education, and some private
citizens.  (MS-ISAC After-Action Report, 2008)



Vermont Information Security Webpage:  http://itsecurity.vermont.gov/

VERMONT
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Virginia CISO:  John Green; john.green@vita.virginia.gov; 804-416-6013 

Virginia State IT Security Webpage: www.vita.virginia.gov/security/

Virginia – Information Security Toolkit Webpage:
www.vita.virginia.gov/security/default.aspx?id=5146

NASCIO 2009 SURVEY RESPONSE:

1. Executives/Public Officials
One of the Commonwealth of Virginia (COV) Information Security Council committees,
Making Information Security an Executive Management Priority (MISEMP) Committee,
is dedicated to educating and raising the information security awareness of COV
executives.  

Ongoing initiatives include: security presentations at the Commonwealth Management
Institute, Virginia Executive Institute and cabinet briefing, as well as security articles in
the weekly Leadership Communiqué for agency heads and Cabinet members.  Future
plans include a devoted executive section in the Information Security Awareness
Toolkit, a quick reference guide for executives on certain key security responsibilities
and expanded coverage of information security topics in the curricula for the
Commonwealth Management Institute and Virginia Executive Institute. 

Website Link: MISEMP Committee, Information Security Awareness Toolkit

2. State Workforce  
The Commonwealth Information Security Standard requires that each agency develop
an information security training program, including annual training and regular
distribution of security information, so that each IT system user is aware of and
understands specific security concepts that provide protection of Commonwealth
information.   

Monthly publications including the Network News e-bulletin for state agencies and
institutions and the Service Bulletin for localities and institutions of higher education
include a link to the Information Security Tips publication. The internal Commonwealth
payroll system is used to broadcast security one-line reminders and to publicize COV
security publications. 

Website Links: COV IT Security Standard, Network News, Service Bulletin

3. Citizens  
Citizens are provided with information security awareness information for use at work
and at home through monthly distributions and a toolkit.  

VIRGINIA

http://www.vita.virginia.gov/uploadedFiles/Library/PSGs/IT_Security_Standard_501_01.pdf
http://www.vita.virginia.gov/communications/publications/networknews/
http://www.vita.virginia.gov/communications/publications/servicebulletin/default.aspx?QuarterImage=First09
http://www.vita.virginia.gov/security/default.aspx?id=526
http://www.vita.virginia.gov/security/default.aspx?id=5146


Information Security Tips: This distribution, which is a collaboration with the Multi-State
Information Sharing and Analysis Center (MS-ISAC), informs citizens of general security
topics, concerns and what actions or practices they can take to protect their systems
and/or information.   

Citizen’s Information Security Advisory: This distribution informs citizens of software
security related vulnerabilities and the security updates and/or actions required to
protect their home computers.   

Information Security Awareness Toolkit: The toolkit provides information for citizens
regarding internet security to protect them and their children.   

Website Links: Information Security Tips, Citizen’s Information Security Advisory,
Information Security Awareness Toolkit

4. IT/Security Staff   
Commonwealth Information Security professionals are provided with the opportunity
to attend regularly scheduled security meetings and conferences and are provided
with weekly security advisories.  

Commonwealth Information Security Conference: This is an annual conference for state
and local government attendees.  

Information Security Officers Advisory Group (ISOAG) Meeting: This is a monthly
meeting that provides an opportunity to inform and instruct Information Security
Officers on COV security practices and discussion of common issues and resolutions.  

Commonwealth Security Resource Center: The online resource center provides security
advisories to inform IS professionals of software security related vulnerabilities and the
security updates and/or actions required to protect the Commonwealth systems and
COV security attack statistics.   

Information Security Awareness Toolkit: The toolkit provides information for
information security professionals to share with agencies, such as videos, posters,
bookmarks, guides and brochures.   

Website Links: COV Information Security Conference, Information Security Officers
Advisory Group, Commonwealth Security Resource Center, Information Security
Awareness Toolkit
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2008
Proclamation signed by Governor Tim Kaine.  Awareness activities included a variety of
events held by multiple agencies and localities in the Commonwealth of Virginia, ranging
from all day conferences to lunch time speakers with giveaways to week long events. The
audience varied - employees and IT users were dominant but students, citizens and all
levels of government were included.  (MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Tim Kaine.  Commonwealth Information Security Council
wrote an article weekly for the Governor’s Leadership Communiqué which is the electronic
newsletter that goes to the Cabinet officials and agency heads in the Executive Branch; a
number of state agencies conducted awareness and education activities. Activities were
targeted to end users of the Commonwealth Network and citizens. The MS-ISAC Toolkit
was posted on the website and distributed through a variety of channels. (MS-ISAC After-
Action Report, 2007)
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Washington CISO:  Agnes Kirk; agnesk@dis.wa.gov
Washington State IT Security Webpage: http://techmall.dis.wa.gov/sec.aspx
Washington State Internet Safety Page: http://dis.wa.gov/news/internetsafety.aspx

2008
Proclamation signed by Governor Christine Gregoire.  (MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Christine Gregoire.  (MS-ISAC After-Action Report, 2007)

WASHINGTON
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West Virginia CISO:  Jim Richards; Jim.A.Richards@wv.gov

West Virginia Office of Information Security and Controls Webpage:
www.state.wv.us/ot/article2.cfm?atl=E7F0EC88-B89D-11D5-92170020781CA4C6&fs=1

In addition to other cyber-awareness activities, the West Virginia Office of Technology is
holding a cyber security seminar on October 19.  The day-long seminar will address the
areas of cyber threats, effective practices to safeguard computer information, personal
accountability, risk management, and privacy issues.  The event’s target audience is public
sector officials and employees, but the general public and private sector representatives
are also encouraged to attend. The event is also being made available as a live webcast,
and a recorded version of the seminar will be online following the event.

2008
Proclamation signed by Governor Joe Manchin III.  Awareness activities included
participation in two events. The first one was a “Lunch and Learn session on Information
Security.” The event was open to all and was attended by approximately 35 people. The
theme was “Meet Your Information Security Team.” Discussion centered around NASCIO “AT
RISK” video. MS-ISAC toolkit materials were handed out at this event. The second event was
conducted on October 25th, and was a “Shred Day.” This event provided immediate
shredding-while-you-watch for anyone who came. The day involved a steady stream of
participants, some with fairly large quantities of material. The response was very positive
and appreciated. It was a successful event for a first-time event and threat of rain.
Shredding company provided service at no charge. (MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Joe Manchin III.  MS-ISAC Toolkit materials have been
posted and distributed to state employees. (MS-ISAC After-Action Report, 2007)

WEST VIRGINIA



Wisconsin CISO:  Mike Lettman; mike.lettman@wisconsin.gov

Wisconsin IT Security Webpage: http://itsecurity.wi.gov/

Wisconsin IT Security Awareness Webpage:
http://itsecurity.wi.gov/section_detail.asp?linkcatid=2907&linkid=1498&locid=89

2009
Proclamation planned to be signed by Governor Doyle.
Social Networking presentations on the pros and cons of Web 2.0 offered to state agencies
and professional organizations.
Identity theft presentations offered to state agencies.
Cyber component for national preparedness month during September on
http://readywisconsin.wi.gov/readywi/informed/cyber_crime.asp available to business,
government and citizens.
Distributing MS-ISAC Toolkit items (posters, pamphlets, bookmarks, calendars) to state
agency security officers (52 agencies, 38,000 employees), monthly newsletters to agency
security officers and CIO’s to distribute or post within the agencies for all employees.
Make MS-ISAC toolkit available on website available to business, government and citizens.
Broadcast availability of toolkit to local governments via listserv.
Monthly security meetings with agency CISO’s discussing current cyber threats and
security awareness.
Daily/Weekly updates on Cyber threats and information in publications to Wisconsin Law
Enforcement.
Division of Enterprise Technology has a dedicated resource for Homeland Security and the
state CIO is a member of the WI Homeland Security Council that meets monthly

2008
Proclamation signed by Governor Jim Doyle.  (MS-ISAC After-Action Report, 2008)

2007
Proclamation signed by Governor Jim Doyle.  Awareness activities included distributing
the MS-ISAC Toolkit items (posters, pamphlets, bookmarks) to State Agency Security
officers (52 agencies, 38,000 employees); calendars were distributed to 4th & 5th grade
teachers; Brown Bag presentation was held on Identity Theft for State Staff; Cyber Security
presentation to professional groups; approximately 2,575 letters were distributed to the
principals/administrators of the Wisconsin Public and Private schools which included the
signed Proclamation and other cyber security materials. The materials were also posted on
the public website. (MS-ISAC After-Action Report, 2007)

WISCONSIN
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Wyoming Security Contact:  Bob von Wolffradt (CIO); rvonwo@wyo.gov
Wyoming Cyber Security Homepage: www.wyoming.gov/cybersecurity.aspx

Wyoming provides information for children, publications, bookmarks, calendars, and
posters.  

2008
Proclamation signed by Governor David Freudenthal.  Awareness activities included
handing out toolkit materials to all state agencies, briefing all committees and
subcommittees of Governance model on need for cyber security awareness, and briefed
cyber awareness actions at Governor’s cabinet meeting. Target audience was State
government employees. (MS-ISAC After-Action Report, 2008)

WYOMING
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