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EXECUTIVE SUMMARY 

Robert Frost tells us that “[g]ood fences make good neighbors” in his poem “Mending Wall.”  The parties 
on seemingly opposite sides of the structure have different perspectives and responsibilities, but both 
hold a common interest to come together to maintain the wall.  Akin to the wall in the poem, operation 
of a successful state government information security program requires the active participation of both 
the Chief Information Security Officer (CISO) and state agency directors to ensure that IT systems are 
operated securely and are available to meet agency needs.  In a consolidated IT state, the division of 
responsibility between the CISO and agency director can seem blurred.  Treating cybersecurity solely as 
an IT problem and ignoring the agency responsibilities as system owners is a recipe for failure. 
 
To be effective, the relationship between the CISO and agency directors needs to include objective, 
business-friendly metrics that are commonly understood and used to make business decisions.  It is 
imperative to demystify cybersecurity risk by avoiding jargon and having a shared perspective on the 
shared risks.  The Security Scorecard was developed as a quarterly report for each agency director that 
provides clear actionable information related to that agency’s specific security posture.  The Security 
Scorecard is used as a baseline for further conversations between the CISO and agency directors. 
 

IDEA 

The State of Illinois consolidated agency IT functions in 2018 and created a Statewide CISO within the 
Department of Innovation & Technology (DoIT) to oversee information security.  DoIT operates 
thousands of IT systems in support of state agency programs that serve the residents of Illinois.  
Consolidation allows the State to reap the rewards of standardization, specialized expertise, and 
facilitation of a unified approach to the operation of information security technology. 
 
Cybersecurity does not exist in a vacuum. Successful programs require executive sponsorship and 
cooperation from state agency directors.  Although the CISO is responsible for the operation of the 
security tools that protect agency applications, it is agency directors who have responsibility for their 
programs, and, by extension, what applications and systems must be operated to enable these 
programs.  Protecting these systems requires collaboration between the CISO and the agency directors.  
For this relationship to be productive, the CISO must be positioned to effectively communicate the key 
risks to each agency’s systems, the business and financial obstacles faced to mitigate these risks, and 
agency user behavior that might be increasing these risks, in an objective, business-friendly manner. 
 
DoIT developed the Security Scorecard idea to provide a quarterly report to state agency directors of the 
key risks and security challenges at their agency.  While not comprehensive, the Scorecard provides 
objective, actionable information to the agency director from the CISO and serves as a basis for 
conversations between the CISO and agency director. 
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IMPLEMENTATION 

The Security Scorecard is a clear, though incomplete, snapshot of each agency’s security posture.  
Updated Security Scorecards are provided quarterly so progress or regression can be made visible.  The 
items included in the Scorecard are selected because they are both objective and actionable by an 
agency director.  Some of the actions a director might need to take include things such as making a 
budget request to replace an outdated system, reminding employees of their responsibility to report 
phishing emails, and ensuring that HR is providing offboard notices in a timely fashion so that user 
accounts are disabled at separation. 
 
The Scorecard is laid out in five sections, each covering a critical and measurable aspect of the agency’s 
cybersecurity posture.  The first section consists of a RiskSense score, similar to a FICO score, that 
represents the health of the agency’s servers.  The CIO serving each state agency provides summaries of 
the efforts underway or roadblocks related to applications that are responsible for the five lowest 
scoring servers. 
 

 

(NOTE:  This graphic is for demonstration purposes only and does not contain actual Illinois data.)   
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The second section discusses resiliency and disaster recovery plans for applications identified as critical 
to agency business functions through the Business Impact Analysis process.  Ideally, resiliency plans 
should be completed for each critical application.  
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The third section is related to security awareness training compliance and agency user performance on 
proactive phishing campaigns conducted during the quarter. 
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Section four describes the CISO’s view of the completeness of agency-specific policies, procedures, and 
roles that the agency needs to implement to address the agency responsibilities being audited by the 
Office of Auditor General during compliance audits.  
 

 

 
Section five contains the responsiveness and results from the monthly Human Resources account 
validation process.  In this monthly process, employee user accounts that have been unused for 60 days 
are flagged and HR is asked to validate the current employment status of the users.  This process is a 
necessary check for accounts that have not been properly offboarded at the time of employee 
separation.  
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IMPACT 

The Security Scorecard has been wildly successful.  There has been significant improvement by state 
agencies in the areas measured and reported on in the Security Scorecard.  The number of unsupported 
systems has greatly decreased, employee performance at agencies on proactive phishing campaigns has 
improved, and compliance audit findings at agencies have been reduced. 
 
The overall impact to the State’s security culture has been far greater than just improvements to the 
categories in the report.  The Security Scorecard serves as a conversation topic between agency 
directors, the CISO, and the DoIT Secretary using a common language that easily translates into 
actionable tasks that will directly improve the agency and the State’s security posture.  Some state 
agency directors meet with the CISO team monthly or quarterly to discuss the performance of their 
agency and to seek guidance on how to improve.  The Scorecard demystifies cybersecurity, provides a 
framework for agency directors to openly communicate risks at their agency, and helps them 
understand how the decisions they make about their programs impact the State’s cybersecurity posture. 
 
State agency directors utilize the information provided in the Scorecard to make budget requests for 
system upgrades and more frequently engage the CISO early in the acquisition process.  Security 
Scorecards are also frequently referenced by agency directors when discussing their agency’s 
cybersecurity posture when testifying in legislative committees.  Usage of the Scorecards has not only 
enabled data-driven decision making related to cybersecurity risk, but has also converted agency 
directors from passive customers into vocal advocates for modernization and increased security efforts 
statewide. 
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