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EXECUTIVE SUMMARY

The state IT and business landscape continues to change,
reflecting both emerging approaches to delivering IT products and
services, and also the faster paced, more complex environment
faced by state ClOs. We asked state ClOs to share their
perspective on a number of topics, with a particular focus on the
emerging role of the ClO as a broker of shared services, and

on the use of incremental software development approaches to
accelerate the delivery of value to customers. These topics share a
common theme — customer expectations continue to rise, and state
CIOs must be agile enough to adapt to changing circumstances
and to rapidly deliver business value. We also asked ClOs about
the characteristics they felt were most valuable for a state CIO, and
which dimensions of the role were most critical for success.

BUSINESS MODELS, SOURCING AND THE G0 AS BROKER

State CIOs continue to preside over an increasingly diverse set

of service delivery models and sourcing options. Since 2010 we
have asked ClOs to tell us what business models they are using to
deliver IT services. Over that time period there has been a steady
progression towards data center consolidation and increased use
of outsourcing, particularly for IT applications and services.

We asked CIOs about their business model and sourcing plans

for the future. As their responses showed, the dominant future
business model for the state ClO organization will be a shared
services organization leveraging managed services and application

outsourcing to deliver a significant proportion of the service
portfolio. We also asked CIOs to what extent they saw their state
CIO organization migrating from a direct provider of services to a
‘broker’ of services. Every respondent stated that they expected
in the future to be functioning as a broker of services for at least
some of their services. This is clearly the state CIO business
model of the future — the differences will be in the mix of services
provided and in the proportion of assets that are owned and
operated by the state.

Not surprisingly, a significant majority of ClIOs believed that this
transition will have an impact on the funding of the state CIO
organization. AiImost one third of CIOs feel that the overall revenue
to the CIO organization will decrease as a result of the change.
When asked for advice for CIO organizations transitioning into a
broker role, the same two recommendations occurred again and
again: i) consolidate first; and ii) exit strategies must be written in
contracts up front.

AGILE AND INCREMENTAL SOFTWARE DELIVERY

State IT projects continue to receive significant exposure and
attention, both from state legislators and from the media. There
continues to be a general perception that states are struggling
to implement technology solutions. This perception — whether
warranted or not — ramps up the pressure on state CIOs to
improve the management of technology projects and to clearly




demonstrate the value that their organizations are providing to
business customers. Over the last several years there has been a
pronounced movement in the private sector away from extended,
traditional waterfall lifecycle projects and towards the rapid delivery
of software in an incremental fashion, often using agile software
development techniques. This transition is also beginning to
happen in the public sector, but at a slower pace.

We asked CIOs how they would characterize the use of agile
approaches within their state. Almost all states have some degree
of agile development ongoing. However, for most states the use
is limited to certain projects and not subject to any centralized
oversight or guidelines. There are a few states who have
pioneered a state-wide approach to agile and who have invested
in state-level training and project management office programs.
The majority of states are not yet in a position to decide whether
these approaches will be more or less successful than traditional
approaches. Almost three quarters of ClOs anticipate increased
use of agile software delivery approaches in the next couple of
years. It appears that agile is definitely moving into the mainstream
in state government.

GRITICAL SUCCESS FACTORS FOR THE CI0

The state CIO position operates in a challenging environment
of strategy, operations, service delivery and policy. New service
demands, technology platforms, sourcing models and development

approaches add excitement to each day. We asked state ClOs
to rank the three most important leadership traits to the critical
success of a state ClO. By a wide margin, ‘Communicator’ was
viewed as the most important, with ‘Strategist’' and ‘Relationship
Manager’ the second and third most important.

With a multi-dimensional role, state ClOs have many touch
points within state government and externally. Relationships with
key state executives are paramount to the success of the CIO
organization, especially if a lack of clarity exists regarding the
authority of the ClIO. When asked to rate the importance of each
relationship, the relationship between the state CIO organization
and the cabinet Secretary/Director ranked the highest. This
relationship was followed closely by the Governor/Chief of Staff
and then state Budget Director.

We also asked the ClOs what they viewed as the most critical
dimension of their role. ‘Enterprise vision and strategy’ was the
clear number one choice. The second and third choices were
‘Security and risk management’ — an area of concern for all ClOs
at the moment — and ‘Align IT for value creation,” which echoes
results earlier in the survey that highlighted the importance of the
CIQO in driving value to the business.




ABOUT THE SURVEY

SURVEY PURPOSE

The National Association of State Chief Information Officers
(NASCIO), Grant Thornton LLP and CompTIA have collaborated for
a fifth consecutive year to survey state government IT leaders on
current issues, trends and perspectives. The survey sponsors seek
to provide these state government IT leaders with an opportunity

to voice their thoughts and opinions on matters of high importance.
Governors, legislatures and business leaders can benefit from these
knowledgeable insights about essential state IT services.

METHODOLOGY

In Spring, 2015, the sponsors jointly developed a series of questions
reflecting both the new issues of the day as well as follow-up on
some of the questions they included in the 2013 and 2014 survey.
The questions were presented to state ClOs in an online tool, and
between June and August 2015, they individually logged in and
addressed the forty-six multiple-choice and open-ended questions.

The response rate was excellent with forty-seven of the NASCIO
member states and territories completing the survey. Primary
respondents were the state ClOs, although deputy ClOs and
other senior state IT leaders contributed. Throughout the survey,
we refer to them all as state CIOs. Thirty four of the respondents
also participated in the 2014 survey. However, new perspectives
were introduced by 28% of the respondents who are different due
to the normal turnover that occurs in state CIO positions. We also
conducted in-person interviews with 18 state ClOs and incorporated
their ‘advice from the trenches’ along with the quantitative and
qualitative responses to the online survey.

ANONYMITY

This report reflects the responses and opinions of the survey
respondents to the maximum extent possible. However, to preserve
anonymity we do not attribute responses to specific individuals.

To obtain a copy of the survey report or questionnaire, please see
the inside back cover of this report for directions to the sponsor
organizations’ websites.
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BUSINESS MODELS, SOURCING AND THE CI0 AS BROKER

State ClOs continue to preside over increased diversity in service
delivery models and sourcing options. Since 2010 we have asked
CIOs to tell us what business models they are using to deliver IT
services. As the table below shows, over that time period there
has been a steady progression towards consolidation, optimization
and increased use of outsourcing, particularly for IT applications
and services. While approximately one-third of states continue to
own and operate all IT assets and operations, over half of states
now outsource at least some IT infrastructure operations and use
a managed services model for some or all IT operations. Four out
of five states also outsource at least some IT applications and
services, a significant increase from the 42% reported in 2010. The
use of a shared services model for provision of IT services has
now become the norm with over 80% of states using that model,
up from just 66% in 2010.

What business models and sourcing strategies does your state CIO organization
currently use?

2010 2013 2014 2015

Responses  Responses ~ Responses  Responses

Owns and operates all state IT 32% 30% 37% 30%
assets and operations

Owns and operates multiple data ~ 58% 65% 58% 53%
centers

Owns and operates a 55% 57% 65% 64%
consolidated data center

Outsources some of its IT 58% 51% 46% 58%
infrastructure operations

Outsources some of its IT 42% 69% 81% 79%
applications and services

Uses a managed services model ~ 50% 65% 60% 55%
for some or all IT operations

Uses an IT shared services 66" 73% 70% 83%
model for some or all IT
operations

We asked CIOs about their business model and sourcing plans
for the future. As the table below shows, the direction is clear — a
continued reduction in state-owned and operated data centers,

no increase in state staff and a continued increase in outsourcing,
including an expanding use of IT shared services and managed
services. If ClOs follow through on the plans represented by

the data, the dominant future business model for the state CIO
organization will be a shared services organization leveraging
managed services and application outsourcing to deliver a
significant proportion of the service portfolio. It is notable that while
no respondents planned a generalized pullback from outsourcing,
almost one in five ClOs expected that certain specific operations
that are currently outsourced would be brought back in-house. This
may reflect lessons learned from a first generation of outsourcing
contracts and a better appreciation of what types of services are a
better fit for outsourcing.

How does your state CIO organization plan to deliver or obtain IT services over
the next three years (e.g., server and platform administration, backup, storage,
software and hardware maintenance, network management and service desk
management)?
Expand existing IT shared services model

Outsource business applications through a SaaS model
Expand existing managed services model

Downsize state-owned-and-operated data center(s)
Expand outsourcing

Introduce a managed services model

In-source some operations that currently are outsourced
Introduce outsourcing as a new service model

Maintain the status quo

Introduce an IT shared services model

Build new data centers

Downsize or scale back existing managed services model
Increase state IT staff

Downsize or scale back outsourced operations

Downsize or scale back existing IT shared services model




With the increased length of experience in using shared services
models, we asked ClOs if these models are providing the expected
cost savings. Two thirds of respondents felt that savings were
greater than or equal to expectations. Only six percent of CIOs
thought that cost savings were less than expected.

Are IT shared services delivering the expected cost savings?

The cost savings has been
about what was expected

The cost savings has been
less than expected

The state has not yet
measured the cost savings

Other

The cost savings has been
greater than expected

Many states however are not measuring savings in an organized
fashion — the issue is often that baseline measures were not there
prior to beginning use of shared services, so it is difficult to assess
the nature of savings. Other respondents stated that while the
shared services model has certainly provided value, the value was
more in terms of cost avoidance rather than actual savings.

Does your organization intend to move toward a managed services model?

Yes, we are currently implementing
a completely managed services
model

Yes, we are expanding our existing
! IT services to include a hybrid
managed services model

Yes, we are contemplating moving
toward a managed services model
in the next year.

Yes, we are contemplating moving

in this direction but are only in the
planning stages

No, we have no plans to adopt a
managed services model

No, we have no plans to adopt a
managed services model, due
statutory limitation or concerns
about the technology

O%I Do not know

To focus more specifically on plans for the use of managed
services models, we asked ClOs whether they planned to move
their organization towards a managed services model.

Respondents had a clear expectation that most states already
have or will be implementing some form of managed services
model. The use of managed services will soon be a normal

element of the state CIO tool kit.

We then asked ClOs in what specific areas they were considering
use of managed services within the next year. As the figure below
shows, infrastructure, platform and application services will all be
widespread, but application services are the area with the greatest
anticipated use. Almost all respondents anticipated at least some
use of managed services to deliver Software-as-a-Service (SaaS).

What areas are you contemplating to source for managed services in the
next year?

INFRASTRUCTURE: processing,
storage, networking and other fundamental
computing resources

PLATFORM: Deployment of applications,
libraries, services
and tods

SOFTWARE: the use of applications

running on cloud infrastructure environment

Have statutory prohibitions and won't use this
technology

In leveraging managed services, CIOs have a continuum

of business models that they can employ. At one end of the
continuum they could continue to provide most services to
customers using state-owned and operated assets, and just

use managed services for specific point solutions (for example,

a specific SaaS application). At the other extreme, the CIO
organization could transition completely to a ‘broker’ model, where
the CIO sources a mix of services from multiple different providers
and then coordinates the provision of these services to customers.
In this model it is possible that the CIO organization would not
actually own any of the technology infrastructure or assets.

We asked CIOs to what extent they saw their state CIO
organization migrating from a direct provider of services to a
‘broker’ of services.

To what extent do you see your CIO organization migrating from a direct
provider of services to a ‘broker’ of services, where you would source a mix
of services from multiple providers and coordinate the provision of these
services to your customers?

We already function primarily as a
broker of services

We see ourselves in the future
*~* | migrating to primarily a broker of
services

o || We see ourselves in the future

] being a broker for some services

i ! s ! A
while continuing to directly provide
other services




As shown in the figure above, every respondent stated that they
expected in the future to be functioning as a broker of services

for at least some of their services. No respondent stated that they
were not going to adopt a broker model in any way. This is clearly
the state ClO business model of the future — the differences will be
in the mix of services provided and in the proportion of assets that
are owned and operated by the state.

The transition to a broker model does not come easily however,
particularly given that half of state ClO organizations are funded
100% through a chargeback model, and four-fifths of the rest have
chargeback as at least a component of their funding model.

In general, when states utilize a managed service provider (such
as a SaaS provider), usage fees will go directly to that managed
service provider. While the CIO organization may charge an
administrative or contract management fee, the revenue that may
previously have been coming into the CIO organization will now
go to the managed service provider. We asked what impact CIOs
believed increased use of managed services would have on the
funding of the state ClO organization.

What impact do you believe increased use of managed services will have
oh funding your state CIO organization?

Broker service fees will be added to managed service fees to recover addtional costs
(e.g. contract management, floor space, security etc.)

Overall revenue for our
organization will be lower

Other fees may need to be increased to recover ongoing
costs associated with fixed assets (e.g. data center)

There will be pressure to modify the fixed asset footprint of the organization to scale
to the level of revenues being received by the organization

Non-charge back services will be separately funded
(e.g., through General Fund or assessments)

Will notimpact how
our organization is funded

Not surprisingly, a significant majority of CIOs believed that this
transition will have an impact on the funding of the state CIO
organization. Most states expect to add management fees to their
rate structure to recoup the administrative cost of overseeing
managed service providers. Despite this, almost one-third of CIOs
feel that the overall revenue to the CIO organization will decrease
as a result of the change. To address these revenue challenges,
some ClOs saw a potential need to increase other fees to cover
fixed asset (e.g. data centers) costs that would be spread across
fewer users. They also saw the potential for pressure to reduce
the fixed asset footprint to match the adjusted level of revenue that
would be coming into the organization. The following comments
reflect some of the ways ClOs saw themselves adapting to the new
managed services funding landscape:

* “We have to charge a fee for brokering service, but
are making the business case to departments that
we can help them reduce the risk of cloud contracting
issues, etc.”

* “Ideally, decreases in revenue due to funds going
directly to a provider will be offset by reduced costs.”

* “The transition will be a challenge as the last agen-
cies to move to the new model will have to pay
higher ratios, to support existing services.”

* “Federal funding is a big issue — need to set up
structure so that Federal funds can be used to buy
services, not just assets. The Feds have been OK as
long as this approach has been included in Advanced
Planning Documents.”

CIOs are also looking to change the type of services they provide
to customers so that their value to the business becomes more
clearly apparent. As some ClOs observed:

» “We are looking at creating new services that will
provide added value to the enterprise, such as inte-
gration services for data, identity management, and
others.”

“You need good cost accounting to understand the
true cost of providing services. Customers don’t see
the hidden costs of brokering services since their
cost accounting doesn’t show costs of floor space,
security etc.”

ClOs were clearly aware of the impact of this shift on their people,
and on the way that the CIO organization will be structured:

* “We want to move out of the infrastructure business
— the complexity requires technical skill sets that
outpace public sector salaries. We want to move the
capital demand to private sector partners, and let
them keep up with changing technology.”

+ “A broker model means a lot more people contact
required for our staff. Business Relationship Man-
agement skills are important — we can't just be order
takers. We must understand our customers’ business
and be advisors to them.”

* “We are moving from a detailed IT service catalog to
a more business-oriented service catalog (e.g. em-
ployee on-boarding, application hosting). This means
changing the technology organization to reflect the
services offered (e.g. an on-boarding team vs a serv-
er team)”

When asked for advice for CIO organizations transitioning into a
broker role, the same two recommendations occurred again and
again: i) consolidate first; and ii) exit strategies must be written in
contracts up front.
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AGILE AND INCREMENTAL SOFTWARE DELIVERY

State IT projects continue to receive significant exposure and We began by asking ClOs whether their state defined
attention, both from state legislators and from the media. There standards or guidelines for agile software development and
continues to be a general perception that states are struggling project management.

to implement technology solutions. This perception — whether
warranted or not — ramps up the pressure on state CIOs to
improve the management of technology projects and to clearly
demonstrate the value that their organizations are providing to
business customers.

Over the last several years there has been a pronounced
movement in the private sector away from extended, traditional
waterfall lifecycle projects and towards the rapid delivery of
software in an incremental fashion, often using agile software
development techniques. This transition is also beginning

to happen in the public sector, but at a slower pace. As one
illustration, the Federal Information Technology Acquisition
Reform Act (FITARA) was enacted in late 2014 and contains
provisions for federal government agencies with respect to an
incremental approach. The recent policy guidance issued by
the Office of Management and Budget defines this requirement

as “deve|opment of software or services, p|anned and actual As the ﬁgure above shows, almost half of the states already have
delivery of new or modified technical functionality to users that some kind of standard or guideline for agile software delivery, and
occurs at least every six months.” another third are developing one.

Akey focus of incremental development approaches is the rapid We then asked CIOs how they would characterize the use of
delivery of working software into the hands of business users, agile approaches within their state. As the chart below shows,

and then continuously adapting to change as more is discovered almost all states have some degree of agile development ongoing.
about the nature and scope of the business problem. Many of However, for most states the use is limited to certain projects and
the inherent characteristics of incremental software development not subject to any centralized oversight or guidelines. There are a
do not align well with traditional public sector funding and few states who have pioneered a state-wide approach to agile and
management practices, particularly where procurement and who have invested in state-level training and project management
contracting with implementation vendors is required. office programs.

We wanted to understand the current state of agile/incremental
software development within state governments, and wanted to
hear the thoughts of state ClOs on the appropriate use of agile/
incremental approaches. Although there are many incremental
software development approaches available, agile is by far the
most commonly used approach, and we used the term ‘agile’ to
refer to incremental approaches in general throughout the survey.

7 | The Value Equation - Agility in Sourcing, Software and Services




Given that use of agile approaches is beginning to be fairly
widespread across the states, we wanted to understand how
successful these approaches have been considered to-date,
especially in comparison to traditional waterfall approaches.

Consistent with the limited/trial adoption of agile in most states,
the majority of states are not yet in a position to decide whether
these approaches will be more or less successful than traditional
approaches. One fifth of states though — generally those who
have invested in more structured agile programs — state that
agile approaches have been superior to the traditional waterfall
approach. ClOs who had experience using agile approaches in
their states provided the following advice and commentary on the
adoption of agile:

* ‘It really depends on the project on whether agile or
waterfall is the more successful methodology. You
need to select the right methodology for the right proj-
ect.”

» “The key we have found is the level of business
involvement makes all the difference. Where the busi-
ness commits to participate, agile is far superior. If the
business wants it to be “all IT” then it fails.”

* “In some cases, agile/incremental approaches have
been very successful. It is entirely dependent upon
the program/project manager’s level of maturity and
ability to coherently work with oversight and procure-
ment. It is critical that program/project managers have
a proficiency in agile/incremental, not only from an
operational perspective, but also from a sourcing and

vendor management perspective. Some folks talk

a good game, but really have only learned the buzz
words and end up essentially trying to hybridize
agile/incremental and waterfall. Additionally, our
boiler-plate deliverables-based contract paradigm will
need adjustment, which we are using pilot engage-
ments to help steer.”

* “Business owners need a change of perspective: if
they are thinking that a project has to last longer than
two years, then they are probably thinking about the
business problem the wrong way.”

* “Let success prove itself — you can’t convince people
on the theory.”

To further investigate the factors that drive successful adoption

of agile approaches, we asked CIOs their views on the top three
critical success factors for the adoption of agile on projects. As
the chart below shows, by far the most common factors cited
were picking the right types of projects on which to employ

agile, effective training of staff, and the use of agile-specific
project management methods and tools. A significant number of
respondents also mentioned the use of experienced agile coaches
as a key to success.

Picking the right type of projects on which to employ agile

Effective training of staff

Agile-specific project management methods and tools

Use of experienced agile coaches

Use of supporting software tools to provide supporting data and metrics

Agile-specific procurement and contract management methods and tools

2015 State CIO Survey |8




We then asked ClOs, given their experience to-date, how they
saw the use of agile approaches changing in the next 12-24
months? As the figure below shows, almost three quarters of ClOs
anticipate increased use of agile software delivery approaches in
the next couple of years. It appears that agile is definitely moving
into the mainstream in state government.

As CIOs considered the increased adoption of agile, they also
offered some specific thoughts on the circumstances where agile
methods may or may not be an appropriate choice:

* “The hardest problem in state IT is getting your
authorizing environment to fund projects. Taking an
incremental approach where you can deliver tangible
value at each step is the most effective way of selling
the projects you want to create.”

+ “We no longer believe that the 2+ year project fits
within the state application context. Too much chang-
es over that period of time (business needs, elections,
legislative sessions, federal government) and state
government has not been great at the IT planning and
anticipation process. The move to more rapid proj-
ects and development approaches are to lock in the
benefits quickly and not wait for large projects where
the benefits are delayed.”

“The current method of planning the whole project
takes too long on the big projects and the users
continually change their requirements due to their
evolving business. We need to deploy smaller pieces
of functionality in a shorter period of time.”

9 | The Value Equation - Agility in Sourcing, Software and Services

IT procurement is always a subject of interest to state ClOs, and
the intersection of agile with state procurement processes creates
a number of interesting challenges. We asked CIOs how well they
saw their state’s procurement and contracting policies matching
the needs of agile software development approaches.

As the figure above shows, only one quarter of ClOs believe that
their state’s procurement and contracting processes fully support
agile and incremental software development approaches. Some
specific comments from CIOs on this topic included:

* “Arguably one of the biggest problems we have. More
of an issue of expectation setting with the authorizing
environment than contracting.”

* “The main disconnect is that agile is focused on fixing
time (sprints) and letting the scope vary (project veloc-
ity), while procurement is historically more interested
in fixing scope (project milestones) and letting the time
be determined later.”

Although agile-specific project management methods and tools
are considered very important by CIOs, as shown in the table
below, relatively few states are putting in place agile-specific
procurement or contracting methods. Two-fifths of states are
making no changes, with about one fifth of states creating specific
contract vehicles and contract types. Only about one-in-ten states
are adopting more incremental approaches to requirements
management or are changing oversight approaches to address the
different circumstances of agile projects.




Is your state taking steps to modify procurement and contracting policies and

processes to better support agile and incremental software approaches?

No changes 40.5%
Agile/incremental-specific contract vehicles or Terms and 21.4%
Conditions

Payment for results/working software rather than payment for 26.2%
progress/deliverables

Training procurement officials on incremental approaches 16.7%
Changes to contract change management processes 16.7%
Changes to state reporting and oversight approaches 11.9%

Progressive elaboration of scope/requirements after contract award ~ 41.9%

Bake-offs/pilots during procurement to choose among 9.5%
implementation vendors

Changes to schedule management requirements 9.5%
Financial incentives for early completion 4.8%

Finally, we asked ClOs what advice they would have for other state
ClIOs who are looking to explore increased adoption of agile or
incremental software development approaches. The most common
advice ClOs provided included:

* “Pick the right kind of project. Start small, choosing
one project rather than trying to do an organiza-
tion-wide approach. Use the initial teams to mentor
future teams. Let those people carry the agile mes-
sage to others in the state. Fail fast and fail small.”

* “Agile projects have a very hard time determining
when they are ‘done.” Rework is a real problem. If
you don't like rework, don’t do agile.”

“Educate business customers on the value of agile
development vs. waterfall. Ensure your customers
(agencies) are truly ready for the sprint style ap-
proach, and fully understand the increased involve-
ment/commitment needed by agency resources as
compared to traditional methodologies. Finding a
champion who is capable of putting the ‘state govern-
ment’ harness around an agile project is critical.”

“Secure agreement from the business side early in
the project effort and demonstrate success through a
pilot initiative. The quickness of seeing a solution that
is available to the business really demonstrates the
value of agile and incremental approaches. With the
challenges of state procurement and funding cycles, it
truly helps to have full products available throughout
the lifecycle of the project. Also, leveraging existing
agency/business partners to advocate for the efficacy
of agile to other business users really makes a huge
impact. They become champions and coaches for
the use of newer processes that more quickly meet
business outcomes.”

“Get a coach! Don't try to do Scrum without a coach.”

“Persevere. There will be doubters that do not under-
stand why this is a change. Invest heavily in cultural
change management for the unenlightened. Also
invest in release planning and software change man-
agement. More frequent development means more
constant release schedules.”

And finally: “Take a look in the rearview mirror and see
how well your waterfall methods appear to be doing.”
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PROCUREMENT

Moving to a topic that we have tracked regularly over the five
years of the CIO Survey, we polled CIOs on the state of
technology procurement. In past years, procurement has been
a top area of concern for ClOs, who have often questioned

the ability of their state’s procurement entities and processes
to effectively procure and contract for complex IT solutions
and services under procurement laws designed in bygone
eras. Additionally, ClOs consider lengthy procurement cycles
problematic as technology innovations make timely purchasing
imperative. The shift to a services-centric acquisition approach for
IT has added to the disruption.

The 2015 survey responses indicate a clear split in opinion over
procurement. Roughly one-half of CIOs (47%) exhibit negative
outlooks on IT procurement processes. On the flip side, the same
number of ClOs are very or moderately satisfied with the current
system of IT procurement in their state.

How satisfied are you with the current system of IT procurement in
your state?

____________________________________ .I Very safisfied

J Very dissatisfied
Moderately
dissatisfied

.I Neutral

. Moderately satisfied

34%

Those who find procurement wanting note that archaic laws and
regulations hamper acquisition processes, and several report that
new and evolving computing models — including cloud and agile —
are not well supported. Some samples from CIO comments:

» “The current system purchases IT the same way it
purchases cars, copiers, etc. This is problematic for IT
purchases particularly as we move to Agile.”

» “State procurement does not handle the rapidly chang-
ing environment of IT effectively. We see this often
during large system replacements requiring longer than
nine months to implement. While it is possible to ma-
neuver within the guidelines, it takes consistent focus
and intention. We are working with our state legislature
to analyze overall procurement rules and processes to
build awareness and to improve these efforts.”

* “The people are very good. The rules and statutes are
relics of an age long before Moore’s Law - and so is
the budgeting process.”




The state CIO position operates in a challenging environment

of strategy, operations, service delivery and policy. Regardless

of the state’s organizational and governance model, state ClOs
have broad responsibilities for information technology within the
executive branch and with agency customers. A core responsibility
common to almost all is support of the technology infrastructure
and initiatives directly related to security and infrastructure
consolidation. While CIOs invest time and resources supporting
these core elements, the landscape is shifting, presenting more
opportunities and risks. New service demands, technology
platforms, sourcing models and development approaches add
excitement to each day. Like many other state leaders, the CIO
must wear multiple hats and expect surprises. To be successful in
this environment requires important leadership traits or attributes.
What are these critical attributes? What skills and disciplines do
state ClOs consider the most important? From a list of options, we
asked state ClOs to rank the three most important leadership traits
to the critical success of a state CIO.

In your experience, what are the three most important leadership traits or
attributes to the critical success of a State CIO?

Score Overall Rank

Communicator

—

Strategist
Relationship manager
Change Manager
Motivator

Negotiator

Facilitator

Diplomat

2
3
4
5
6
7
8
9

Technologist

Educator

-
o

It's evident the respondents are focused on communications
skills and relationships as being the most critical to their position.
Key attributes of a successful state CIO are the ability to outline
their vision, build consensus, engage stakeholders, partner

with vendors, promote innovation and drive change. Effectively
communicating the strategic vision, enterprise policy imperative,

CRITICAL SUCCESS FACTORS FOR THE CI0

security risks or business case investment is crucial in a setting of
constant change, growing demands and fixed resources. These
issues are only “heard” when communication is effective.

Being viewed as a strategist and establishing relationships are
ranked highly because it’s vital to the evolving role of the state CIO.
No longer just focused on infrastructure operations, the enterprise
leader of the IT business is emerging as a leader who creates
value for the enterprise. In addition, being a change manager,
motivator, negotiator and facilitator are all attributes that resonate
with state CIOs on any given day. As one state CIO commented:

» “To me, Motivator is the most important. Improvement
is required across the board, but getting multiple agen-
cies and funding organizations to get behind a series
of related changes means they must be brought into
the WHY. They must be motivated and brought into
the underlying rationale.”

Technologist is not viewed as a highly important trait, but clearly
necessary. Given the CIO role, this may seem surprising to some,
however cultivating the “soft side” of leadership is perceived as
more important to their success. In a state government organization
with many non-technical stakeholders, state CIO communication
often involves a “translator” role from the standpoint of technology
capabilities in meeting business demands.

WHY RELATIONSHIPS MATTER

With a multi-dimensional role, state CIOs have many touch points
within state government and externally. Relationships with key state
executives are paramount to the success of the CIO organization,
especially if a lack of clarity exists regarding the authority of the
ClO. When asked to rate the importance of each relationship, the
ratings were tightly clustered among four key officials, with the
relationship between the state CIO organization and the cabinet
secretary/director ranked the highest. From an organizational

and reporting perspective, this result should be expected. Just
more than half of the state ClOs report to a cabinet secretary or
department director and not the Governor. This relationship was
followed closely by the Governor/Chief of Staff and then state
Budget Director. These results are generally consistent with
previous NASCIO research and surveys, however ClOs often
highlight the importance of a strong relationship with the budget
director to gain support for initiatives and influence enterprise

IT investments.




Please rate the importance of each relationship that contributes to the success of HlGH“GH“NG [}Rm[}M_ S”[}BESS FA[:“]RS

the CIO organization. In a formal sense, the authority and responsibilities of the state

d 'pﬁ”n":nﬂ o . = CIO position is often contained in statutory language with broad
intent. In practice, executing on these responsibilities to meet the
Relationship with Governor/ needs of state government, drive results and produce outcomes

Chief of Staff highlights a long list of critical success factors for state CIOs. In

o fact, some ClOs might contend that many of these factors are
Relationship with Secretary/ equally critical and close in priority. Some are intertwined and
Director (where CIO does ] ; - o ) .

interrelated and so it may be difficult to limit to discrete choices.
not report to Governor) ) : "

S . . . . . However, when asked to consider the important critical factors and
gglatltonsmp withBudget ~ 51.1%  28.9%  20% 0% 0% rank the top five, several rise to the top of the weighted calculation,

trector with enterprise vision and strategy a solid number one. The top ten
selections are presented in the table below.

Relationship with Executive

Agency Heads e : o
Considering your authority and responsibilities as state ClO, what are the most

critical factors/dimensions you focus on to advance your agenda and drive results?
Relationship with Agency Rank your top 5, with 1 being the most important.
Customers

Score Overall Rank

Relationship with Agency Enterprise vision and strategy

ClOs

Security and Risk Management 89 2
Even with the diverse organizational and operating models across Align IT for value creation 71 3
the sta.tes, it must be noted that relationships with agency : AT e e R 63 4
executives, agency ClOs and agency customers are all ranked in management
the top tier of importance. ClOs recognize alignment with the | on and transformati
business side is often challenging and fostering these relationships nnovation and transformation 49 5
is important to their success. This will become more important as Efficiency and cost savings 38 6
CIO organizations move gradually to a broker role in IT service and
solutions delivery. In similar fashion, ClO organizations are Budgeting and fiscal management 36 7
generally responsible (or required by law) to articulate the strategic .
IT direction, create governance and issue IT policies. The AENCE L R e DT 33 8
relationships with agency ClOs is critical with these endeavors Enterprise IT Governance 9

because stakeholder input and ultimately enterprise buy-in is
essential to success. Enterprise IT policy and planning

Security and risk management ranked second is an accurate
reflection of the current cybersecurity posture in the public sector.
State governments are at risk and the state CIO is the designated

lead for all things cyber.



MANAGING DATA AS A STRATEGIC ASSET

In 2015, we return to Enterprise Data Management, a topic first
polled in a comprehensive manner in the 2014 CIO Survey. State
agencies and ClOs are wrestling with a host of challenges around
data governance, legacy data, data access and sharing, and
major new flows of data from new sources. The survey included a
short section with questions seeking to capture progress on data
management practice and technology maturity, breadth/scope, and
in advancing the role of the CIO.

Again, the findings indicated that states are mostly in the earlier
stages of a truly “enterprise-wide” approach to data management.
Less than 5% stated that they possessed formal data management
policy and practices.

How would you characterize your data management function in terms of
importance and maturity?

We have along way to go to develop an enterprise view of data and governance of
that data as a state asset

We have made some progress in developing operating discipline for managing
data

We have a formal data management disciline that includes governance, roles and
responsibilities, and tods

We have a formal data management discigline that includes governance, roles and
responsibilities, and tods. We are now moving toward data as an enterprise asset

59% 48% 36% 38%
1% 52% 64% 62%

Take the lead and Develop an Create a formally Convene the
advocate for data as enterprise data documented data
a strategic asset strategy architecture

What is the current and recommended role of the State CIO organization in enterprise data management?

stakeholders for data
governance decisions

Enterprise data management programs present a fragmented
picture, as states’ programs and practices range from
comprehensive and fairly mature to narrowly-focused and
immature. The majority of states remain in the planning or start-up
phases of their enterprise data approaches — and very few (2%)
are enterprise-wide programs.

CIOs see a wide array of possible roles and responsibilities for
their organizations in the management of enterprise data. The two
most popular responses aligned with the 2014 CIO survey — taking
the lead in advocating for data as a strategic asset (59%) and on
the need to develop an enterprise data strategy (48%). Notably, the
majority of ClOs see a current role as the lead and advocate for
strategic data use but only 42% recommend that the CIO occupy
this role going forward.

Which best describes the scope and breadth of your state's enterprise data
management program?

We have a new data governance program with participation for SOME
executive branch agencies

We have a growing data governance program with participation from
MOST executive branch agencies

We ha\lle a stable data governance program with participation from ALL
executive branch agencies

We plan to implement a data governance program within the next year

No formal program

Other

35% 27% 51% 68%
65% 73% 49% 32%

Create a chief Host a data Issue data Investin
data officer role stewards network governance technologies
under the CIO policies and tods

1 Current | Recommended




MOBILITY

Mobile devices and applications have continued to be a high priority
for a majority of CIOs. In the 2013 and 2014 surveys, we covered
mobility in deep detail, finding that mobile initiatives were moving
higher in importance and visibility — resulting in better agency
coordination and collaboration — across state governments.

In our 2015 survey, we've again asked CIOs to report on the status
of mobile devices and applications projects. A combined 50% of
respondents report that such projects are in either the essential or
high priority category. Those levels reflect a slight drop from the 60%
total tallied by the “essential” and “high priority” categories in 2014.

Within the state ClO’s strategic agenda and IT operational plans, how
would you characterize mobile devices and applications?

CLOUD SERVICES

As we did in 2013 and 2014, we asked CIOs about their state’s
level of investment in cloud services. ClIOs gave a very strong

level of response indicating that states have gone beyond the early
adoption phase and are turning to consideration of further business
processes and applications to move to the cloud.

In the 2012 and 2014 surveys, we asked CIOs for an update on
which types of services they were moving into the cloud. E-mail
and collaboration, storage, and office productivity software were
the areas of greatest activity in the states in both those years.
By contrast, application software such as Enterprise Resource
Planning, Customer Relationship Management and program/
business applications had less adoption in the cloud.

AS ONE CIO PUTIT:

“Our state has a very high percenta
access services from mobile devices.
priority for us in order to serve them.”

who

Regarding technology approaches to increasing mobile
investments, state ClOs are taking a hybrid approach —with
clear majority using a mixture of native mobile applications and
responsive web design.

What is your State’s architectural direction for mobile application?

In the 2015 survey, we again asked the ClOs about their progress
toward migrating various types of data, applications and services
to the cloud. The figure indicates that email/collaboration and office
productivity software continue at the most advanced stages of
implementation, with almost all states planning some type of cloud
service migration. A large number of states also continue to plan
or have implemented storage, disaster recovery and geographic
information systems services in the cloud. Hosting of application
software in the cloud is still relatively rare, but more states are now
exploring this, and it appears that almost two thirds of states have
some kind of cloud-based application software initiative underway
or planned. Another area of increased activity is cloud-based
security services and monitoring. Three-quarters of states are
investigating this technology.




What categories of services have you migrated or do you plan to migrate
to the cloud?

Done Ongoing Planned Total . .
In responding to a new question we posed for 2015, ClOs reported

Storage

Disaster recovery

Imaging

Citizen relationship management
Digital archives

Electronic records

Geographic Information Systems

Office productivity software (e.g. word
processing)

E-mail and collaboration

Enterprise Resource Planning (e.g.,
finance, budget, procurement)

HR/payroll/time and attendance

Program/business applications (e.g.
licensing, unemployment insurance,
Workers Compensation etc.)

Security services/monitoring

Open data

What is your State's status regarding Cloud Services?

on their usage of the primary models of cloud services delivery —
private, public, community and hybrid. The figure below provides
the average percentage of the applications hosted in each of the
major models. As the figure shows, while Private cloud (hosted by
state government) is the most used model across the states, no
single model constitutes a majority. Additionally, practices across
states vary significantly. While one-third of respondents stated that
75% or more of their applications were hosted in a Private cloud,
twenty percent of states host 75% or more of their applications in
a Hybrid cloud. There were also several states that host 75% or
more of their applications in either a Public or Community cloud.
The main message of these results is that there is no single
approach that works for all states, and that the distribution of
different cloud models will vary according to the needs of each
individual state.

Where applications have been migrated to the Cloud, what percentage of

the applications are hosted'in each of the following models?

., Private: Hosted by a
single organization and

made available to other
46% government users

D 7 . | Public: Hosted by a
public entity and openly

available

. Community: Used by
a specific community of
organizations with a
shared purpose

__________________________ « The State s already highly
invested in Cloud Services

Hybrid: A composition
? of two or more models

-~1.-| The State has some
applications in the Cloud and is
considering others

____________________ —— The State is still investigating
Cloud Services

_____________________ ~--e | Other




CYBERSECURITY

We asked CIOs about their cybersecurity program and compared

O

>

)
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their responses to those they provided in recent surveys of 2014
and 2012. As the figure below shows, the overall status of each
activity continues to edge up in 2015. We added a new question

on adding cyber insurance as part of their cyber plans and 20% of

respondents reported purchasing such a policy.

Characterize the current status of the cybersecurity program and environment in
state government.

Adopted a cybersecurity framework based on
national standards and guidelines

Acquired and implemented continuous
vulnerability monitoring capabilities

Developed security awareness training for
workers and contractors

Established trusted partnerships for information
sharing and response

Created a culture of information security in your
state government

Adopted a cybersecurity strategic plan

Documented the effectiveness of your
cybersecurity program with metrics and testing

Developed a cybersecurity disruption response
plan

Obtained cyber insurance

2015

80%

80%

87%

80%

74%

74%
52%

52%

20%

2014

80%

78%

80%

69%

75%

61%
45%

51%

n/a

PAK]

78%

78%

78%

75%

73%

61%
47%

45%

n/a
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We again asked ClOs to update us on the most significant barriers they
faced in addressing cybersecurity. The top four barriers are as follows
and are consistent with responses to the 2013 and 2014 surveys:

* Increasing sophistication of threats

* Lack of adequate funding

* Emerging technologies

* Inadequate availability of security professionals

ClOs commented that cybersecurity remains a hot and visible issue
— but investment in security technologies lags behind the political and
media attention paid to the issue.

ck of executive support

ce with the enterprise

ance and authority
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PUBLIC SECTOR BROADBAND

We asked CIOs to characterize the role of the Office of the CIO

in the deployment of broadband networks in their states. The
question was framed to include all public sector broadband and the
approaches being used in the state.

What role(s) does the Office of CIO play in the deployment of
broadband in the state?

Planning, managing or sourcing a public sector network for the state
agencies

Planning, managing or sourcing a
public sector network for local entities

Promoting competition among private
sector internet service providers

Promoting public/private partnerships and other public sector
opportunities to deliver broadband solutions to business and citizens

[ Y N

0 10 20 30 40 50 60 70 80

N

The top two responses reveal that state CIOs are still most active
in promoting public-private partnerships to deliver broadband
services (69%) and in planning and sourcing public sector
networks (78%).
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DISASTER RECOVERY AND BUSINESS CONTINUITY

Disaster recovery and business continuity continue to grow into a
key service offered by the offices of the state CIOs. We surveyed
the CIOs to assess approaches they're using, the role of the CIO,
and components of the response plan.

In their approaches to rolling out disaster recovery and business
continuity, states are most commonly using a federated approach
— with responsibilities shared between the CIO and agencies. An
enterprise approach led by the CIO’s office is the second most
common approach (24%).

«/ Decentralized - agencies
responsible for their own disaster
recovery/business continuity

Federated - a mix of agency and
CIO organization responsibility for
disaster recovery/business
continuity

---« Enterprise - CIO delivering all
disaster recovery/business
continuity services

The CIOs were queried about their role in helping the state
respond and recover from a manmade disaster and response
data is captured in the figure below. Key responsibilities include
coordinating the response to a disaster and maintaining critical
infrastructure and communications in the state.

19 | The Value Equation - Agility in Sourcing, Software and Services

Regarding formal planning for disaster responses, CIOs are well
along in developing crisis plans: 44% have plans in place and 33%
have plans in progress.

tion services
ions

ysis in support of services restoration

cesses while BC/DR implementations occur

is unclear or not well defined

| |
40
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INTERNET OF THINGS

The Internet of Things (IoT) has attracted a great deal of public
and media attention and is generating discussion in the state and
local government technology space. It’'s clear the policy framework
is lagging technology adoption. The figure below provides an
illustration of the state of planning and activity with loT. No states
have adopted policies or developed an loT roadmap, while roughly
1in 5 have moved to the formal discussion phase. The majority

of states remain in investigations and informal discussion phase.
Based on existing and planned deployments of loT devices in
states to support transportation, law enforcement, agriculture,
environmental protection and other functions, it is clear state ClOs
will need to address the current gaps in IT policy and security to
provide more explicit direction.

plications, data collection, security
nced in the state IT strategic plan
Developed loT road map to guide adoption and deployment

Adopted loT policies, data framework and security contrals

O0CN
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UNMANNED AERIAL SYSTEMS (UAS)

Another topic in the headlines is the deployment of unmanned
aerial systems (UAS) or “drones.” Following on to a question we
first posed in the 2014 survey, we asked ClOs to report on their
leadership roles and policy engagement for the use of civilian UAS
in state government. Most CIOs report an unstructured role today
— with a willingness to serve when called up — or no role at all. With
the projected growth of UAS activities in state government, CIOs
will certainly be more involved in the coming years as states deal
with issues of data management, privacy and cybersecurity.

Designated as the lead policy
official

Appointed to serve on a state
governance committee

Participating as an advisor

Ad hoc, will serve a
supporting rde as needed

Not on my radar at this time

. Drone use by state
government is prohibited
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CONCLUSION

This year’s survey covered a wide variety of topics ~from business The transition of the state CIO to a broker of services is

models for delivering operational services to approaches to consistent with this theme. ClOs must be effective relationship
developing new systems and the personal qualities important managers and communicators, and must use these skills to

to an effective state ClO. Nonetheless, a common theme keep state CIO organization services relevant to their business
emerged throughout the survey — the importance of agility and customers. The state CIO organization must increasingly be seen
delivering value to the business customer. Emerging trends in IT as the provider of choice if it is to succeed, and the state CIO will
development and operations, whether agile software development lead this evolution.

or flexible sourcing models for IT shared services, focus on the
business customer and on rapidly delivering value to them in a
dynamic and unpredictable environment.

21 | The Value Equatio
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LIST OF STATES AND TERRITORIES PARTICIPATING IN THE SURVEY

State of Alabama
Brunson White
Secretary of Information
Technology

State of Alaska

Jim Bates

Director and Chief Information
Officer

State of Arizona

Mike Lettman

Acting State Chief Information
Officer

State of Arkansas

Mark Myers

Director and Chief Technology
Officer

State of California
Carlos Ramos
State Chief Information Officer

State of Colorado

Suma Nallapati

Secretary of Technology and Chief
Information Officer

State of Connecticut
Mark Raymond
Chief Information Officer

State of Delaware

James Collins

Secretary and Chief Information
Officer

State of Florida

Jason Allison

Executive Director and
Chief Information Officer

State of Georgia

Calvin Rhodes

Executive Director and State Chief
Information Officer

State of [daho

Greg Zickau
Chief Technology Officer

State of Indiana
Paul Baltzell
Chief Information Officer

State of lowa

Robert von Wolffradt

Director and Chief Information
Officer

State of Kansas
John Byers
Chief Information Security Officer

Commonwealth of Kentucky
James Fowler
Chief Information Officer

State of Louisiana
Richard “Dickie” Howze
Chief Information Officer

State of Maine
Jim Smith
Chief Information Officer

State of Maryland

David Garcia

Secretary of Information
Technology

Commonwealth of Massachusetts
Charlie Desourdy

Acting Commonwealth Chief
Information Officer

State of Michigan

David Behen

Chief Information Officer and
Department Director

State of Minnesota
Thomas Baden
Chief Information Officer

State of Mississippi

Craig P. Orgeron, PhD

Chief Information Officer and
Executive Director

State of Missouri
Tim Robyn
Chief Information Officer

State of Montana
Ron Baldwin
Chief Information Officer

State of Nebraska
Ed Toner
Chief Information Officer

State of Nevada

Shannon Rahming
Interim Chief Information Officer

State of New Hampshire
Denis Goulet
Commissioner

State of New Jersey
E. Steven Emanuel
Chief Information Officer

State of New Mexico

Darryl Ackley

Secretary and Chief Information
Officer

State of New York

Margaret Miller
New York State Chief Information
Officer

State of North Carolina
Chris Estes
State Chief Information Officer

State of North Dakota
Mike J. Ressler
Chief Information Officer

State of Ohio

Stu Davis

Chief Information Officer and
Assistant Director

State of Oklahoma

Bo Reese
Chief Information Officer

State of Oregon
Alex Z. Pettit, PhD
Chief Information Officer

Commonwealth of Pennsylvania
John MacMillan

Deputy Secretary for Information
Technology

& Chief Information Officer

State of South Carolina

Kyle Herron
Chief Operating Officer

State of South Dakota

David Zolnowsky
Commissioner

State of Tennessee
Mark Bengel
Chief Information Officer

State of Texas
Todd Kimbriel
Interim Executive Director and
State Chief Information Officer

State of Utah
Mark VanOrden
Chief Information Officer

State of Vermont

Richard Boes

Chief Information Officer and
Commissioner

US. Virgin Islands

Reuben Molloy

Chief Information Technology
Officer

State of Washington
Michael Cockrill
Chief Information Officer

State of West Virginia

Gale Given
Chief Technology Officer

State of Wisconsin
David Cagigal
Chief Information Officer

State of Wyoming

Flint Waters

State Chief Information Officer and
Director
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