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The stakes are high and unless there are dramatic changes in the way society
responds to cyber attacks and deals with cybercrime the losses will continue to
exhaust state coffers and strain the economy at a continued alarming rate.

Some estimates present that the impact of cybercrime on the global economy
is an annual “leakage” or “hemorrhage” of $375 billion to $575 billion per
year." Those estimates do not take into account the aftermath on the lives of
those individuals and families working to recover their identities, or restore
their losses and to get their lives back or the disruption of government
operations and services. Nor do these estimates address the opportunity cost
to companies and governments that could have invested
these same billions into improving the lives of people in
our communities that struggle with poverty or populations
that are coping with drought or disease outbreaks or

even epidemics; the disruption of government; and lost
investments in innovation.

Information has been described by some as
the lifeblood of democracy,?

the lifeblood of the economy,?

the lifeblood of government,“and
the lifeblood of any organization.®

With this in mind, the loss of information can clearly be referred to as a
hemorrhage, a drain on democracy, the republic we live in, the economy,
government, corporations, and ultimately, a drain on society.

The previously cited report recounts three areas of opportunity cost related to
cyber security:
e reduced investment in research and development,
e risk averse behavior by businesses and consumers that limits Internet
use, and
e increased spending to defend networks.

Our nation cannot afford these losses or hope the problem goes away. Further,
cyber threats are ever changing. Attacks are more sophisticated, more
frequent, more effective and more persistent. Advanced persistent threats
continue to infiltrate networks and stay there for months or years without the
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organization knowing.¢ Too often, the defenses that organizations have are ill
suited to today’s targeted threat environment with limited integration. This
affects our ability to determine the scope of an intrusion and remediation
becomes expensive and difficult. The advent of the Internet of Things (loT)
creates a new and lucrative avenue for attack.” The number and types of
devices is increasing daily. The question being asked regarding IoT and the
internet in general is - do the benefits outweigh the potential risks? This report
will help frame key issues and recommended actions to attempt to answer this
question.

All organizations, including state government, must develop and maintain
response capabilities that continuously mature in sophistication in order to
keep pace with an ever changing threat landscape. State government remains
in a defensive position. Today, it primarily defends, blocks and removes
malware, coaches employees on safe technology and information access, and,
when possible, prosecutes offenders. With the advent of multi-vector strategies
by cyber criminals, state government, now more than ever, needs the ability
to correlate disparate data sources generated from the myriad of security
tools into which agencies have already invested. States need to continuously
update their cyberwar defense portfolio. Some emerging tools will provide
new levels of sophisticated capabilities. Other tools will need to be retired due
to obsolescence. Most tools will need to be used together in an orchestrated
fashion.

Analysts need the ability to have a “single pane of glass” view of all current
and emerging threats as well as on-going dialogue with their counterparts and
information sharing organizations across the country. That dialogue must also
be real-time and all-time so that threats encountered by any state or territory,
or local government, are shared quickly across the entire state and local
government ecosystem.

The attacker ecosystem is continually learning, getting better, improving
their operating discipline, and collaborating. State government must do the
same. State government does not have the resources to go it alone in this
endeavor to protect citizens and government. Successfully protecting state
government requires collaboration across states and with federal partners,
local government, industry and education. States must continue to mature
the cybersecurity ecosystem through collaboration with other communities of
interest working together. These include but are not limited to the following:

state government

local government

federal government

higher education

K-12 education

nonprofits

industry - all sectors

sector specific information sharing and analysis centers
critical infrastructure providers: electric, water, natural gas, waste
water treatment

e transportation: all modes
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e critical supply chains
e friendly nation states

To be effective, this large and comprehensive community will need to
mature in detecting and eliminating cyber threats and in sharing actionable
information about cyber threats.

What is Advanced Cyber Analytics?

Advanced cyber analytics borrows its definition from
business analytics. It is really the application of analytics
to cyber security. NASCIO’s series on business analytics : 1 nascio

presents the following definition: Series on
Analytics

Analytics can be described as follows:

Analytics is the extensive use of data, statistical and quantitative analysis,
explanatory and predictive models, and fact-based management to drive
decisions and actions. Analytics may be input for human decisions or
may drive fully automated decisions. Analytics is a subset of business
intelligence - a set of technologies and processes that use data to
understand and analyze business performance.?

Developing this capability by adding the myriad of available
data streams brings us big data analytics. TeraDATA  Ponemen,

Big data analytics is defined as enabling organizations
to discover previously unseen patterns and to
develop actionable insights about their businesses
and environments, including cyber defense.’®

Big Data Analytics in Cyber Defense

Sponsored by Teradata
Independenty conducted by Ponemon nsttie e
Publcaton Dat: Februa 2013

Focusing in on cyber analytics we have the following
definition.

e e .

Cyber analytics applies big data tools and techniques to capture, process,
and refine network activity data; applies algorithms for near-real-time
review of every network node; and employs visualization tools to easily
identify anomalous behavior required for fast response or investigation.
Cyber analytics tools allow SOCs/NOCs and security analysts to more
easily recognize patterns of activity that represent network threats.”

Cyber analytics essentially moves the response from state government closer
to the time of the attack, removing as much latency as possible. It includes a
growing number of types of tools and capabilities and a new cultural attitude.
While network activity data shouldn’t be the only data analyzed, it often

is. States must acquire and develop a broader range of capabilities beyond
network traffic analysis. Canned analytics and rule based analytics will help
analysts find some threats - but cyber attacks are becoming increasingly more
advanced, and may remain undetected if only using these tactics. As a result,
the portfolio of tools is growing. The ability, the tactics, and the creativity in
using these tools together is also growing. Some examples of these tools are
given later in this report. Further, it can be envisioned that capabilities in
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predictive analytics will also mature. Such capabilities move toward predicting
and preventing cyber attacks.

Why is it Important?

The game has changed. The threat landscape is on an accelerating curve as
presented in the 2014 Deloitte-NASCIO Cybersecurity Study.” As described

in the study, the types of threats that are arriving over time are not only
increasing in number and diversity, but also in sophistication and orchestration.
The message presented is alarming and it is clear. Government and industry
must develop a proactive, forward looking strategy for dealing with cyber
threats if they are going to have any hope of arresting the impact on critical
infrastructure and ongoing leakage and outright theft of information from
government, finance, healthcare, manufacturing and retail sectors.

The acceleration of cyber threats presents an
increasing impact on the business of government. Deloitte NASEIO.
One of the most prevalent concerns today is the
proliferation of ransomware; another is cyber
terrorism. It can only be anticipated that the
accelerating business impact of cyber attacks

is juxtaposed with the accelerating motivation
behind cyber attacks. Such motivation is based

on economical, ideological, religious and political
incentives. Such incentives have always existed, but
now there is vulnerability that can be exploited. The
growing interconnectivity of devices and services
can provide an easy on-ramp for cyber attackers to
wreak havoc and harm, and gain profit.

2014 Deloitte-NASCIO Cybersecurity Study

Hidden in the acceleration is the increasing motivation and opportunities for
exploiting governments, companies and individuals through cyber attacks.

It can only be anticipated that this curve will continue to present new

and innovative exploitations. Government and industry must develop the
discipline, methods and procedures for predicting, anticipating and preventing
cyber attacks in advance of these current and future threats.

It is imperative that state leaders realize that it is essential to move forward
with investments in advanced cyber analytics. The economic losses and impacts
on the lives of citizens are, like the adversary, relentless.

The Lurking Threat of Rootkits

States are at a critical crossroad, either they must invest in increasing
advanced response capabilities or lose ground daily in the war against cyber-
attacks.

There is a particularly serious concern regarding what some call a ticking
bomb.? Unless states address this concern there will be a series of events
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to include local
government, federal
government, industry,
academia, non-profits,
potentially international.

that have high potential for compromising state government operations. It can
be presumed at this point that state government systems are infected with a
myriad of rootkits that haven’t surfaced yet. They are still being traded like
the financial markets trade futures.' ' The longer malicious software remains
undetected in a computer system, its bid value goes up - it becomes more
valuable to the enemies of government organizations. States need to acquire
the ability to uncover these malicious intrusions and malware and remove
them, neutralize them, and destroy them before they do harm.

Cyber threats are ever-changing, more sophisticated, more pervasive,

and capable of wreaking havoc on operations, organizations, and critical
infrastructure. States have no choice but to acquire, prepare and exercise new
advanced capabilities to fight cyber threats. States have had capabilities such
as security information and event management (SIEM) systems for some time.
However, existing tools such as SIEM and analytics using visual inspection of
network logs are methods within the states’ incident response programs that
are quickly becoming obsolete. Many such approaches are ineffective and their
use almost immaterial by the time malware is identified or data exfiltration is
finally discovered.

Capabilities must continually evolve to quickly uncover previously unknown
attacks. These analytical capabilities must be deployed and used in such a way
as to take account of the business practices and behaviors within the unique
business environment employing them. Analyzing all of the organization’s
machine data allows states to establish a baseline of what can be termed
“normal.” Then states are positioned to detect and evaluate any deviation
from that baseline. Analytical capabilities must be able to learn as business
practices change and that normal baseline changes. What may be normal
access and network traffic behavior in one organization may prove alarming
in other organizations. These adaptive capabilities must be deployed within
the context and relevancies of each organization and be nimble to changes
that will occur within that organization over time as it adapts and modifies its
business strategies and accompanying or supporting behaviors.

What are the Benefits?

Although the use of cyber analytics is fairly new, the benefits of adopting,

investing, and deploying advanced cyber analytics are fairly obvious:

detecting malicious activity earlier

stopping and reducing the impact of cyber attacks

preventing data loss and malicious data modification

protecting data assets, physical assets, workforce and citizens

assisting in the identification of the attackers

assisting in forensic investigations in the event an attacker gets through

security defenses

assisting in the prosecution of attackers

identifying a data breach sooner?

e detecting previously unknown attacks, new malicious behavior and
insider threats' through behavioral analytics
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“Advanced cyber
analytics provides the
ability to sift through
multiple sources of
threat data and respond
more quickly. SOC
analysts can quickly
correlate threat level
with endpoint and
network events near real
time to investigate and
mitigate attacks.”
Michael Roling, CISO
State of Missouri

e providing evidence based approaches through data driven results
e increasing ability to analyze all cyber-centric data and identify
statistically relevant data elements

Who is Using it?

Analytics is mainly employed by intelligence agencies or highly advanced
industries such as national laboratories and academia. Advanced cyber
analytics is currently employed to varying degrees by some local governments,
state governments, the federal government, colleges and universities, and
corporations. Examples range from local governments like Maricopa County,
Arizona and the City of Miramar, Florida," to law enforcement agencies such as
the City of Chandler, Arizona’s Police Department. Across the states there has
been some uptake of these capabilities but as presented in the 2014 Deloitte-
NASCIO Cybersecurity Study, there is a long way to go. The results from that
survey indicate that few states have established supporting policy standards or
reached the fully implemented stage to enforce the policy standard.

There are challenges for most organizations that inhibit adoption of advanced
cyber analytics.
e non-analytically mature
lack of advanced analytics resources - both staff and technologies
lack of architecture to handle large data volumes
inability to make the business case for investment
lack of motivation to purchase next generation tools
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ﬁm . ‘d'ﬁ"’kh m.;'::'m cor“on““ :
policy/ enforce within the next implementation
standards the policy/standard 12 months and mitigate gaps
9%

222% 31.1%

Secure system
engineering W 4.4% el
— ___]

37.0%

Cybersecurity 19.6%
compliance 13.0% 10.9% 6.5% e

24.4% 17.8%

Continuous diagnostics 8.9% 13.3%
and mitigation 2.2% 4.4%

29.8%
Cybersecurity incident BA% 31.% 8.5%
response and 4.3% 4.3% .
forensics

30.4%
17.4%

Deployment of 10.9% 8.7% 13.0% 27%
mobile applications — —-—-_.______

26.1% 21.7% e
13.0% = »
Adoption of cloud B.M 4.3%
computing technology \
e 143%
Cyber threat i
Yab:mm 240 7.1% 7.1% poon

Highlights from the 2014 Deloitte-NASCIO Cybersecurity Study



Establish a real time
ecosystem for sharing
threat intelligence.

What are the Tools and Capabilities?

There are a number of tools that make up the growing portfolio of tools,
techniques, and operating discipline.

e Some tools are more focused on statistical correlation, comparing
current traffic patterns, behaviors from specific source IP addresses,
data access patterns, outbound traffic variance.

e Some tools incorporate machine learning and artificial intelligence to
uncover malicious behavior.

e Some tools are essentially big data analytics engines scouring, sifting
terabytes of log file data; rationalizing them down to megabytes and
kilobytes that can be further scrutinized for specific known or even new
patterns of malicious behavior.

e Tools for testing systems for vulnerabilities.

While all of these different types of tools are essential in collecting data,
agencies need to be wary of data silos. Correlating the data from all of

these systems allows for better threat detection. Beyond the many tools

for discovering and evaluating security issues, there are the necessary
capabilities for evaluating the events that rise to the surface that need to be
communicated across the cybersecurity ecosystem, warning others of potential
or real threats.

How Can These Tools and Capabilities be Organized and
Evaluated?

Tools: These can be organized and managed as follows:
e those required to carry out individual analytical processes and tasks,
support functions and
e those required to provide oversight, management, coordination, and
communication.

Benefits: Benefits can be organized similarly as
e individual capabilities, functions, service and
e oversight and management.

Possible clusters of tools which refer to tools that work together or that must
be orchestrated:
e Big Data
advanced analytics
content analysis
response and recovery
social analytics
predictive analytics
live memory analytics
data integration
fraud detection
operational and intelligence platforms
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in developing cyber
analytics?

There may be 100 different tools that are being used in a variety of ways and
levels of sophistication.
Other examples:

e Semi-supervised Learning
Cluster Analysis
Particle Swarm Optimization
Temporal analysis
Categorization
Log management
Next generation firewalls (NG FW)
Advanced Threat Services
Forensics

Security
Information
and Event
Management

Threat il

Intelligence

Advanced Intrusion

Collaboration Security Detection
Analytics System (IDS)

Intrusion
Visualization Prevention
System (IPS)
User Behavior
Analysis
(UBA)

Advanced Cyber Analytics

At a higher level of abstraction, the capabilities being developed have moved
to a higher order employing computers and artificial intelligence to look for
abnormalities; surface Trojans; and monitor, evaluate, and neutralize malware,
all within milliseconds. The new capabilities in advanced analytics are a new
generation from past and even current practices where an analyst is sitting in
front of a screen, visually reading through log files. An analyst looking through
log files is the old model. There are simply too many attacks coming in too
quickly and therefore too much time is lost between the initial attack and the
discovery of the attack for the old model to be effective.

Today, it must be an intelligent machine doing the viewing, and making
decisions in real time. Even if the software is not making the decisions and
acting on detected patterns, it can identify and alert on common patterns so
analysts can more easily prioritize which log files to evaluate thus providing
better focus of limited human resources.
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security relevant. “Additional Resources.” The following images are intended to be illustrative.

These examples are fully demonstrated on the presentation cited.

Network use analysis shows the event related
communication that has occurred between
computer nodes.
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Attack behavior modeling is used to identify
evolving attack scenarios.

Swarm analysis is a method for evaluating the
behavior of alerts with past alerts and uses
“bird flocking” simulations to draw affinities
between behavioral patterns.
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.( Impact on Human Resources and Legal

What is the compelling State governments can rarely afford to hire the necessary number of data
messaging required to analysts or scientists required to effectively use homegrown tools to conduct
gain sustained support the required analysis using the old model. Most organizations do not have
from agencies? the necessary skilled staff and can’t afford such staff. Advanced cyber

analytics requires skilled human talent such as data scientists, statisticians,
mathematicians typically at the graduate and PhD level. Cyber analytics
platforms can assist with this dilemma. They are designed with security
analysts in mind offering canned analytics, an in-built rules engine, and
investigation and forensic analysis tools. Employing these platforms can
enable a smaller staff to perform at a level that required much larger teams
in the past. Training programs must also be put in place to mentor and train
existing employees into new roles in advanced cyber analytics. Training
should eventually include simulation exercises and development of a cyber
range similar to the State of Michigan cyber range for ongoing professional
development.?

In the foreseeable future,
application of advanced
analytics and correlational
analysis will result in a
percentage of false positives
- i.e., something that looks
malicious, but isn’t. That
circumstance will have

to be a way of life going
forward. We must expect
that correlations will have
some associated probability
or confidence interval. There
will always be some level

of uncertainty about many
types of data patterns that are uncovered.

State of Michigan Cyber Range

In addition, there must be operating discipline in place that is precise enough
to apply proper due process to acknowledge false positives and exonerate
anyone affected. There will be mistakes particularly regarding investigating
insider threats. We cannot afford to accuse or prosecute people who are
innocent of any maleficence. Auditors and forensic analysts need to ensure
investigations don’t become “witch hunts,” and that there are no incentives for
such behavior. Advanced cyber analytics must develop into a profession of the
highest integrity. Therefore, it is people of the highest character that must be
recruited into this profession.

In many, possibly most cases, unsafe online behavior is essentially the case
of employees sincerely trying to get work done. In these circumstances,
what is needed is coaching and training. Much of the risky online behavior of



employees and citizens can be, and should be avoided in advance by providing
necessary practical training to raise awareness of the intrinsic risks associated
with the Internet. Training must include topics such as the risks inherent with
open software and free online cloud storage, information classification, and
social engineering.

Calls to Action

Develop a dynamic strategic plan for advanced cyber analytics.
Create an advanced cyber analytics team that includes the state CIO,
the state CISO, enterprise architecture, agencies, strategic business
partners, other jurisdictions.

e Understand that information across your entire infrastructure is security
relevant.

e Break down information silos and aggregate all of your data in one
place.
Establish a real time ecosystem for sharing threat intelligence.
Share best practices across the cyber ecosystem. Over time grow that
ecosystem to include local government, federal government, industry,
academia, non-profits, and potentially international governments.

e Implement a training discipline that ensures all employees are aware of
cyber threats including social engineering.

e Establish collaborative relationships across all the agencies so that
security experts are consulted and security best practices are embraced
by all employees.

Checklist

O Pull together experts within your organization from data management,
data science, business intelligence, data analytics, records
management, security, enterprise architecture, enterprise portfolio
management and the agencies. Collaborate with this team to develop a
vision and strategy for developing a capability in cyber analytics.

O Working with this same team, develop the economic case for acquiring
advanced cyber analytics capabilities. Consult with those states that
have already developed such a case.

O Working with this same team, develop a portfolio of the questions and
analysis that will be required of a cyber analytics team. Also, determine
the necessary response time required for various types of incidents.
That is, based on type of attack, how quickly must the cyber response
team act to prevent or mitigate the effects of an event.

0O Consult with other states and local government, industry, academia, and
suppliers. Learn what is currently available and what is forthcoming in
the way of analytical capabilities and the power of those capabilities.

O Develop a change management strategy for gaining enterprise
commitment. This strategy must include a compelling message for the
various stakeholders: top management, policy makers, employees,
citizens, suppliers, other jurisdictions, industry partners, regional
partners, and law enforcement.
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Working with stakeholders, determine what training requirements and
tools are required to develop capabilities in analytics and specifically
cyber analytics.

Collaborate with the budget office, the procurement office, supplier-
partners, the cyber response team and agencies to develop a budget for
supporting, sustaining, and maturing a cyber analytics capability.
Develop the necessary ecosystem for sharing advanced threat
intelligence. Grow that network over time.

Key Questions

v

AN N N N NN

Who needs to be part of the visioning effort to develop the required
foundational intent and motivation across the enterprise?

What roles are necessary on a cyber analytics team?

What operating discipline and tools are required?

Who is doing this well in state and local government, federal
government, industry, and key infrastructure providers?

What is the required budget to create a cyber analytics capability?
What is the required budget to sustain a cyber analytics capability?
What is the compelling messaging required to gain sustained support
from agencies?

What existing business analytics capabilities can be leveraged in
developing cyber analytics?

What are best practices and operations for a cyber analytics team?

Recommendations on How to Move Forward with Cyber
Analytics

For states that are very early in their adoption of cyber analytic capabilities
there are a number of basic investment steps that need to be taken. Some of
these steps are supportive steps for enabling advanced cyber analytics. These
include, but are not limited to the following:

Put in place data management operating discipline.

Create a highly collaborative network of partners and information
sharing partners.

Establish quality management to vet the plethora of analytical tools and
then determine what tools should be adopted, which are not ready for
prime time, and which ones should be abandoned due to obsolescence.
Determine how to better leverage tools in which you have already
invested. A machine data platform can take data from network security,
endpoint solutions, malware and payload analysis, network and wire
data, identity and asset management systems, and threat intelligence
solutions.

Establish quality control and other basic management steps and
procedures for guiding the strategy and implementation and staging of
advanced cyber analytics.
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