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More focus on enterprise cybersecurity models; cyber talent and 
workforce crisis remains

CIO as broker business model: evolution from owner-operator to 

more managed services, outsourcing and multi-sourcing initiatives 

Digital government: user centric design, focus on streamlining 

experiences, citizen IAM  

Artificial intelligence (AI) leads emerging technology.  RPA, chatbots 
adoption grows as benefits realized

State IT organization transition continues: more consolidation, hybrid 
models and unification initiatives

25 state CIO transitions in 2019. What do we expect in 2020? 
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#1 for seven consecutive years. On the 
top ten list since 2006

Steadily moving up the list. #4 in 2019

CIO priority each year. On the top ten 
list since 2006

Back on the list.  Last appeared in 
2017.  

First time in the top ten 

A key issue because of business model. 
On the list since 2009

Holding steady on the list since 2016 
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State Governments at Risk! 

States are attractive targets – constant attack 

More aggressive threats, more intensity, ransomware

Nation state threats, organized crime 

Critical infrastructure impact: disruption

Human factor – employees, contractors

Elections security



Current Status of 
Cyber Program 



Whole-of-State Cybersecurity 
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Hot State Issues to Watch

Support and assistance to local governments

Elections security and disinformation

Risk of emerging technologies – AI, IoT, UAS 

Third-party contractor security risks - outsourcing  

IT supply chain risks

Public records laws/FOIA exemptions for cyber

State Cyber Issues to Watch



State and local collaboration

What services do you provide to local governments? 
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1) At the very minimum states should be building relationships 
with local governments. 
• Work through state municipal leagues and county associations, 

with emphasis on local information technology associations.

2) States should raise awareness of existing services being offered 
to local governments. 
• Hold cyber summits
• Educate stakeholders

3) States should be exploring cost savings that can be achieved     
through including local governments in service contracts. 
• Consult local governments during the contract planning process 

solicitation 
• Provide a conduit for discussions about pooling resources among 

shared risk pools at the local level

Action is Needed Now



Advancing 
Digital 
Government
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CIO business models

How does your state CIO organization plan to deliver or obtain IT 
services over the next three years?
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Introduced Maintain Expand Downsize

State-owned-and-operated data 
center(s)

0% 35% 17% 48%

IT shared services model 4% 27% 65% 4%

Outsourcing services model 2% 41% 50% 7%

“As-a-service” models (e.g. SaaS, PaaS, 
IaaS, etc.)

2% 6% 92% 0%

Managed services model 9% 28% 61% 2%

State IT staff 0% 67% 26% 7%
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Perspectives on Emerging Technology
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Questions?
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