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More focus on enterprise cybersecurity models; cyber talent and 
workforce crisis remains

CIO as broker business model: evolution from owner-operator to 

more managed services, outsourcing and multi-sourcing initiatives 

Digital government: user centric design, focus on streamlining 

experiences, citizen IAM  

Artificial intelligence (AI) leads emerging technology.  RPA, chatbots 
adoption grows as benefits realized

State IT organization transition continues: more consolidation, hybrid 
models and unification initiatives

25 state CIO transitions in 2019. What do we expect in 2020? 
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#1 for seven consecutive years. On the 
top ten list since 2006

Steadily moving up the list. #4 in 2019

CIO priority each year. On the top ten 
list since 2006

Back on the list.  Last appeared in 
2017.  

First time in the top ten 

A key issue because of business model. 
On the list since 2009

Holding steady on the list since 2016 
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State Governments at Risk! 

States are attractive targets – constant attack 

More aggressive threats, more intensity, ransomware

Nation state threats, organized crime 

Critical infrastructure impact: disruption

Human factor – employees, contractors

Elections security



Current Status of 
Cyber Program 



Whole-of-State Cybersecurity 
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Hot State Issues to Watch

Support and assistance to local governments

Elections security and disinformation

Risk of emerging technologies – AI, IoT, UAS 

Third-party contractor security risks - outsourcing  

IT supply chain risks

Public records laws/FOIA exemptions for cyber

State Cyber Issues to Watch



State and local collaboration

What services do you provide to local governments? 

2019 STATE CIO SURVEY  |  THE RESPONSIVE STATE CIO: CONNECTING TO THE CUSTOMER 11
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1) At the very minimum states should be building relationships 
with local governments. 
• Work through state municipal leagues and county associations, 

with emphasis on local information technology associations.

2) States should raise awareness of existing services being offered 
to local governments. 
• Hold cyber summits
• Educate stakeholders

3) States should be exploring cost savings that can be achieved     
through including local governments in service contracts. 
• Consult local governments during the contract planning process 

solicitation 
• Provide a conduit for discussions about pooling resources among 

shared risk pools at the local level

Action is Needed Now



Advancing 
Digital 
Government



Advancing 
Digital 
Government



CIO business models

How does your state CIO organization plan to deliver or obtain IT 
services over the next three years?

2019 STATE CIO SURVEY  |  THE RESPONSIVE STATE CIO: CONNECTING TO THE CUSTOMER 15

Introduced Maintain Expand Downsize

State-owned-and-operated data 
center(s)

0% 35% 17% 48%

IT shared services model 4% 27% 65% 4%

Outsourcing services model 2% 41% 50% 7%

“As-a-service” models (e.g. SaaS, PaaS, 
IaaS, etc.)

2% 6% 92% 0%

Managed services model 9% 28% 61% 2%

State IT staff 0% 67% 26% 7%
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Perspectives on Emerging Technology
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Tech Forecast 2020 Webinar

Dr. Alan R. Shark, Executive Director, Public Technology Institute

January 22, 2020

City and County Technology 

and Workforce Trends

Highlights from the 2020 National Survey of 

Local Government Technology Executives
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Background

• 9th year that PTI has conducted the survey

• Intent: To provide a snapshot of the technology management 
issues and organization priorities of local government

• Expanded for 2020 to include new topics and areas of interest

• National survey conducted November-December 2019

• 102 city and county IT executives participated in the survey
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City/County CIO Technology Priorities Over Next 2 Years

12%

24%

27%

33%

49%

55%

68%

93%

Streamlining IT procurement processes

Migrating systems / applications to the cloud

Data silos / more real-time and actionable data

Interoperability / integration of disparate systems

Launching or updating digital services for citizens

Modernizing outdated IT systems, applications, etc.

Innovation

Cybersecurity / data loss prevention
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City/County Technology Budget Expectations

28%

44%

22%

6%

Increase of
5% or more

Increase of
1% - 4%

Flat – no 
change 

Decrease of
1% - 4%

72% of 
City/County 
CIOs (NET) 
expect their 
IT budgets 
to increase 
in the next 
fiscal year
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City/County CIOs Mostly Satisfied with ROI of IT

58%

35%

7%

Mostly 
satisfied

Mostly 
dissatisfied

About in 
the middle

Degree of satisfaction with ROI 
of IT investments

1. On-going maintenance costs / 
support fees / upgrades 

2. Staff time requirements to 
operate and maintain 

3. Complexity / poor user 
experience

4. Upfront cost / too expensive for 
return 

5. Features / capabilities don’t 
meet needs 

Top reasons for dissatisfaction 
with ROI of IT investments
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City/County Cybersecurity Priorities on Many Fronts

34%

19%

20%

11%

17%

18%

13%

10%

3%

44%

40%

33%

41%

30%

26%

30%

22%

27%

22%

41%

47%

48%

53%

56%

57%

67%

70%

Deploying next-gen security, e.g. AI-enabled analytics, etc.

Deploying proactive measures, e.g. penetration testing

Adopting a cybersecurity framework, e.g. NIST

Developing or testing incident response plans

Training for IT staff, e.g. technical training

Updating polices to reflect new threats, e.g. ransomware

Establishing a security mindset for all facets of government

Modernizing defenses, e.g. cloud security, SIEM, etc.

Training for general staff, e.g security awareness

Lower Priority Secondary Priority Highest Priority
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Training and Professional Development

Wish list for training at CIO’s agency / department

#1 More training on emerging technology areas 

#2
More training on core areas, e.g. infrastructure, 
systems, data, etc. 

#3
More cross-training to better understand 
government operations 

#4
More training on project management, agile 
design, user-centered design, etc. 

#5 More leadership training for managers

#6 More soft skills training 

#7 More simulations / real-world training scenarios 
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Emerging Technologies Start to Impact Cities/Counties

7%

15%

17%

17%

52%

53%

54%

55%

62%

Robotics

Blockchain / Distributed ledger technology (DLT)

Augmented or Virtual reality

Autonomous vehicles / Self-driving vehicles

Automating technologies

Artificial intelligence (AI)

Internet of things (IoT)

5G

Drones / Unmanned aerial vehicles (UAV)

Technologies in some phase of adoption and/or on the radar of city/county CIOs
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Potential Opportunities for Further Collaboration 
Between City/County CIOs and State CIOs?

Rating of jurisdiction’s 
relationship with the state CIO

29%

19%

49%

Good, but limited

Just okay

Non-existent

Excellent

Top cited collaboration opportunities

83%
Cybersecurity assistance / alignment of 
cybersecurity strategies 

58% Procurement / purchasing and acquisition 

56% Shared services / managed services 

52% Collaboration opportunities 

39% Smart city / innovation / emerging tech 

21% Cloud / data center 
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In Addition to the Topics Just Presented
the Survey Explores:

Source: PTI-CompTIA City and County Technology and Workforce Trends study | n=102 City/County CIOs

• IT Procurement

• Digital Service Delivery

• Staffing 

• Budgeting

• Smart Cities and Counties

• Cloud Strategies

• Managed Services
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PTI CIO and Leadership Summit:
Research Priorities to Explore

Smart City/County Ecosystem:

A “deeper dive” into the usage and security needs and issues, and how to develop 

(or promote the need with elected leaders) a solid foundation for the ecosystem. 

Right now, many local governments are experiencing that individual departments 

are “doing their own thing” versus a city/county-wide approach or strategy.
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PTI CIO and Leadership Summit:
Research Priorities to Explore

Source: PTI-CompTIA City and County Technology and Workforce Trends study | n=102 City/County CIOs

➢ How do IT executives manage IoT?

➢ More on AI – where is it headed, and can local 
governments develop a roadmap to implement AI within 
the organization and as a service delivery option.

➢ Managing IT Compliance Policy and Privacy: This should 
be considered a priority and not an after-thought for IT 
executives. 
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PTI CIO and Leadership Summit:
Research Priorities to Explore

Source: PTI-CompTIA City and County Technology and Workforce Trends study | n=102 City/County CIOs

Blockchain – What is the latest and ID examples of how 
local governments are using. 

The Maturity Model of IT: Not every IT department is 
the same. How can local government IT departments 
benchmark each other? 

Regional approaches to IT operations and service 
delivery for IT executives to explore?
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PTI CIO and Leadership Summit:
Research Priorities to Explore

Source: PTI-CompTIA City and County Technology and Workforce Trends study | n=102 City/County CIOs

➢ Skillsets that IT executives are looking for in their staff. The 
“soft skills” are often lacking.

➢ Innovative approaches to attracting and retaining IT 
talent.

➢ IT/project/department collaboration tools.

➢ The latest with the managed services concept of IT.
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“Ins and Outs 2019 - 2020”
OUT IN

1. Cyber Security as a concern Cyber Security as a crisis

2. Perimeter-Based Security 
Focus

Holistic Active Monitoring and Response 
Systems

3. Smart Applications Smart Government

4. Database transactions Blockchain

5. Uber/Lyft Bikes/Scooters/Autonomous vehicles

6. Smart software Artificial Intelligence (AI)

7. Robotics Robots/Bots

8. Innovation Change Management

9. Virtual & Augmented Reality Mixed Reality

10. Hiring IT Staff (internal) Managing IT staff (external)
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Weekly email scan of 
technology news

Additional PTI Research Resources

Emails from PTI on upcoming events, 
new research, webinars, etc.
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Questions?
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