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CompTIA Public Technology Institute and NASCIO =
Promoting the Priorities, Trends and Issues Impacting State and
Local Government IT

More than 10 years working together. CompTIA Public Technology Institute (PTI)
truly appreciates our relationship and the efforts of Doug Robinson, NASCIO

leadership and the NASCIO team to foster collaboration between state and local
government. ‘
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The Headlines
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States and localities got $350 hillion.
Here's how they're spending it on IT

By Susan Miller, JANUARY 3, 2022
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Is It 2020 or 2022°?
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ARTICLE

How the past informs the future: 12 predictions for 2022

Written by Dr. Alan R. Shark 15th December 2021 m a @ g v. 7
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12 Predictions for 2022

1. Cybersecurity remains front and center 7. Tech staffing insecurity

of attention * The Great Retirement, the Great

: Resignation, out-of-town & remote work
2. Cyber insurance coverage becomes a

challenge 8. Federal support to the rescue

Zero-trust becomes essential to trust 9. Redefining and practicing emergency

. lanning & recovery plans
Cloud Solutions become denser P 8 yp

Managed services continue to grow 10. Emerging tech expands

11. Customer-first focus grows
* Departments/partners, the public

o vk~ W

Broadband expansion

12. Tech leadership rising. Keep the
momentum growing!
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2021 Public Technology 4|
Institute (PTI) State of Cityand &
County IT National Survey
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City/County CIO Technology Priorities Over Next 2 Years

Cybersecurity / data loss prevention

Launching or updating digital services for citizens
Innovation
Modernizing outdated IT systems

COVID-specific initiatives

Migrating systems [ applications to the cloud
Addressing integrating disparate systems
Addressing data silos

Streamlining procurement processes
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City/County Technology Budget Expectations
32%

49% of
City/County
ClOs (NET)
expect theirIT
budgets to
increase in the
next fiscal year

Increase of Increaseof Flat-no Decreaseof Decrease of
5% or more  1%- 4% change 1%-4% 5% or more
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City/County ClOs Continue to
Refine Their Cloud Strategies

437

Moved on-premise
infrastructure to public cloud

2%
Moved on-premise infrastructure
to private cloud
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Shifted from using a local version of an application
to a cloud application (Saas)

Began using a new cloud application (5aaS)
Integrated a cloud application (SaaS) with an
on-premise application via APls, etc.

Integrated two or more cloud applications
(Saas) via APls, etc.
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Reported use of
managed IT services

45%

37%

Yes No, but No, and no
considering consideration
at this time



City/County Cybersecurity
Priorities on Many Fronts

Training for general staff
Modernizing defenses
Further establishing a security mindset
Adopting a cybersecurity framework based on national standards
Training for existing IT staff
Developing or testing cybersecurity incident response plans
Updating polices to reflect changing threat landscape
Deploying proactive measures

Deploying next-gen security measures
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Emerging Technologies Impacting Cities and Counties

Drones / Unmanned aerial vehicles (UAV)
Telehealth

Automating technologies

Internet of things (loT)

3-D printing

5G

Artificial intelligence (Al)

Robotics

Autonomous vehicles / Self-driving vehicles
Augmented or Virtual reality

Blockchain/ Distributed ledger technology (DLT)
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L 29% | 13% | 1% 44%
63% 7% 22%
[ 26% | 38% 15% 21%
43% [ 21% | 19% | 18%

49% L 30% | 10% 1%

L s6% | 23% | 12% | 10%
89% 5%3%5% |

84% 7% 2°

= No action

= Considering

= Piloting

mProduction
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Top priorities for
bridging skills gaps

3l Cybersecurity

Soft skills, i.e. improvements to
communications, collaboration, team I1Q

Cloud, i.e. infrastructure migration,
application or platform deployment

Infrastructure, i.e. improvements to
network/systems reliability, performance

Digital transformation, i.e. modernizing
systems, embracing digital government

Integration, i.e. disparate systems,
applications, data streams

++
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Crisis management, e.g. readiness, response,
recovery



Most Local Governments Provide
Cyber Awareness Training. Why Do
25% Let Elected Leaders Opt Out?

o @ o @ | SUBSCRIBE “DUTE@FIFTY

Connecting state and local government leaders

MANAGEMENT INFRASTRUCTURE TECH & DATA SMART CITIES PUBLIC SAFETY HEALTH & HUMAN SERVICES
Y \ ‘g -

N
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In this June 19, 2017, file photo, a person types on a laptop keyboard in North Andover, Mass. AP PHOTO/ELISE AMENDOLA
By Andrea Noble, OCTOBER 27, 2021
. A new survey from the CompTIA Public Technology Institute
Correspondent

highlights cybersecurity concerns among municipal IT
professionals, including remote work and rising insurance

Com pTlA ROUTE @ FIFTY premiums.
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Specific to Cybersecurity: How would

you rate the relationship between your IT
organization and your state’s IT organization
in terms of information-sharing, resource-
sharing, education and training provided by
the state to local governments?

¥
A\
u Cyber relationship is EXCELLENT

u Cyber relatonahip |3 FAIR
# Cyber relationship s POOR

-
‘-\\- .

2021 National Survey of Local
Government Cybersecurity
and Cloud Initiatives




State and Local Government Organizations are Committed to Helping You
Navigate the Ever-changing Climate of State and Local Government IT

| | © Representing Chief Information
Public Technology Institute i i Officers of the States

NATIONAL NATIONAL
NLC QLo ASSOCIATION ICMA

NATIONAL
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“Ins and Outs 2019 - 2020”

Throw-Back! =y [T

1. Cyber Security as a concern
2. Perimeter-Based Security Focus

3. Smart Applications

4. Database transactions

5. Uber/Lyft

6. Smart software

7. Robotics

8. Innovation

9. Virtual & Augmented Reality
10. Hiring IT Staff (internal)

11. Tech to Change Votes

12. Protecting Information

Cyber Security as a crisis

Holistic Active Monitoring and Response
Systems

Smart Government

Blockchain
Bikes/Scooters/Autonomous vehicles
Artificial Intelligence (Al)
Robots/Bots/RPA

Change Management

Mixed Reality

Managing IT staff (external)

Tech to Change Minds

Protection Against Misinformation
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Dr. Alan Shark
Vice President Public Sector and Executive Director
CompTIA Public Technology Institute

ashark@comptia.org
www.connhect.comptia.org
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