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#1 for nine consecutive years. On the 
top ten list since 2006
Steadily moving up the list. Pandemic impact

CIO priority each year. Frequently #1 since 2007

A continuing priority. Back on the list  

Major force of change. In top three since 2013

#4 in 2021 - on/off list for a decade. Pandemic 
impact

Pandemic impact! On the list since 2011

New to the list in 2021. Enables digital services

On the list since 2016 

New to the list in 2022
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Fiscal impact of pandemic: increased state revenues and spending - increased IT spending? 
Impact of ARPA and IIJA funding for state IT? $1B State and Local Cybersecurity 
Improvement Grant funds - $200M in FY2022

State IT organization transition continues: CIO as broker business model,  evolution from 
owner-operator to more managed services, outsourcing and multi-supplier initiatives 

Elevated cyber threats during pandemic, nation state and criminal attacks, more focus on 
enterprise cybersecurity models, whole-of-state collaboration, ransomware mitigation

Focus on digital government services: user centric design, improved customer experience, 
security, automation, citizen identity management

13 state CIO transitions in 2021. What to expect in 2022? 
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Rank the top five business processes, practices or 
investment changes that you believe will continue post 
COVID-19 pandemic? 
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What digital services and work practices instituted 
during the pandemic do you expect to retain? (select all 
that apply)
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What is the biggest driver to expanding digital services?
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What emerging IT area will be most impactful in the 
next 3-5 years?
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The biggest take-away is that we can 
deliver solutions and services faster than 
ever before. There is a greater focus on 
working together as an enterprise and we 
have implemented platforms and 
technologies that support that.” 

-State CIO
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Talent crisis: recruitment, retention, compensation

Increasing threats with remote work? 

Whole-of-state cybersecurity resilience

Support and partnerships with local governments

More centralized operating model for cybersecurity

State Cyber Issues to Watch



© 2021 Grant Thornton LLP  |  All rights reserved  | U.S. member firm of Grant Thornton International Ltd

What are the biggest roadblocks with broadband 
deployment or implementation in your state? (choose 
top three)
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Does your organization have a strategy to migrate 
legacy applications to the cloud? 
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What are your top three priorities in driving your cloud 
strategy forward?  
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How has your legacy modernization strategy changed 
due to COVID-19 and the related stimulus and 
infrastructure funding?
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Which of the following major business lines will have 
significant capital investment (as defined in your state) for 
legacy modernization efforts in the coming two years?
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State Trends to Watch in 2022

Improved fiscal health with large spending increases, state decisions on ARPA 
funds, IIJA funding: $1B for SLTT cybersecurity grants

Future of the IT workforce: Sustaining the remote work environment? 
Recruitment/retention/resignation, adaptation, skills transformation  

Huge investments in broadband; more granular data for better decisions; 
addressing affordability issues

Prioritizing IT and application modernization, accelerated deployment, cloud 
migration

Pressure to improve program integrity: identity verification, anti-fraud solutions, 
data sharing

36 gubernatorial elections in November 2022. Transition impacts?
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