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2024 STATE CIO TOP 10 PRIORITIES
Priority Strategies, Management Processes and Solutions

1 CYBERSECURITY AND RISK MANAGEMENT

ARTIFICIAL INTELLIGENCE / MACHINE LEARNING / 
ROBOTIC PROCESS AUTOMATION

1 DIGITAL GOVERNMENT / DIGITAL SERVICES

3 4 LEGACY MODERNIZATION

5 WORKFORCE 6 DATA MANAGEMENT / DATA ANALYTICS

7 BROADBAND / WIRELESS CONNECTIVITY

9 CLOUD SERVICES

8 IDENTITY AND ACCESS MANAGEMENT

10 CIO AS BROKER / NEW OPERATING MODEL
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State CIO Transitions
(January 2024)
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Rank the most significant impact to the CIO 
organization over the next 3 years.

Source: 2023 State CIO Survey
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How will the CIO organization serve customer 
agencies in the next 3 years? (select all that apply)

Source: 2023 State CIO Survey
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Calls to Action
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Cybersecurity Priorities 
Talent crisis: recruitment, retention, reform, compensation

Cybersecurity strategy and risk assessments

More centralized operating model; zero trust framework

Adopting whole-of-state cybersecurity resilience

Executing Year 2 of $1B State & Local cybersecurity grant

Support and partnerships with local governments

Software supply chain risks 
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Top cybersecurity risks and initiatives

State cybersecurity initiatives receiving the most 
attention are:

1. Endpoint detection
2. Cybersecurity awareness training
3. IAM solution adoption/expansion

9

1 2 3 4 5
Ransomware

attack
Agency use

of shadow IT
solutions or

products

Human error Compromises
to the software

supply chain

Phishing / business
email compromise
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How states are recruiting and retaining 
cybersecurity workers

The 2023 State CIO Survey 10

90%
Offered hybrid or

remote work

63%
Worked with K-12 and/
or higher education to
recruit cybersecurity

workers

51%
Raised salaries

49%
Collaborated with
the private sector,

nonprofits, 
community

organizations, 
federal

government or 
similar
groups

45%
Eliminated 4-year

degree requirements
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Focus on digital services and 
modernization: improved 

citizen experience, citizen-
centric design, streamlining 
services, automation, citizen 

identity management

Growing cloud and SaaS 
adoption; reducing IT 

diversity and complexity -
seeking to “rationalize” the 
technology environment

Broader adoption of 
business process 

automation, chat bots and 
low code/no code solutions. 

Changing IT workforce: 
remote/hybrid flexibility, 

skills transformation, 
eliminating 4-year degree 

requirement 

AI and Generative AI: 
governance, legislation (18 
states) framework, policy, 

use cases, data quality, 
privacy, security, workforce 

impact

Increase in state tech policy 
and legislation. Focus on 

data privacy, AI, deepfakes, 
social media safety, 

cybersecurity

What’s Trending?
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What emerging IT area will be the most 
impactful in the next 3-5 years?

The 2023 State CIO Survey 12
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Which business process has the most potential 
benefit from AI in the next 3-5 years?

The 2023 State CIO Survey 13

1 2 3 4 5
Digital citizen

services
Cybersecurity

operations
Procurement/

acquisition
Human

resources
Licensing and

permitting

6
Fraud

prevention and
detection
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